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INTERNET OF THINGS TECHNOLOGY FOR TRACKING THE PARAMETERS 

OF PATIENTS WITH CORONAVIRUS DISEASE 
 

The research provides general information about the Internet of 
Things (IoT) technology and considers how to use the tools of the In-
ternet of Things. Within the IoT concept, the research examines devic-
es for the use in healthcare – the Internet of Medical Things (IoMT). 
The article describes the main trends in the formation and develop-
ment of this sphere. It defines technical and communication capabili-
ties, features of connection of medical IoMT devices equipped with 
sensors, detectors and actuators. The research analyzes the current 
state of affairs in the medical IoT market. The article describes IoMT 
devices with medical specialization and technological facts of interest 
to doctors and their patients, especially during a widespread pandem-
ic. The research examines technologies of data collection from differ-
ent devices, their analysis in cloud data centers and the possibilities 
of peripheral computing. The research suggests the overview of the 
main methods of switching between the IoT devices using the example 
of the MQTT protocol. 

Keywords: Internet of Things; COVID-19; device; Internet of Medi-
cal Things; artificial intelligence. 
 

Problem statement. Every year, the Internet of Things increasingly 

affects people’s daily life. There are many discussions about the IoT, and 

the term is becoming generally accepted and natural. The rapid and 

ubiquitous spread of the Internet of Things means thousands of sen-

sors, detectors and devices that collect a variety of information, includ-

ing medical information, and interact with each other autonomously 

without human intervention. Gadgets with artificial intelligence and con-

nection to the World Wide Web have been in great demand for several 
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years, as they make life easier and help monitor health, especially dur-

ing COVID-19 pandemic. This article examines the Internet of Things 

technology and its component, the Internet of Medical Things, which al-

ready brings together many devices that can collect, analyze and 

transmit medical data. The Internet of Things is a promising branch of 

science and technology that includes a huge number of areas – from a 

smart electric outlet and thermometer to industrial IoT deployed on a 

cloud platform. The Internet of Things is at the junction of hardware and 

software and is therefore equally necessary for both engineers and 

programmers. Despite the lack of common standards and the diversity 

of platforms, the IoT is actively integrating into our life during this pan-

demic. Analysts note that companies, which invest and create their own 

packages of the IoT solutions, are primarily focused on mass market 

segments, such as medicine. The above determines the relevance of the 

study of the IoT technology and analysis of the development of IoMT. 

Analysis of recent research and publications. Article [1] has con-

ducted a study of the use of cloud platforms and technologies in the de-

ployment of the Internet of Things projects. In [2], the main content of 

communications within the technology of the Internet of Things as the 

basic core of the Fourth Industrial Revolution is revealed. Article [3] has 

carried out the analysis of expediency of the use of the blockchain tech-

nology in the field of the Internet of Things and reflects the specific 

properties of the blockchain technology as a potential technological way 

of construction the distributed systems of trust in certain spheres of ac-

tivity. Article [4] considers the impact of the Internet of Things technolo-

gy on the work of organizations and the impact on their corporate deci-

sions. Source [5] considers the issues related to the introduction of the 

concept of the Internet of Things in various spheres of social and indus-

trial activities. 

The goal of this article is to study the influence and relevance of 

medical IoT devices in tracking the parameters of patients with corona-

virus disease. 

Introduction. The Internet of Things technology can be considered 

the most progressive concept of human interaction with the environ-

ment and its living space. In the automated mode according to the ex-

ternal and internal conditions, it sets and tracks the work of all engi-

neering systems, electric devices and electronics. The system elimi-

nates the need to use several remotes when watching TV, dozens of 

switches when controlling light, individual units when controlling venti-
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lation and heating systems, video surveillance and burglar alarm sys-

tems, motorized gates, etc. Theoretically, the possibilities of the IoT 

ecosystem are limitless and depend only on the imagination of develop-

ers and current users. For such IoT projects, manufacturers create a 

variety of automated systems or simple accessories, which have al-

ready become known as gadgets. These will be discussed in the context 

of the use in medical institutions during the COVID-19 pandemic. As it 

turned out, there are many such IoT devices, so the article will try to 

consider the most interesting of them. According to experts, such smart 

medical IoT devices will become a trend in the IT industry in the coming 

years of coronavirus pandemic. Many manufacturers have recently fo-

cused on the production of these devices. It is so because now it is es-

pecially appropriate to use the capabilities of computerized and robotic 

IoT devices that facilitate the difficult and dangerous work of doctors. 

The IoT has become a global trend and will become a mandatory 

requirement for the distribution of consumer products and services. 

New IoT devices appear with already built-in intelligent and communica-

tion capabilities. Hardly anyone could have predicted such progress in 

the development of this technology twenty years ago. The use of the IoT 

in the industrial production and transport decreases costs by reducing 

the number of accidents, reducing raw material costs and the amount of 

the used resources. In the field of energy, it increases the efficiency of 

generation and distribution of electricity. The Internet of Things saves 

not only money but also time because machines have replaced people in 

routine and dangerous work. This technology is beginning to be used in 

everyday life, housing and communal services, industry, transport, agri-

culture and medicine. 

If we consider a study on modern technology conducted by Gart-

ner, it can be noted that the Internet of Things was at its peak in 2014-

2015, there was a decline in 2016-2017 and it is now growing again, not 

least due to the use of health care facilities. According to the same 

prognosis of Gartner, by 2022, the number of devices connected to the 

IoT will reach 50 billion. They will be used to automate production, cen-

tral heating, ventilation and air conditioning, examining patients in med-

ical institutions. Of the approximately 50 billion expected connections, 

half will be custom gadgets that make up the customer IoT: 

smartphones and tablets, voice recorders and cameras, sensors of var-

ious kinds and control, including for fitness and outpatient medicine. 
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More than 15 billion devices will operate in business, industry, produc-

tion units and public transport [6]. 

Presentation of the main material. About coronavirus disease. 

Human coronavirus was first detected in 1965 in a patient with an acute 

respiratory viral infection. It soon became clear that there were many 

coronaviruses circulating not only among humans but also among do-

mestic and wild animals. Coronaviruses were not considered dangerous 

human pathogens until, in 2002, the world faced the SARS epidemic, 

which began in China and spread to 37 countries, affecting more than 

8,000 people and killing 774 people (more than 9% mortality). In 2012, a 

second epidemic of coronavirus related to the Middle East respiratory 

syndrome MERS broke out in Saudi Arabia, affecting nearly 2,500 peo-

ple, 858 of whom died (the mortality was more than 34%). After these 

two epidemics, it became clear that coronaviruses were able to over-

come interspecific barriers and pass from animals to humans. Experts 

warned that eventually a new outbreak could occur. This happened in 

2019 and again in China, but no one expected the infection to spread 

worldwide, reaching the size of a pandemic [7]. 

World-known companies IBM and Oracle, as well as the World 

Health Organization, have created an open data center that will use the 

blockchain to validate information related to the coronavirus pandemic. 

IBM offers a set of Watson artificial intelligence tools for government, 

academia, and healthcare organizations to handle the flow of calls and 

requests connected to the coronavirus infection. The Watson Assistant 

for Citizens package includes Watson Assistant and Watson Discovery, 

as well as a language recognition tool. The solution is offered free of 

charge for a period of ninety days. In addition, the most powerful super-

computer IBM Summit was used to search for effective medicine against 

COVID-19. In the first days after analyzing many options, it suggested 

scientists to pay attention to the 77 low molecular weight compounds 

that the supercomputer had found. According to researchers, each of 

them deserves further study and could potentially become a medicine 

against COVID-19. 

The Internet of Things. The concept of the Internet of Things was 

first formulated in 1999 by Kevin Ashton, the founder of the Auto-ID re-

search group at the Massachusetts Institute of Technology, who consid-

ered the introduction of RFID as an opportunity to change the logistics 

management system in business. 
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The sensor is a means of measurement designed to generate a 

signal of measurement information in a form convenient for transmis-

sion, subsequent conversion, processing and storage. In other words, 

sensors allow receiving information about the environment and trans-

mitting it in a convenient form. An example of a sensor is a conventional 

electronic thermometer. Since there are many sensors, the choice of a 

specific one depends on the task. In the future, smart sensors and de-

tectors will learn to receive energy from the environment: from vibra-

tion, light or air currents and will be completely autonomous.  

The Internet of Things is a fascinating technological idea, accord-

ing to which all devices around us connected to the Internet communi-

cate with each other autonomously, even without human intervention. 

There are many definitions of this term, but in most cases the Internet 

of Things refers to the collection and exchange of data between differ-

ent physical devices, based on a network that is necessarily connected 

to the Internet, and this is the main difference from M2M (inter-machine 

interaction). Physical devices can be cars, buildings, cameras, applianc-

es and any other devices equipped with electronics, software, sensors, 

detectors, motors and actuators. The data received from physical devic-

es, as a rule, is collected in a certain network storage – the data pro-

cessing center, in a cloud or on the corporate server (Fig. 1). Next, the 

Data Mining, Machine Learning, and Cloud Computing methods are ap-

plied to the obtained data in order to solve certain tasks, in particular in 

healthcare during COVID-19 pandemic. 

 
Fig. 1. The IoT ecosystem 

 

The main feature of this network is the unique identification of 

each object, as well as a closer integration of the real and physical 

worlds, where the interaction takes place between people and devices. 

The development of smart things consists of four levels: 1 – identifica-
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tion of each object on the Internet, 2 – identification and maintenance of 

consumer needs, 3 – global urbanization and automation of urban sys-

tems, 4 – introduction of the Internet of Things reaches planetary scale, 

the concept of «Sensory Planet» appears [8].  

Manufacturers around the world are working on exciting projects 

that turn everyday objects into smart devices with sensors and detec-

tors. The coffee cup is no longer a simple item, as it can send a message 

to your smart watch stating that the liquid inside has the right tempera-

ture so you can drink it without worrying about whether it is too hot. The 

Internet of Things solution is not as complicated as it may seem at first 

sight. The Internet has allowed developers to create solutions that ana-

lyze data generated online anywhere in the world. Collecting data from 

a dozen sensors is relatively simple and may not require much effort, 

but collecting data from hundreds or even thousands of sensors is 

much more difficult because the data accumulates exponentially. Obvi-

ously, it is impossible to store data on removable media or in a file. In 

addition, the use of all this information is complicated by the problem of 

how to process it most effectively. 

The Internet of Things solutions are becoming increasingly popu-

lar precisely because they give smart solution providers the opportunity 

to make extra money. For example, the fan, which turns itself off when 

the desired temperature is reached, saves the owner electricity and 

therefore can be more expensive. In addition, a fan that also detects 

when there are people in the room and when not is even more valuable. 

To save energy, the heating system needs a short-term weather fore-

cast. This forecast can be obtained by installing appropriate sensors 

and an information processing system capable of forecasting the 

weather (mini-weather station), or can be simply received from the 

weather forecast online. In both cases, the behavior of the heating sys-

tem will look «intelligent». It is important that in this example, from the 

customer’s point of view, the system behaves almost in the same way 

accordingly, the customer is willing to pay the same price for this func-

tionality. However, for the supplier of such a system, the organization of 

its connection to the Internet will cost much cheaper than the develop-

ment of the intelligent stuff. Due to the intelligence solution, the equip-

ment acquires new sets of functions. They can be divided into four 

groups: monitoring, management, optimization, autonomy. Each func-

tion, important itself, is a kind of step to the next level. For example, the 

monitoring function is the basis for the management, optimization and 
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autonomy of technology. The company can choose such a set of func-

tions in order to make its products as useful as possible for the con-

sumer and thus strengthen its competitive position. The monitoring 

function will help to eliminate concerns about whether the patient is fine 

in the absence of a doctor or nurse. The consumer value of the device in 

the same hospital will be even higher, if a control function is added so 

that the doctor can not only remotely receive information about the pa-

tient, but also change the allowable parameters – beep or send text 

messages automatically if the temperature or blood pressure rises 

above the specified limit. In this way, the optimization function via the 

use of additional information will save time and keep health. The Inter-

net of Things allows tracking the parameters of several patients at the 

same time, and this will contribute to medical activities [9]. 

The Internet of Medical Things. At present, there is an opinion that 

Internet-related projects have become less relevant in the coronavirus 

world. Moreover, it is assumed that in the post-coronavirus world it will 

take some time for the IoT projects to come back into the field of view of 

companies, corporations and organizations. However, this is not quite 

true. There is one area within the Internet of Things technology that has 

a high chance of a sharp rise in popularity it is the medical IoT. Due to 

the loss of medical staff because of the COVID-19 infection and the fa-

tigue, the IoMT may be useful in medical facilities. In technologically ad-

vanced countries, such as the USA, there were plans for such projects, 

but they were mainly postponed to the future, until a more favorable pe-

riod. It is possible that this period has already come. Thus, robots, which 

are equipped with the IoT devices, are in patients’ beds, monitor vital 

signs and transmit data to hospital staff. The use of robotic assistants 

allows limiting the number of direct contact of doctors and nurses with 

patients, thereby reducing the risk of infection. Robots also help hospi-

tals save a considerable amount of protective masks and gowns that 

staff have to use [10]. 

The Internet of Medical Things is a medical complex organized for 

the convenience of doctors and has to ensure human life with the help 

of various high-tech devices (Fig. 2). The IoMT defines specific situations 

that occur in the hospital and responds accordingly to pre-designed al-

gorithms. At the same time, the medical institution functions better and 

more efficiently, sensors and detectors monitor the parameters of all 

medical systems and, of course, patients, especially with COVID-19. The 

creation of the IoMT involves smart devices and a variety of gadgets. 
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The IoMT technology allows each element of its ecosystem to access the 

Internet and share information with other things and systems, analyze 

data by means of cloud and peripheral computing. 

 
 

Fig. 2. The IoMT infrastructure 

 

The Internet of Medical Things is a powerful tool for medical facili-

ties that have been in severe pandemic conditions since 2020. Obvious-

ly, the use of the IoMT is associated not only with the benefits but also 

with the risks of losing confidential personal information. Well-

established business processes and a wide knowledge base will help to 

avoid them. The IoT and IoMT need special attention: it is about the eco-

system of its equipment devices, technical and organizational 

measures, data security. These issues should be addressed at the de-

sign and implementation stage of the medical IoT solutions.  

Prior to the pandemic, medical institutions were among the most 

active consumers of the IoT solutions each year the market volume in 

this technology segment grew by 29%. Thus, the automatic transmis-

sion of data from medical sensors attached to patients to the office and 

signaling at threatening indicators is much more effective than visiting 

each patient with a thermometer in hand. The ability to remotely com-

municate with patients without going to their homes and make virtual 

visits in the presence of objective data from sensors about their health 
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is also among the priorities. In addition, the Internet of Things should be 

used to automate administrative activities. When there are not enough 

doctors or they have large workload and suffer from fatigue, artificial 

intelligence tools should be widely used [10]. 

The IoT technologies allow monitoring the condition of medical de-

vices endowed with intelligence without human intervention. These so-

lutions are key in the process of tracking the parameters of patients 

with COVID-19. Sensors, detectors and IoMT devices attached to hospital 

beds and patients record indicators of different types, transmit them to 

the data center or cloud, or process and analyze them on site using pe-

ripheral calculations, twenty-four hours a day in real time. Thus, it is 

possible to organize complete quarantine and remote stay of the patient 

and to prevent potential infections. Noticing the deviation, the IoMT will 

notify a nurse or doctor about the threatening situation. The IoT technol-

ogies allow not only quick recording of incidents, but also assessing 

their criticality and deciding on further action. Based on the information 

collected by the IoMT devices and sensors, it is possible to conduct ana-

lytics to predict how the disease behaves, the approximate recovery 

time and identify factors that lead to complications due to COVID-19. 

This significantly saves the resources of the medical institution and 

health care in general. In addition, data collection and analysis allow 

evaluating the effectiveness of medicines and vaccines. Another area of 

the IoMT application is monitoring of premises. If, for example, special 

conditions are needed in a hospital room (temperature, humidity, air 

conditioning), these parameters can be controlled with sensors, detec-

tors and IoMT-devices. They transmit data for further analysis and pos-

sible human intervention. 

Table shows the cost of the Internet of Things in terms of activities 

and sectors of production. It can be noted that health care is one of the 

industry leaders, including prognosis [11]. 

Table   

The structure and cost of the Internet of Things 

Activities and 

production sectors 

The cost of the Internet of 

Things, billion dollars  
Growth rate, 

percent  
2015 2020 

Transport and logis- 10 40 400 

Utilities 7 40 570 
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continuation of the table 

Consumer goods 5 20 400 

Health care 5 15 300 

Industrial production 4 15 375 

Energy 3 12 400 

Retail 2 12 600 

State administration 5 12 240 

Insurance 2 5 250 

Other 8 30 375 
 

Communication technologies between IoMT devices. All sensors and 
IoT devices must be connected to a single network to exchange infor-
mation with each other. Deciding which type of connection to choose is 
based on the specific task and work environment. Let us consider the 
basic technologies of communication between devices.  

Wi-Fi is one of the most common wireless data technologies. It 
complies with the IEEE 802.11 standard (b/g/n/ac/ax) and operates at 
frequencies of 2.4 GHz, 5 GHz and 60 GHz, depending on the used 
equipment. Wi-Fi provides high data rates, but has a number of disad-
vantages, such as high power consumption, operation of many devices 
and common technologies in the 2.4 GHz band, and relatively weak WEP 
encryption standard.  

Bluetooth allows exchanging information with devices within a ra-
dius of 100 meters. It has a lack of security disadvantage, high power 
consumption, and the quality of communication is strongly influenced by 
external factors.  

Mobile connection technologies (2G, 3G, 4G, 5G) have a number of 
advantages comparing with those discussed earlier. Large coverage 
and a rather high data rate (4G and 5G) allow embracing a larger area 
when implementing IoT projects without the need to search for a sepa-
rate access point to the network. The main problem is the mandatory 
connection to the mobile operator, the possible load on their base sta-
tions, high power consumption for data transmission (especially with 
poor network coverage), even in 5G.  

LoRaWan is an open protocol for high-capacity (up to 1 million de-
vices in one network) networks with a large range and low power con-
sumption. The protocol provides two-way encryption for all device clas-
ses. The protocol architecture was developed, among other things, to 
make it easy to find mobile objects to track their movements. This is one 
of the fastest growing ways to communicate the Internet of Things. Data 
transfer rate is up to 5 KB/s, which is enough to collect data from sen-
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sors. 
Local Area Network (LAN) is a computer network, usually covering 

a relatively small area. The connection is made using a network cable. It 
has a high data rate and high resistance to interference, the disad-
vantages include the need for routers, switches and other expensive 
network equipment. 

Low-Power Wide-Area Network (LPWAN) or energy-efficient long-
range network was designed specifically for inter-machine communica-
tion (M2M) and is the engine of long-range Internet of Things. It provides 
a fifty-kilometer distance of interaction between scattered IoT devices, 
has high energy efficiency and scalability. 

ZigBee is a wireless data transmission standard, supported and 
developed by the ZigBee alliance, created to combine efforts to develop 
the most efficient protocols and ensure compatibility of devices from 
different manufacturers, including IoT. 

Mesh is a computer network topology in which each node trans-
mits data over a network and acts as a switch. All nodes cooperate in 
the distribution of data in the network, i.e. each node is involved in data 
transmission. 

MQTT protocol. Devices in the Internet of Things network interact 
with each other through various interfaces and data protocols. Let us 
consider the most popular and at the same time simple protocol for da-
ta exchange between the Internet of Things devices – Message Queue 
Telemetry Transport (MQTT). The main features of the MQTT protocol 
are the asynchronous protocol, compact messages, operation in an un-
stable connection, support of several levels of quality of service (QoS), 
and easy integration of new devices.  

The exchange of messages in the MQTT protocol is carried out be-
tween a client, which can be a publisher or subscriber of messages, and 
a broker of messages. The publisher and the subscriber do not send 
messages to each other directly, do not establish direct contact, and 
may not know about each other’s existence. The publisher sends the da-
ta to the broker’s MQTT, specifying a certain topic in the message. Sub-
scribers can receive different data from many publishers depending on 
the subscription to the relevant topics. The topics are UTF-8 encoded 
characters. The hierarchical structure of the topics has a tree format, 
which simplifies their organization and access to data. They consist of 
one or several levels, which are separated by the symbol "/". MQTT IoT 
devices use certain types of messages to interact with the broker. The 
main ones are «Connect» – to connect with the broker, «Disconnect» – 
to break the connection with the broker, «Publish» – to publish data to 
the topic broker, «Subscribe» – to subscribe to the topic broker, «Un-
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subscribe» – to unsubscribe from the topic [12]. 
Big Data and artificial intelligence processing tools. A huge amount 

of different data has been accumulated in medical practice, but only re-
cently, the medical workers have learned how to process them qualita-
tively in order to use them for diagnosis, prescribing therapy and plan-
ning patient care. IoT companies that work with Big Data analysis tools 
may help in doing this. The Internet of Things solutions, which they cre-
ate, are able to quickly process entire arrays of information: the results 
of the recent research, successful treatment stories, data on the effec-
tiveness of medicines, and the recommendations created on this basis 
can improve overall health care, especially in regions with less devel-
oped medical care system. Of course, the final decision on how to treat a 
patient is made only by the doctor, and IoT decisions help to do it much 
faster and more correctly [13]. 

Another growing trend in the medical IT market is the use of IT so-
lutions with artificial intelligence tools, especially when it comes to di-
agnosing diseases. Programs capable of analyzing X-rays and clearly 
determining whether a person has a malignancy or tuberculosis are al-
ready being tested and implemented. In addition, there are applications 
that recognize diabetes, hypothyroidism, psoriasis, etc., from various 
changes in a person’s appearance. Moreover, there are special mobile 
applications on the market that can help people suffering from periodic 
exacerbations of a disease. Thus, in the case of epilepsy, a special appli-
cation monitors the patient’s physical activity, regularity and severity of 
attacks and on the basis of these data obtained in particular from IoT 
devices, forms an appropriate prognosis when the next attack may oc-
cur, allowing the patient and doctor to prepare for it [13].  

One of the symptoms of coronavirus infection is fever, and many 
potentially sick people complain of high blood pressure. Artificial intelli-
gence developments can measure blood pressure using video taken on 
the front camera of a smartphone or tablet. Heart rate data can be 
transmitted through such IoT devices as fitness bracelets and smart 
watches. Recent studies have shown that analysis of heart rate variabil-
ity and abnormalities helps to identify respiratory diseases in the early 
stages. As for remote temperature measurement, helmets and smart 
glasses with thermographic cameras are already used. They can de-
termine a person’s temperature at a distance of up to 5 m, if the camera 
detects a temperature above 37.3 degrees Celsius, it gives a signal. 

Examples of the use of the Internet of Things in health care. Here are 
some examples of the use of the Internet of Things in health care: care 
for patients with COVID-19, observation and care for elderly patients, 
accounting of hospital equipment and resources, control and safety of 
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medicines, remote medical care, drugs research, and patient data pro-
cessing.  

From a certain point of view, the real use of the Internet of Medical 
Things is seen as a distant prospect. However, there are already many 
devices and medical equipment that are able to monitor physiological 
functions under COVID-19 and transmit the data to the cloud storage via 
the Internet. Such devices include: blood pressure monitors, glucome-
ters and insulin pumps, devices for determining cholesterol and triglyc-
erides in the blood, fitness bracelets (able to assess the user’s physical 
activity, collect information about sleep, nutrition, daily routine), scales 
with the ability to estimate the adipose tissue levels, smart watches, 
smart glasses and helmets with thermographic cameras, pulse oxime-
ters, thermometers, electrocardiographs, electroencephalographs, uri-
nary analyzers, ultrasound diagnostic devices, spirometers, drop sen-
sors and more. 

The global IoMT market, according to AllTheResearch (Fig. 3), was 
estimated at $ 44.5 billion in 2018 and is projected to grow to $ 254.2 
billion in 2026. 

 
Fig. 3. The IoMT global market 

 

IoMT devices and target groups. Medical devices and equipment that 

work using the IoMT technology can be divided into the following types: 

• diagnostic: tonometer, urine analyzer, medical ultrasound, glu-

cometer, thermometer. This is the most well-known and understanda-

ble for doctors class of devices that have a long clinical history of use 

and due to the technology of the Internet of Things, are becoming widely 

available to patients; 
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• preventive: fitness bracelets, scales to determine the composi-
tion of adipose tissue, devices for determining calories and harmful 
substances in food. Such solutions can be purchased and applied by us-

ers who monitor their health without the active participation of a doctor 
or healthcare professional; 

• medical treatment: insulin pump, a smart «tablet» that monitors 
the intake of medicines. The safety requirements for such devices are 

as high as possible, as they are directly involved in the treatment pro-
cess; 

• rehabilitation: devices that accelerate the recovery of the patient, 
which help to implement a program of rehabilitation activities in every-

day life, as well as improve the quality of life after a severe disease. 
The target groups of users of medical devices and other devices 

running on IoMT technology can be divided into three groups: 
• medical workers who use the Internet of Medical Things mainly 

for rapid diagnostics at the place of medical care; 
• patients – people who suffer from certain diseases or are at risk; 
• professionals – athletes, security guards, military, firefighters, 

remote drilling workers, drivers. 

Another option for classifying the Internet of Medical Things tech-
nologies is to divide them according to their location during use. Accord-
ingly, the following groups can be distinguished: 

• fixed: devices that have a specific localization point in space. As a 

rule, this is not dictated by technical limitations, but by the need to ob-
tain information from sensors and detectors in a specific area (location); 

• portable: compact, easily portable (to the patient’s location) de-
vices used on demand; 

• movable: devices that are on the patient’s body for a long time or 
permanently in order to monitor physiological parameters and func-
tions; 

• implanted: devices implanted in the human body, which are able 

to transmit from sensors and detectors some information about the 
state of health and to receive feedback, to correct changes in the body. 

Further development of IoMT. In modern quarantine realities, IoMT 

developers set themselves the following ambitious and promising tasks 
to ensure: a small amount of data (sensors and detectors do not have to 
transmit megabytes, let alone gigabytes, as a rule, they should be bits 
and bytes); energy efficiency (most of the sensors are autonomous and 

must work for years without changing the batteries, using natural ener-
gy – solar and wind); scalability (the network should use from dozen to 
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million different IoT devices); globalism (work for the future, to cover 

large areas, to transmit information over long distances); penetrating 
power (electronic devices under ground and water must transmit the 
signal to the outside); competitive cost of devices (devices should be 
relatively cheap and available for the mass market, and ready-made so-

lutions are profitable for business); relative simplicity and security (the 
principle of «put and forget»: the user chooses clear and safe devices). 

Conclusions. Smart IoT and IoMT devices allow tracking the flow 
of people in public and private places, changing the approach to obtain-

ing information about the management of various life processes. During 
COVID-19 pandemic, the IoMT with elements of artificial intelligence 
helps to determine gender, age, temperature, blood pressure and auto-
matically process information and draw conclusions based on the col-

lected data. The IoMT ecosystem helps to improve the quality and accu-
racy of treatment, helps in the early detection of infected and reduces 
global mortality from COVID-19 and its strains. The article has substan-
tiated the role of the IoT among other modern information technologies 

and has analyzed the information on various aspects of the use of the 
IoT in health care. Statistical analysis shows that the Internet of Medical 
Things is one of the industry leaders in terms of current and projected 
IoT costs. The article has outlined the importance of the IoMT and the 

advantages created by it. The article has also considered the examples 
of IoMT devices and their application for medical purposes. 

The research has shown that modern health care system is one of 
the most promising areas for the implementation of the IoT. 
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ВИКОРИСТАННЯ ТЕХНОЛОГІЇ ІНТЕРНЕТ РЕЧЕЙ ПРИ ВІДСТЕЖЕННІ 
ПАРАМЕТРІВ ПАЦІЄНТІВ ІЗ КОРОНАВІРУСНИМ ЗАХВОРЮВАННЯМ 

 
Наведено загальну інформацію про технологію Інтернет речей 

(IoT, Internet of Things). Розглянуто як застосовувати інструмента-
рій Інтернету речей. В рамках концепції IoT розглянуто пристрої 
для використання в галузі охорони здоров’я – Internet of Medical 
Things (IoMT). Описано основні тенденції становлення і розвитку ці-
єї галузі. Розкрито технічні і комунікаційні можливості, особливості 
підключення медичних IoМT-пристроїв оснащених датчиками, сен-
сорами і виконавчими пристроями. Проаналізовано поточний стан 
справ на ринку медичного IoT. Описано IoМT-пристрої з медичною 
спеціалізацією і технологічні факти, які цікавлять лікарів і їхніх па-
цієнтів особливо в період всеохоплюючої пандемії. Розглянуто тех-
нології збору по мережі даних з різних пристроїв, їхній аналіз у 
хмарних ЦОД та можливості периферійних обчислень. Проведено 
огляд основних методів комутації між пристроями Інтернету речей 
на прикладі протоколу MQTT. 

Ключові слова: Інтернет речей; COVID-19; пристрій; Інтернет 
медичних речей; штучний інтелект. 
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ИСПОЛЬЗОВАНИЕ ТЕХНОЛОГИИ ИНТЕРНЕТ ВЕЩЕЙ ПРИ  
ОТСЛЕЖИВАНИИ ПАРАМЕТРОВ ПАЦИЕНТОВ С КОРОНАВИРУСНЫМ 

ЗАБОЛЕВАНИЕМ 
 

Приведены общие сведения о технологии Интернет вещей 
(IoT, Internet of Things). Рассмотрено как применять инструмента-
рий Интернета вещей. В рамках концепции IoT рассмотрено уст-



Серія «Технічні науки»  

Випуск 1(93) 2021 р. 

 

 

 

284 

ройства для использования в области здравоохранения – Internet 
of Medical Things (IoMT). Описаны основные тенденции становления 
и развития этой отрасли. Раскрыто технические и комму-
никационные возможности, особенности подключения медицин-
ских IoМT-устройств оснащенных датчиками, сенсорами и испол-
нительными устройствами. Проанализировано текущее состояние 
дел на рынке медицинского IoT. Описаны IoМT-устройства с меди-
цинской специализацией и технологические факты, которые инте-
ресуют врачей и их пациентов особенно в период всео-
хватывающей пандемии. Рассмотрены технологии сбора по сети 
данных с различных устройств, их анализ в облачных ЦОД и во-
зможности периферийных вычислений. Проведен обзор основных 
методов коммутации между устройствами Интернета вещей на 
примере протокола MQTT. 

Ключевые слова: Интернет вещей; COVID-19; устройство; Ин-
тернет медицинских вещей; искусственный интеллект. 
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