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MeToanuH1 BKa3iBKU O BUKOHAHHS J1a00paTopHOi poOOTH Ha TeMy «3HallOMCTBO 3
OCHOBHMMH KOMIIOHEHTaAMHU apXITEeKTypU Ta OCHOBHMUMHM XMAapHUMH CIIyKOamu
Microsoft Azure» 3 OCBITHROI KOMIIOHCHTH «BeO-mporpaMyBaHHS Ta XMapHi
TEeXHOJIOT1» 11 3700yBayiB BUIOI OCBITH Mepiioro (0akamaBpChKOro) piBHS 3a
OCBITHRO-TIpOdECIiiHOI0 TIporpamoro  «lHTepHeT pedei» crermianpHOCTI 121
«ImxKenepist mporpaMHOro 3a0e3MeueHHs» 1 32 OCBITHBO-TIPOGECIHHOIO TPOTPAMOIO
«Komm’rorepri Haykm» cremianbHocTi 122 «Komm’toTepHi Hayku» JEHHOI Ta
3a04HOi (opM HaBuanHs. [Enextponne Bumanus]| / Kmumiok HO. €. — PiBHe
HVYBITI, 2024. — 37 c.

Yxmagau: Kmumrok [Opiit €BreHiifoBud, KaHAWIAT TEXHIYHUX HAYK, JOICHT,
JOLIEHT Kadeapu KOMITI0TepHUX Hayk Ta npukiaaHoi maremarunku HHI KITI
HVYBITI.

Bianosinaneuuii 3a Bunyck: Typ6an FOpiii BacunboBuy, JOKTOp TEXHIYHUX HAYK,
npodecop, 3aBigyBad Kadeapu KOMIT IOTEPHUX HAyK Ta MPUKIATHOT MATEMATHKH
HHI KITI HYBI'TI.

KepiBHuk rpynu 3a0e3nedeHHs Juisi 3700yBadiB  BHILOI OCBITH MEPIIOTO
(OakamaBpChKOTO) PiBHS 32 OCBITHBO-NPOQECIHHOIO MPOrpamoro «IHTepHEeT peuein»
cnermiainbHoCTi 121 «IHXeHepist mporpaMHOTO 3a0e3MeUCHHSI.

KykoBcbkuii Biktop BonoaumupoBuu, KaHIWIAT TEXHIYHUX HAYK, JOLEHT
Kadeapy KoMIT I0TepHUX Hayk Ta npukiagHoi matematuku HHI KITI HYBTTLL

KepiBHuk rpynu 3a0e3nedeHHs JUuisi 3100yBadiB BHILOI OCBITH MEPIIOTO
(OakamaBpCchbKOT0) pIBHS 3a OCBITHBO-TIpo(eciitHO mporpamoro «Komi’torepHi
Hayku» creriaabHocTl 122 « KoM’ toTepHi HayKn:

IBanuyk Hatanis BitaniiBHa, kKaHauaaT TEXHIYHUX HAyK, IOLCHT, IOIEHT Kadeapu

KOMIT FOT€pHUX Hayk Ta npukiaanoi matematuku HHI KITI HYBI'TI.

PekomeHnnoBaHo Kadeaporo KOMII IOTEPHUX HAYK Ta IMpukiaaHoi Maremaruku HHI

KITI HYBI'TI (mporokon Nel0 Bix 17.04.2024p.).
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JlaGopaTopHa podoTa

Tema: 3HaillOMCTBO 3 OCHOBHUMHU KOMIIOHEHTAMHU apXITEKTYPH Ta OCHOBHUMH
xMapHuMH cirysk6amu Microsoft Azure.

Meta: O3HailoMUTHCA 3 OCHOBHMMHM KOMIIOHEHTaMH apXITEKTypH Ta
OCHOBHUMHM XMapHUMHU ciaykOamu Microsoft Azure, ai3HaTucsa 1npo (i3uyHy
1HpacTpyKTypy Ta ympaBJiHHS pecypcaMH, a TaKO)K HaOyTH HAaBUKIB CTBOPEHHS
pecypciB Ha nopTaii Microsoft Azure.

Jlitreparypa:

1. Describe Azure compute and networking services. URL.:

https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-
networking-services/

2. Virtual machines in Azure. URL:

https://learn.microsoft.com/en-us/azure/virtual-machines/

3. Collier Michael. Microsoft Azure Essentials — Fundamentals of Microsoft
Azure. Second Edition. Microsoft Press, 2016. 546 p.

URL.: https://www.microsoftpressstore.com/store/microsoft-azure-essentials-
fundamentals-of-azure-9781509302963

4. Pandit Nitin. Microsoft Azure Step by Step Guide. 2016. 463 p. (Free
ebooks). URL.:

https://tutorialslink.com/Article_file/microsoft-azure-step-by-step-guide.pdf

5. Brikman Yevgeniy. Terraform: Up & Running: Writing Infrastructure as
Code. 3ed. O'Reilly Media, 2022. 680 p. URL.:

https://digtvbg.com/files/LINUX/Brikman%20Y.%20Terraform.%20Up%20
and%20Running.%20Writing...as%20Code%203ed%202022.pdf

Xix podoru

I. BukoHaiiTe HACTYIIHI 3aBaHHS:

3aBaannsa 1. CtBopith Ha moptani Microsoft Azure BipTyajibHy MalivuHy
Linux i3 BcranoBieHuM cepBepoM Nginx Ta BeO-3actocyBanHsM “TIpuBiT, Mmiit
npyxe.” 3a qonomororo Azure CLI.

3aBaanns 2. Po3po0ite ckpunt Bash ans ctBopennst Ha mopraii Microsoft
Azure BipryanpHOi MammHu Linux 13 BCcTaHOBIEHUM cepBepoM Nginx Ta BeO-
3actocyBanHsaM “[IpuBirt, Miit gpyxe.” 3a qomomororo Azure CLI.

3aBnannst 3 aasa camocTtiiiHoi podoru. CTBopiTh Ha nopraini Microsoft
Azure BipTyanbHy MamuHy Linux i3 BCTaHOBIIEHMM cepBepoM Nginx Ta BeO-

3acrocyBaHHsM “IIpuBiT, Miii Apyske.” 3a gqormomororo Azure PowerShell.

3


https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/
https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/
https://learn.microsoft.com/en-us/azure/virtual-machines/
https://www.microsoftpressstore.com/store/microsoft-azure-essentials-fundamentals-of-azure-9781509302963
https://www.microsoftpressstore.com/store/microsoft-azure-essentials-fundamentals-of-azure-9781509302963
https://tutorialslink.com/Article_file/microsoft-azure-step-by-step-guide.pdf
https://digtvbg.com/files/LINUX/Brikman%20Y.%20Terraform.%20Up%20and%20Running.%20Writing...as%20Code%203ed%202022.pdf
https://digtvbg.com/files/LINUX/Brikman%20Y.%20Terraform.%20Up%20and%20Running.%20Writing...as%20Code%203ed%202022.pdf

3aBnanns 4 njst camoctiiiHoi podoTn. Po3podits ckpunt PowerShell nns
cTBOpeHHs Ha moprtaimi Microsoft Azure BipTyanbHOoi Mammau Linux i3
BCTaHOBJIEHUM cepBepoM Nginx Ta BeO-3actocyBanHaM “‘[IpuBit, miit apyxe.” 3a
nonomoroto Azure PowerShell.

3aBaannst 5 a8 camocrtiiinoi podoru. CtBopiTh Ha noprtaini Microsoft
Azure BipTyalibHy MamuHy Linux 13 BCTaHOBJIEHMM cepBepoM Nginx Ta BeO-
3actocyBaHHsM “IIpuBiT, Miii Apyske.” 3a gormomororo Terraform.

Xix BUKOHAHHSA

IMosicHeHHsI 11010 BUKOHAHHSI 3aBJAaHHs 1.

PosrnssHeMO MOCIIIOBHICT, KPOKIB IO CTBOPEHHIO Ha moptaii Microsoft
Azure BipryanpHOi MammHuA Linux 13 BcTaHOBIEHHM cepBepoM Nginx Ta BeO-
3actocyBanHsaM “[Ipuirt, Miit gpyxe.” 3a qonmomororo Azure CLI.

Kpoxk 1. Iy oTpuMaHHsT OE3KOIITOBHOrO JOCTyIy jo0 moptany Microsoft
Azure 3 HEOOX1THUMH MPaBaMH aKTUBYEMO TICOYHUITIO 32 HACTYITHUM MMOCUJIAaHHSM
(puc. 1):

https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-
networking-services/3-exercise-create-azure-virtual-machine

v m Exercise - Create an Azure virtu. X = = O X

< c 25 learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/3-exercise-... Bg ¥ In) ;. 3aBEpLIMTH OHOBNIEHHS 3
=. | Learn Discover v  Product documentation v Development languages v Topics v Q o
Training Products ~+  Career Paths ~  Browse all training  Educator Center ~  Student Hub ~  FAQ 8 Help LEVEL 12 40 11575 /104199 XP

P

Exercise - Create an peure Cloud shell

This module requires a sandbox to complete. A sandbox gives you access

.
AZu re VI rtual to Azure resources. Your Azure subscription will not be charged. The

sandbox may only be used to complete training on Microsoft Learn. Use

I I laChIne for any other reason is prohibited, and may result in permanent loss

) of access to the sandbox.
10 minutes

Microsoft provides this lab experience and related content for

educational purposes. All presented information is owned by Microsoft

This module requires a sandbox to complete. and intended solely for learning about the covered products and

A sandbox gives you access to free resources. Your personal SERAGES A WS FHEresHE Leavm mailic,

subscription will not be charged. The sandbox may only be
used to complete training on Microsoft Learn. Use for any
other reason is prohibited, and may result in permanent
loss of access to the sandbox.

Microsoft provides this lab experience and related content
for educational purposes. All presented information is
owned by Microsoft and intended solely for learning about
the covered products and services in this Microsoft Learn

module.

Activate sandbox

Puc. 1. Cropinka akTuBallii MCOYHMIT
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Takok MOXHa CKOpHUCTATHUCA CKOPOUCHUM ITOCUJIAHHAM:
http://surl.li/tsugp

Kiamaemo Ha xHomky “Activate sandbox” Ta 04ikyeMO akTHUBAIli MICOYHHIT

(puc. 2).

v BY Exercise - Create an Azurevirtu. X+ = | X
< c 23 learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/3-exercise-... B ¥ o} 3 3asepwnmionosnenns }
= | Learn Discover Product documentation v Development languages + Topics ~ Q o
Training  Products ~  Career Paths ~  Browse all training  Educator Center ~  Student Hub v FAQ & Help LEVEL 12 4l 11575 /104199 XP
Exercise - Create an f O |t Coudsiel
£ Switch to PowerShell (j Restart  (p Manage files ~  ++- —_ f X

Azu re VI rtual Requesting a Cloud Shell.Succeeded.

Connecting terminal...

maChIne Welcome to Azure Cloud Shell

10 minutes Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

Sandbox activated! Time remaining: 59 min klimyukyurij [ ~ 1% [

You have used 1 of 10 sandboxes for today. More

sandboxes will be available tomorrow.

Puc. 2. CtopiHka miciis akTUBAaIli MCOYHUIT

Kpox 2. Jlng 3pyyHOCTI BUKOHAHHS KOMaH] IO CTBOPEHHIO PECYpPCIB Ha
noprtani Microsoft Azure 3a monomororo Azure CLI BiakpuBaeMo HOBE BIKHO,

BUOpABIIM Y MEHIO KoMaHay “New sesion’ Ta IpOWIIOBIIY aBTopH3aiiito (puc. 3-5).

v BY Exercise - Create an Azurevirtu. X+ = O X
&« c 25 learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/3-exercise-... Bg ¥ 3} ;‘ 38BEPLMTA OHOBAGHHA +
= | Learn Discover ~  Product documentation ~  Development languages ~  Topics ~ Q o
Training Products ~  Career Paths ~  Browse all training  Educator Center ~  Student Hub ~  FAQ & Help LEVEL 12 40 11575 /104199 XP

Exercise - Create an O e cout !
. Z Switch to PowerShell  C' Restart Manage files ~  =-* —_ ,Z' X
Azu e vi rtual Requesting a Cloud Shell.Succeeded. “
Connecting terminal... [ New session
I l IaCh I ne Welcome to Azure Cloud Shell &7 Editor
10 minutes Type "az" to use Azure CLI Dg Web preview
Type "help” to learn about Cloud Shell N
’:9} Settings >
Sandbox activated! Time remaining: 58 min klimyukyurij [ ~ 1$ []
@ help
You have used 1 of 10 sandboxes for today. More
sandboxes will be available tomorrow.

Puc. 3. BiakpuTTs HOBOTO BiKHA


http://surl.li/tsuqp

v B8 Exercise - Create an Azure virtu. X BY Microsoft Azure: axig X =F = O X

c 25 login.microsoftonline.com/learn.docs.microsoft.com/oauth2/v2.0/authorize?redirect_uri=https%3A%2F%2F... g 3} :; 3aBepLIMTM OHOBNIEHHA &

Microsoft Azure

B® Microsoft

BubepiTb 06nikoBUIA 3annc

MpoaosxnT B cyx6i Microsoft Azure

klimyukyurij@gmail.com
Bxia BMKOHAHO

Yurii Klymiuk
YKlymiuk@naga.gov.ua
Bxia BMKOHAHO

BukopwcTaTi iHLWWiA 0BAiKoBKIA 3anuc

YmoBW BMKOpWCTaiia  KonigeHWiAHICTL | paiam cookie ...

Puc. 4. BukoHnaHHs aBTOpH3allii KOPUCTyBaya

b = Exercise - Create an Azure virtu. X M My Dashboard - Microsoft Azur X 2F — | X

< c 23  portal.azure.com/#cloudshell/ B & 3} ;- 38BEPLMTA OHOBAGHHA +

Microsoft Azure £ Search resources, services, and docs (G+/) n & @ & kyurij@gmail.com &

klimyul
MICROSOFT LEARN SANDBOX (L.

Switch to PowerShell ' Restart Gp Manage files ~ [§ Newsession 7 Editor [ Web preview £5¢ Settings (#) Help v

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

klimyukyurij [ ~ 13 I

Puc. 5. Hose BikHO Ha nopTaii Microsoft Azure

Kpok 3. Bwusnauaemo 3minHi cepenoBuma RESOURCE GROUP,
VM NAME, VM IMAGE ta ADMIN USERNAME BianoBigHo i pecypcHOi
Ipynu, Ha3BU BIPTyaJlbHOI MAallWHU, 00pa3y BIpTyalbHOI MAIIMHUA Ta I1MEH1
00JIIKOBOTO 3aMKCy KOPHCTYBaya 3a JIOMOMOror KoMaH 1 (puc. 6):

export RESOURCE_GROUP=$(az group list --query "[].name" -0 tsv)

export RANDOM _ID="$(openssl rand -hex 3)"
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export VM_NAME="myVM$RANDOM_ID"
export VM_IMAGE="Ubuntu2204"
export ADMIN_USERNAME=azureuser

b : Exercise - Create an Azure virt X F 3 My Dashboard - Microsoft Azur X + _ O %
< c 2% portal.azure.com/#cloudshell/ ™ & 5} G 3avepuumuonomennn 3
— Microsoft Azure £ Search resources, services, and docs (G+/) o) Idimyukyurij@gmail.com @
- MICROSOFT LEARN SANDBOX (L...
22 Switch to PowerShell ' Restart ¢ Manage files E New session ¢~ Editor [ Web preview £0% Settings (@) Help ~ — / X

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

klimyukyurij export RESOURCE_GROUP=$(az group list --query “[].name" -o tsv)
klimyukyurij export RANDOM_ID="$%(openssl rand -hex 3)"

klimyukyurij export VM_NAME="myVM$RANDOM_ID"
klimyukyurij export VM_IMAGE="Ubuntu22e4”
klimyukyurij export ADMIN_USERNAME=azureuser
klimyukyurij

Puc. 6. CTBOpeHHS 3MIHHUX CepeOBHIIA

Jlns mepernsany mnpucBoennx 3HadueHb 3MiHHUM RESOURCE_GROUP,
VM_NAME, VM_IMAGE i ADMIN_USERNAME BukoHa€MO HACTYITHI KOMaH 1
(puc. 7):

echo "RESOURCE_GROUP="$RESOURCE_GROUP

echo "VM_NAME="$VM_NAME

echo "VM_IMAGE="$VM_IMAGE

echo "ADMIN_USERNAME="$ADMIN_USERNAME

v : Exercise - Create an Azure virt X M My Dashboard - Microsoft Azur % -+ — O pd
< c 25 portal.azure.com/#cloudshell/ s B Im} :; 33BEPLMTH OHOBAEHHA 3
Microsoft Azure L Search resources, services, and docs (G+/) o ME%%%T)}E?F &
Z Switch to PowerShell ¢ Restart Manage files E New session &7 Editor [» Web preview £0% Settings (@) Help v — /‘ X

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

klimyukyurij [ export RESOURCE_GROUP=$(az group list --query “[].name" -o tsv)
klimyukyurij [ export RANDOM_ID="$(openssl rand -hex 3)"
klimyukyurij [ export VM_NAME="myVM$RANDOM_ID"
klimyukyurij [ export VM_IMAGE="Ubuntu22e4”

klimyukyurij [ export ADMIN_USERNAME=azureuser

klimyukyurij [ echo "RESOURCE_GROUP="$RESOURCE_GROUP
RESOURCE_GROUP=learn-dc3f2682-57b4-461e-b3089-23bb93e329al

klimyukyurij [ ~ ]% echo “"VM_NAME="$VM_NAME

VM_NAME=myVM16df6F

klimyukyurij [ ~ ]$ echo "VM_IMAGE="$VM_IMAGE

VM_IMAGE=Ubuntu2284

klimyukyurij [ ~ ]$ echo "ADMIN_USERNAME="$ADMIN_USERNAME

ADMIN_USERNAME=azureuser

klimyukyurij [ ~ 1%

Puc. 7. Ileperisin 3HaueHb CTBOPEHUX 3MIHHUX CEpPEIOBHIIA



Kpok 4. CTBOproeMo BipTyaibHy MaIIMHY 3a JIOTIOMOTOK0 KOMaH U (puc. 8):
az vm create --resource-group $SRESOURCE_GROUP --name $VM_NAME

--image $VM_IMAGE --admin-username $ADMIN_USERNAME --generate-ssh-
keys --public-ip-sku Standard

v = Exercise - Create an Azure virt X M My Dashboard - Microsoft Azur % -+ — O pd

< c 25 portal.azure.com/#cloudshell/ s B )} 8 zavepuwwmi onosnenns

= Microsoft Azure R Search resources, services, and docs (G+/) R_J kllmyukyunj@gmall.com [
MICROSOFT LEARN SANDBOX (L. @

N

Z switch to PowerShell ' Restart G Manage files E New session &7 Editor [» Web preview £0% Settings (@) Help v — /‘ X

klimyukyurij [ ~ 1% az vm create --resource-group $RESOURCE_GROUP --name $VM_NAME --image $VM_IMAGE --admin-us |8
ername $ADMIN_USERNAME --generate-ssh-keys --public-ip-sku Standard

SSH key files '/home/klimyukyurij/.ssh/id_rsa' and '/home/klimyukyurij/.ssh/id_rsa.pub' have been generated un
der ~/.ssh to allow SSH access to the VM. If using machines without permanent storage, back up your keys to a
safe location.

{

"fqdns": ""
"id": “/subscriptions/63fb4ccd-8431-455e-81bc-f7242ec2650¢c/resourceGroups/learn-dc3f2602-57b4-461e-b369-23bb
93e329al/providers/Microsoft.Compute/virtualMachines/myvMi6df6f",
"location": "westus",

"macAddress"”: "6©-45-BD-83-18-8D",

"powerState": "VM running”,

"privatelpAddress”: "10.0.0.4",

"publicIpAddress": "13.64.156.97",

"resourceGroup”: "learn-dc3f2682-57b4-461e-b389-23bb93e329a1",
"zones": ""

}
klimyukyurij [ ~ 1% [ -

Puc. 8. CTBOpeHHs BIpTyajabHO1 MAIlIMHU

VY 11p0My NpUKIIaal CTBOPIOETHCSA BIpTyaibHa MAlIMHA 1 I0JA€THCS 00JIIKOBUIMA
3anmuc  KopuctyBaua. [lapamerp --generate-ssh-keys mepeBipse HasiBHICTB
noctynHoro kimtoya SSH ~/.ssh. V' pasi BiacyTHOCTI BIiH CTBOPIOETHCS Ta
30epiraeTbesi B ~/.ssh. Ilapamerp --public-ip-sku Standard no3Bossie 3poOuTh
BIpTyaJIbHy MalllMHY JOCTYIHOIO uepe3 3arainbHonocTynHy [P-anpecy. CtBopeHHs
BIPTyaJIbHOI MallIMHU 3aliMa€ KUIbKa XBUJIMH.

Kpok 5. BcranoBmoemo Ha BipTyallbHy MaliuHy cepBep Nginx 3a
JIOTIOMOTO0 KoMaH 1 (puc. 9):

az vm run-command invoke --resource-group SRESOURCE_GROUP --
name $VM_NAME --command-id RunShellScript --scripts "sudo apt-get update
&& sudo apt-get install nginx --yes"

Kpok 6. 3amiHIOEMO CTapTOBY CTOpIHKY cepBepa Nginx Ha BIpTyalibHIH
MalIllliH1 CTOPIHKOIO 13 3arojIoBKOM “Beb-3acTocyHOK”, Ha sIKiil BiJoOpaKaTUMEThCs
noBigomiieHHs “Ilpusit, Miit 1pyxe.”, 3a JonoMororw komanau (puc. 10):

az vm run-command invoke --resource-group SRESOURCE_GROUP --
name $VM_NAME --command-id RunShellScript --scripts "echo '<html
lang="ua"><head><title>Be0-3actocynok</title><meta charset="UTF-8"

8



/></head><body><h1>IIpusir, miii npyxe.</h1></body>'| sudo tee --append
fvar/www/html/index.html"

v : Exercise - Create an Azure virt X A My Dashboard - Microsoft Azur X =+ = () X
€ c 25 portal.azure.com/#cloudshell/ C B & In) :; 33BEPILMTH OHOBNEHH +
O Search resources, services, and docs (G+/)
22 Switch to PowerShell ' Restart ¢ Manage files E‘ New session ¢ Editor [» Web preview £93 Settings @) Help ~ — ,/' X

klimyukyurij [ ~ 1% az vm run-command invoke --resource-group $RESOURCE_GROUP --name $VM_NAME --command-id Run g
ShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes”

{

"value™: [
{

“"code": "ProvisioningState/succeeded”,

"displayStatus": “Provisioning succeeded",

"level™: "Info",

"message": "Enable succeeded: \n[stdout]\no unpack .../@8-1ibtiff5_4.3.@-6ubuntu@.8_amd64.deb ...\r\nunp
acking libtiff5:amd64 (4.3.8-6ubuntu@.8) ...\r\nSelecting previously unselected package libxpm4:amd64.\r\nPrep
aring to unpack .../@9-libxpm4_1%3a3.5.12-1lubuntu®@.22.04.2_amd64.deb ..._\r\nUnpacking libxpm4:amdé4 (1:3.5.12-
lubuntu@.22.84.2) ...\r\nSelecting previously unselected package libgd3:amd64.\r\nPreparing to unpack .../18-1
ibgd3_2.3.0-2ubuntu2_amdé64.deb ...\r\nUnpacking libgd3:amdé64 (2.3.6-2ubuntu2) ...\r\nSelecting previously unse
lected package nginx-common.\r\nPreparing to unpack .../l1l-nginx-common_1.18.8-6ubuntul4.4 _all.deb ...\r\nUnpa
cking nginx-common (1.18.@-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-http-geoip
2.\r\nPreparing to unpack .../12-libnginx-mod-http-geoip2_1.18.@-6ubuntuld.4_amdé4.deb ...\r\nUnpacking libngi
nx-mod-http-geoip2 (1.18.0-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-http-image
-filter.\r\nPreparing to unpack .../13-libnginx-mod-http-image-filter_1.18.8-6ubuntul4.4_amdé4.deb ...\r\nUnpa
cking libnginx-mod-http-image-filter (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselected package libng
inx-mod-http-xslt-filter.\r\nPreparing to unpack .../14-libnginx-mod-http-xslt-filter_1.18.0-6ubuntul4.4_amd64
.deb ...\r\nUnpacking libnginx-mod-http-xslt-filter (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselecte
d package libnginx-mod-mail.\r\nPreparing to unpack .../15-libnginx-mod-mail_1.18.0-6ubuntul4.4_amdé4.deb ...\
r\nUnpacking libnginx-mod-mail (1.18.@-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mo
d-stream.\r\nPreparing to unpack .../16-1libnginx-mod-stream_1.18.6-6ubuntul4.4_amd64.deb ...\r\nUnpacking libn
ginx-mod-stream (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-stream-geoip2
.\r\nPreparing to unpack .../17-libnginx-mod-stream-geoip2_1.18.8-6ubuntul4.4_amd64.deb ...\r\nUnpacking libng

inx-mod-stream-geoip2 (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselected package nginx-core.\r\nPrepa|ig
v : Exercise - Create an Azure virt X A My Dashboard - Microsoft Azur X =+ = () X
< & 25 portal.azure.com/#cloudshell/ s B & ) :; 33BEPILMTY CHOBNEHHA +

Microsoft Azure P Search resources, services, and docs (G+/) Idimyukyurij@gmail

MICROSOFT LEARN SANDBOX (L...

N -

Z switch to PowerShell ' Restart G Manage files ~ [ § Newsession 7 Editor [ Web preview £53 Settings @) Help ~ — 7 X

amd64.deb ...\r\nUnpacking nginx (1.18.8-6ubuntul4.4) ...\r\nSetting up libxpm4:amdé4 (1:3.5.12-lubuntué.22.048
.2) ...\r\nSetting up libdeflate®:amdé4 (1.18-2) ...\r\nSetting up nginx-common (1.18.8-6ubuntul4.4) ...\r\nde
bconf: unable to initialize frontend: Dialog\r\ndebconf: (Dialog frontend will not work on a dumb terminal, an
emacs shell buffer, or without a controlling terminal.)\r\ndebconf: falling back to frontend: Readline\r\nCre
ated symlink /etc/systemd/system/multi-user.target.wants/nginx.service » /lib/systemd/system/nginx.service.\r\
nSetting up libjbig®:amdé64 (2.1-3.l1lubuntu@.22.84.1) ...\r\nSetting up libnginx-mod-http-xslt-filter (1.18.6-6u
buntul4.4) ...\r\nSetting up fonts-dejavu-core (2.37-2buildl) ...\r\nSetting up libjpeg-turbo8:amdé4 (2.1.2-6u
buntul) ...\r\nSetting up libwebp7:amd64 (1.2.2-2ubuntu@.22.84.2) ...\r\nSetting up libnginx-mod-http-geoip2 (
1.18.0-6ubuntul4.4) ...\r\nSetting up libjpeg8:amdé4 (8c-2ubuntul®) ...\r\nSetting up libnginx-mod-mail (1.18.
@-6ubuntul4.4) ...\r\nSetting up fontconfig-config (2.13.1-4.2ubuntu5) ...\r\nSetting up libnginx-mod-stream (
1.18.0-6ubuntul4.4) ...\r\nSetting up libtiff5:amdé4 (4.3.0-6ubuntu@.8) ...\r\nSetting up libfontconfigl:amde4
(2.13.1-4.2ubuntu5) ...\r\nSetting up libnginx-mod-stream-geoip2 (1.18.0-6ubuntul4.4) ...\r\nSetting up libgd
3:amd64 (2.3.8-2ubuntu2) ...\r\nSetting up libnginx-mod-http-image-filter (1.18.8-6ubuntul4.4) ...\r\nSetting
up nginx-core (1.18.8-6ubuntul4.4) ...\r\n * Upgrading binary nginx\r\n ...done.\r\nSetting up nginx (1.18.@
-6ubuntul4.4) ..._\r\nProcessing triggers for ufw (@.36.1-4ubuntu@.1) ...\r\nProcessing triggers for man-db (2.
18.2-1) ...\r\nProcessing triggers for libc-bin (2.35-@ubuntu3.7) ...\r\n\nRunning kernel seems to be up-to-da
te.\n\nNo services need to be restarted.\n\nNo containers need to be restarted.\n\nNo user sessions are runnin
g outdated binaries.\n\nNo VM guests are running outdated hypervisor (gemu) binaries on this host.\n\n[stderr]
\ndebconf: unable to initialize frontend: Dialog\ndebconf: (Dialog frontend will not work on a dumb terminal,
an emacs shell buffer, or without a controlling terminal.)\ndebconf: falling back to frontend: Readline\ndebco
nf: unable to initialize frontend: Readline\ndebconf: (This frontend requires a controlling tty.)\ndebconf: fa
lling back to frontend: Teletype\ndpkg-preconfigure: unable to re-open stdin: \n",
"time": null

I

]

}
klimyukyurij [ ~ 1% -

Puc. 9. BcranoBnenss Ha BipTyajibHy MalnuHy cepBepa Nginx
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v : Exercise - Create an Azure virt X A My Dashboard - Microsoft Az. x -+ — O x

< c 2% portal.azure.com/#cloudshell/ & & 3 :; 33BEPLMTY OHOBNEHHA 3
Microsoft Azure P Search resources, services, and docs (G+/) ;‘E\_'] klimyukyurij@gmail.com @
MICROSOFT LEARN SANDBOX (L... @

22 Switch to PowerShell ' Restart ¢ Manage files ~ [§ Newsession 7 Editor [2 Web preview £33 Settings (@) Help v~ — S X

klimyukyurij [ ~ ]$ az vm run-command invoke --resource-group $RESOURCE_GROUP --name $VM_NAME --command-id Run g
ShellScript --scripts "echo "<html lang="ua"><head><title>Be6-3acTtocyHok</title><meta charset="UTF-8" /></head
><body><h1>MNpueit, miii apyxe.</hl></body>" | sudo tee --append /var/www/html/index.html"”

{

"value": [
{
"code": "ProvisioningState/succeeded”,
"displayStatus™: "Provisioning succeeded”,
"level”: "Info",

"message": "Enable succeeded: \n[stdout]\n<html lang=ua><head><title>Be6-3acTocyHok</title><meta charset
=UTF-8 /></head><body><h1>MNpueiT, mii gpyxe.</hl></body>\n\n[stderr]\n",
"time": null

1
}
klimyukyurij [ ~ 1% -

Puc. 10. 3amina cTapTOBO1 CTOPIHKH HA BIPTyalIbHINA MalIMH1

Kpok 7. Jlis oTpuMaHHS Ha3BU Tpynu OE3MEKH MeEpexi, IMOB’s3aHOi 13
BIpTyaJIbHOIO MAIIIMHOIO Ta 30epekeHHs ii sk 3MiHHOiI cepenoBuia NSG_NAME,
BUKOHAaeMO KoMaHay (puc. 11):

export NSG _NAME=$(az network nsg list --resource-group
SRESOURCE_GROUP --query '[].name" --output tsv)

Kpok 8. Hns mepernsioy 3HaueHHs 3MiHHOI cepenoBuiia NSG NAME
BUKOHaeMO KomaHy (puc. 11):

echo "NSG_NAME="$NSG_NAME

v : Exercise - Create an Azure virtu. X M My Dashboard - Microsoft Azui X ar - O X

€ c 25 portal.azure.com/#cloudshell/ C B & In) :; 33BEPLMTH OHOBAEHHA &

= Microsoft Azure O search resources, services, and docs (G+/) o ME%%@%E:LE?P &
2 Switch to PowerShell ' Restart Manage files E New session ¢ Editor [ Web preview €03 Settings @) Help v — ,/ X

klimyukyurij [ ~ 1% export NSG_NAME=$(az network nsg list --resource-group $RESOURCE_GROUP --query '[].name' -
-output tsv)

klimyukyurij [ ~ 1% echo “NSG_NAME="$NSG_NAME

NSG_NAME=myVM16df6fNSG

klimyukyurij [ ~ 1% []

Puc. 11. OtpumaHHs Ha3BU TPyNH O€3MEKU MEPExKi

Kpoxk 9. Jlns oTpuMaHHs CHMCKY MpaBuJj, MOB’S3aHUX 13 TPYIO0 Oe3neKu
Mepexi, BAKOHAEMO KoMaHay (puc. 12):

az network nsg rule list --resource-group $RESOURCE_GROUP --nsg-name
SNSG_NAME --query '[1.{Name:name, Priority:priority,
Port:destinationPortRange, Access:access}' --output table

10



m Exercise - Create an Azure virt X A My Dashboard - Microsoft Az. x -+ — O x

< c 25 portal.azure.com/#cloudshell/ [+ Im} ; 33BEPLMTY OHOBAEHHA 3

Microsoft Azure P Search resources, services, and docs (G+/) klimyukyurij@gmail.com
MICROSOFT LEARN SANDBOX (L...

.{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' --output table
Priority Port Access

default-allow-ssh 1@ee
klimyukyurij [ ~ 1%

Puc. 12. Cniucok npaBuJi, OB’ sI3aHUX 13 TPYIIOI0 O€3MeKH Mepexi

Kpok 10. [Ins ctBopenHs Ha moptam Microsoft Azure mpaBuia 3 Ha3BOIO
allowHTTP, mo no3Bonse nmocryn uepe3 TCP-moptr 80 (HTTP), Bukonaemo
KomaHny (puc. 13):

az network nsg rule create --resource-group $SRESOURCE_GROUP --nsg-
name $NSG_NAME --name allowHTTP --protocol tcp --priority 100 --destination-
port-range 80 --access Allow

v = Exercise - Create an Azure virt X A My Dashboard - Microsoft Azur X =+ = () X

< & 25 portal.azure.com/#cloudshell/ s B & ) ; 33BEPLMTY OHOBJEHHA &
i Searc = ez, (Gaf 5 onl klimyukyurij@gmail.com @&
Microsoft Azure P Search resources, services, and docs (G+/) o = @ & e snpeo. @

2 Switch to PowerShell ' Restart ¢ Manage files ™  [§ Newsession 7 Editor [ Web preview £53 Settings @) Help ~ — 7 X

klimyukyurij [ ~ 1% az network nsg rule create --resource-group $RESOURCE_GROUP --nsg-name $NSG_NAME --name al[g
lowHTTP --protocol tcp --priority 188 --destination-port-range 88 --access Allow

{

"access": "Allow",
"destinationAddressPrefix": "*",
"destinationAddressPrefixes™: [],
"destinationPortRange": "86",
"destinationPortRanges": [],
"direction": "Inbound",
: "W/\"473ac8b4-bf35-42b7-b8de-8bac93eed771\"",
: "/subscriptions/63fb4ccd-8431-455e-81bc-f7242ec2650c/resourceGroups/learn-dc3f2602-57b4-461e-b309-23bb
93e329al/providers/Microsoft.Network/networkSecurityGroups/myVM16df6fNSG/securityRules/allowHTTP",
"name": "allowHTTP",
"priority": 1ee,
"protocol”: "Tcp”,
"provisioningState"”: “Succeeded",
"resourceGroup”: "learn-dc3f2682-57b4-461e-b3689-23bb93e329a1",
"sourceAddressPrefix": "*",
"sourceAddressPrefixes": [],
"sourcePortRange": "*",
"sourcePortRanges": [],
"type": “"Microsoft.Network/networkSecurityGroups/securityRules"”

}
klimyukyurij [ ~ 1% [

Puc. 13. CtBopenHs mpaBuia, 1o 103Bodsie foctyn uepe3 TCP-nopt 80 (HTTP)

Kpok 11. JIns oTpumaHHS OHOBJIEHOTO CHUCKY MpaBW, MOB’S3aHUX 13

rpymoo Oe3neKkn Mepexi, 3HOBY BUKOHaeEMO KomaHy (puc. 14):

11



az network nsg rule list --resource-group $RESOURCE_GROUP --nsg-name
SNSG_NAME --query '[1.{Name:name, Priority:priority,
Port:destinationPortRange, Access:access}' --output table

v = Exercise - Create an Azure virtu. X M My Dashboard - Microsoft Azui X ar - O X
< c 25 portal.azure.com/#cloudshell/ s B )} ; 33BEPLMTH OHOBAEHHA 3
— Microsoft Azure £ Search resources, services, and docs (G+/) o = @ & Klimyukyurij@gmail.com @
' L MICROSOFT LEARN SANDBOX (L... @
2 Switch to PowerShell ' Restart Manage files E New session ¢ Editor [ Web preview €03 Settings @) Help v — ,/ X
klimyukyurij [ ~ ]$ az network nsg rule list --resource-group $RESOURCE_GROUP --nsg-name $NSG_NAME --query '[]E

.{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' --output table
Priority Port Access

default-allow-ssh 1eee

allowHTTP 100 Allow
klimyukyurij [ ~ 1$ |

Puc. 14. OHOBIEHUI CIIMCOK MPABWII, MTOB’SI3aHUX 13 TPYIIOI0 OE3MEKU MEpexi

Kpox 12. Jlna orpumanHs 3arampHoAocTynHoi IP-aapecu BipTyanbHOI
mammHu Ta URL-agpecu BeO-3acTocyBaHHS 1 30€peKeHHS 1i SIK 3MIHHOI
cepenosuiia IP_ ADDRESS, Bukonaemo komanzy (puc. 15):

IP_ADDRESS=$(az  vm  show  --show-details  --resource-group
$SRESOURCE_GROUP --name $VM_NAME --query publiclps --output tsv)

Kpox 13. na mepernany 3naueHHs 3MmiHHOI cepenoBuina IP_ADDRESS
BUKOHAaeMO KoMaHay (puc. 15):

echo "IP_ADDRESS"=$IP_ADDRESS

v = Exercise - Create an Azure virt X A My Dashboard - Microsoft Az. x -+ — O x

< c 23 portal.azure.com/#cloudshell/ & W 3 ‘;: 33BEPLMTY OHOBAEHHA §

= (Il VT Il O Search resources, services, and docs (G+/) ME%WLUWWN@S?\IIILE;L:?P 8
2 switch to PowerShell ' Restart ¢ Manage files ~ [ Newsession ¢ Editor [ Web preview £33 Settings (7) Help v — s X

klimyukyurij [ ~ 1% IP_ADDRESS=$(az vm show --show-details --resource-group $RESOURCE_GROUP --name $VM_NAME -- &
query publicIps --output tsv)

klimyukyurij [ ~ ]$ echo "IP_ADDRESS"=$IP_ADDRESS
IP_ADDRESS=13.64.156.97

klimyukyurij [ ~ 1$ |

Puc. 15. Otpumansns 3aranbHoocTynHOi [P-aapecu BipTyasibHOT MaIllMHU Ta

URL-anpecu Be6-3acTOCYBaHHS
Kpok 14. Ins meperyisimy BMICTY CTapTOBOI CTOPIHKM BeO-3aCTOCYBaHHS

BUKOHAaeMO KomaHy (puc. 16):
curl --connect-timeout 5 http://$1P_ ADDRESS

12



v = Exercise - Create an Azure virt x M My Dashboard - Microsoft Azur X -+ = O x

< c 2% portal.azure.com/#cloudshell/ & & 3 ‘; 33BEPLMTY OHOBNEHHA 3

klimyukyurij@gmail.com @
L

= Microsoft Azure L Search resources, services, and docs (G+/)
MICROSOFT LEARN SANDBOX (L...

22 Switch to PowerShell ' Restart Manage files E‘ New session &7 Editor [» Web preview £03 Settings (@) Help v~ — ,/' X

klimyukyurij [ ~ ]$ curl --connect-timeout 5 http://$IP_ADDRESS
<html lang=ua><head><title>Be6-3acTocyHok</title><meta charset=UTF-8 /></head><body><hl>NpusiT, miiA gpyxe.</hl
></body>

klimyukyurij [ ~ 1%

Puc. 16. Ilepernsay BMICTy CTapTOBOi CTOPIHKH Be0-3aCTOCYBaHHS

Kpox 15. V HOBI#l Bkiaami BeO-Opay3epa mepexoaumMo 3a oTpuMmanoro [P-
anpecoro. Y Opay3epi BitoOpakaeTbes BeO-3acTocyBaHHS (puc. 17).

v = Exercise - Create an Azure virt x h My Dashboard - Microsoft Azu x & Beb-3acTOCYHOK X -+ — O x

& C /\ He kondigeHuiinuia  13.64.156.97 g} D ‘; 3aEepluMTY OHOBEHHS 5

IIpusir, miii 1py:ke.

Puc. 17. BinoOpaxkeHHs Be6-3aCTOCYBaHHS

IMoc1ig0BHICTH BUKOHAHHSA 3aBJIaHHA 2.

PosrasiHeMo MOCHIIOBHICTh KPOKIB MO CTBOPEHHIO ckpumnrta Bash, sikwii
CIIy’)KUTUME i1 CTBOPEHHs Ha moptaii Microsoft Azure BipTyaJibHOI MalluHU
Linux i3 BcranoBieHuM cepBepoM Nginx Ta BeO-3actocyBanHsM “TlpuBiT, Mmiii
npyxe.” 3a qormomororo Azure CLI.

Kpok 1. JIns orpumaHHsS OG€3KOIITOBHOTO IOCTYNMy 10 TopTtainy Azure 3
HEOOXITHUMHU TIpaBaMU aKTHUBYEMO IMICOYHMIIO 3a HACTYIHUM TOCUJIAHHIM
(puc. 1, 2):

https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-
networking-services/3-exercise-create-azure-virtual-machine

Kpox 2. Jl5is 3py4HOCTI BIIKPUBAEMO HOBE BiKHO Ha mopTai Microsoft Azure
(puc. 3-5).

Kpok 3. CtBoproemo mopoxHiii aiin create_vm_nginx_webapp.sh 3a
JOTIOMOT010 KoMaHau (puc. 18):

touch create_vm_nginx_webapp.sh

13


https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/3-exercise-create-azure-virtual-machine
https://learn.microsoft.com/en-us/training/modules/describe-azure-compute-networking-services/3-exercise-create-azure-virtual-machine

v = Exercise - Create an Azure virtu. X M My Dashboard - Microsoft Azur X -+ = O x

- . -] H
< c 25 portal.azure.com/#cloudshell/ (K @ r D 4 33BEpLIMTYA OHOBJEHHA 3

klimyukyurij@gmail.com

= Microsoft Azure L Search resources, services, and docs (G+/)
MICROSOFT LEARN SANDBOX (L...

2 switch to PowerShell ' Restart ¢ Manage files ~ [ Newsession ¢ Editor [ Web preview £33 Settings (@) Help ~ — s X

klimyukyurij [ ~ ]$ touch create_vm_nginx_webapp.sh

klimyukyurij [ ~ 1% [

Puc. 18. CtBopeHHs moposkuboro (hairy create_vm_nginx_webapp.sh

Kpox 4. Bigkpuaemo daiin create vm nginx webapp.sh 3a momomororo
KOMaH/IU:

code create_vm_nginx_webapp.sh
Ta 100aBIsI€EMO KOJ 3riHO JicTUHTY 1 (puc. 19). 30epiraeMo 3MiHU 3a JOTOMOTOIO

koMOiHarii kmasim “Ctrl” 1 “S” Tta 3aBepuiyemMo po0OOTy 3 peaakToOpoM 3a

2

JIOIOMOT 010 KoMOiHanii kinasim “Ctrl” 1 “Q”.

Jlictunr 1. Kox ckpunrta Bash nnsa crBopennst Ha noprani Microsoft Azure
BipTyajdpHOi MammHM Linux 13 BCTaHOBJIEHUM cepBepoM Nginx Ta BeO-

3actocyBaHHAM “‘IIpuBirt, Miii 1pyxe.”

#1/bin/bash

# Busnauenns 3minnux cepenouiia RESOURCE GROUP,

# VM _NAME, VM _IMAGE ta ADMIN USERNAME

export RESOURCE_GROUP=$(az group list --query "[].name" -0 tsv)

export RANDOM_ID="$(openssl rand -hex 3)"

export VM_NAME="myVM$RANDOM _ID"

export VM_IMAGE=Ubuntu2204

export ADMIN_USERNAME=azureuser

echo "CTBopeHO 3MiHHI cepeioBHUIIa JJI PECYpCHOI I'PYNH, Ha3BU BIPTyaJbHOI MAIlIUHU,
o0pa3y BipTyaJlbHOI MalllMHU Ta IMEHI 00JIIKOBOI'O 3alIMCy KOPUCTYBaya BIpTyaJlbHOT MallliHuU:"

echo "RESOURCE_GROUP="$RESOURCE_GROUP

echo "VM_NAME="$VM_NAME

echo "VM_IMAGE="$VM_IMAGE

echo "ADMIN_USERNAME="$ADMIN_USERNAME

# CTBOpEHHS BipTyaJIbHOI MallluHU

echo "CtBopeHHs BipTyaJibHOT MalinHu"

az vm create --resource-group $RESOURCE_GROUP --name $VM_NAME --image
$VM_IMAGE --admin-username $ADMIN_USERNAME --generate-ssh-keys --public-ip-sku
Standard

# BcTaHOBJIeHHS HA BIpTyaJbHY MallMHY cepBepa Nginx

echo "BcTraHoBNeHHs Ha BipTyalbHy MamiHy cepBepa Nginx"
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az vm run-command invoke --resource-group $SRESOURCE_GROUP --name
$VM_NAME --command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get
install nginx --yes"

# 3amiHa CTapTOBOI CTOPIHKHU Ha BIpTyaJIbHIM MaIlIHHI

echo "3amina cTapTOBOI CTOPIHKM Ha BipTyasibHii MaInuHi"

az vm run-command invoke --resource-group $SRESOURCE_GROUP --name
$VM_NAME --command-id RunShellScript --scripts "echo '<html
lang="ua"><head><title>Be6-3acrocynox</title><meta charset="UTF-8"
/></head><body><h1>IIpusir, miii apyxe.</h1></body>'| sudo tee --append
Ivar/lwww/html/index.html"

# OTpuMaHHS HA3BH TPYNH O0C3MEKU MEpPEexKi

export NSG_NAME=$(az network nsg list --resource-group $SRESOURCE_GROUP --
query '[].name’ --output tsv)

echo "CTBOpeHo 3MiHHY cepeoBHILA sl TPYIH Oe3nmeKu Mepexi:"

echo "NSG_NAME="$NSG_NAME

# OTpuMaHHS CIIMCKY MIPABUJI, TTOB’A3aHUX 13 TPYIOI0 OE3MEKH MEpexKi

echo "Cnucok mpaBui, OB’ 3aHUX 13 TPYMO0 0e3MeKn Mepesxi”

az network nsg rule list --resource-group $RESOURCE_GROUP --nsg-name
SNSG_NAME  --query  '[].{Name:name, Priority:priority,  Port:destinationPortRange,
Access:access}' --output table

# CtBopenHs npasmia 3 Ha3Boto allowHTTP, mo go3Bomnsie noctyn

# uepe3 TCP-nopt 80 (HTTP)

echo "CtBopenHns npasuia, mo n03Boisie qoctyn yepe3 TCP-mopt 80 (HTTP)"

az network nsg rule create --resource-group $RESOURCE_GROUP --nsg-name
$NSG_NAME --name allowHTTP --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

# OTpHUMaHHs OHOBJICHOTO CITUCKY MTPABMJI, OB’ A3aHUX 13 TPYIOI0 OE3MEKH Mepexi

echo "OHoBEeHNI CIIUCOK MPaBUJI, OB’ SI3aHUX 13 TPYIOI0 Oe3neKn Mepexi"”

az network nsg rule list --resource-group $RESOURCE_GROUP --nsg-name
SNSG_NAME  --query  '[].{Name:name, Priority:priority,  Port:destinationPortRange,
Access:access}' --output table

# OTpuMaHHs 3arajibHOAOCTYNHOI [P-agpecu BipTyasibHOI MalIMHU Ta

# URL-anpecu Be6-3acTOCYBaHHS

export IP_ ADDRESS=$%(az vm show --show-details --resource-group
SRESOURCE_GROUP --name $VM_NAME --query publiclps --output tsv)

echo "3arampHomoctynHa IP-agpeca BipryanbHoi mammHu Ta URL-agpeca BeO-
3aCTOCyBaHHS:"

echo "IP_ADDRESS="$IP_ADDRESS
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v = Exercise - Create an Azure virt x M My Dashboard - Microsoft Azur X -+ = O x

< c 2% portal.azure.com/#cloudshell/

Microsoft Azure L Search resources, services, and docs (G+/)

Bash v ? &GO I

create_vm_nginx

"[].name” -o ts
C VM_NAM yVME 5
VM_IMAGE=Ubuntu22e4

C ADMIN_USERNAME=azureuser
01 MaWKHW,

M
MIN_USER

> —-name $VM_NAME --image $VM_IMAGE --admin-username $ADMIN_USE

UP --name $VM_NAME --command-id RunShellScript --scr

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

klimyukyurij [ ~ ]$ code create_vm_nginx_webapp.sh
klimyukyurij [ ~ 1% []

= Exercise - Create an Azure virt X A My Dashboard - Microsoft Az bt -+ — O X

< c 25 portal.azure.com/#cloudshell/ & W Im} ‘; 33BEPIWMTH OHOBAEHHA

Microsoft Azure L Search resources, services, and docs (G+/)

Bash vIio 7?7 @ M b

ME --command-id RunShellScript --scr

‘[1.name" -

{Name:name, Prio

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

klimyukyurij [ ~ ]$ code create_vm_nginx_webapp.sh
klimyukyurij [ ~ 1% []

Puc. 19. CrBopennii ckpunt Bash create vm nginx_webapp.sh
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Kpok 6. Jlns  3amycky Ha  BHKOHaHHA  ckpunra  Bash
create_vm_nginx_webapp.sh Bukopucraemo xomanay (puc. 20):
bash create_vm_nginx_webapp.sh

hd : Exercise - Create an Azure virtu. X M My Dashboard - Microsoft Azur X aF - O X

<« c 2% portal.azure.com/#cloudshell/ B & b}

Microsoft Azure 0 Search resources, services, and docs (G+/)

Bash v O 7?7 @B

klimyukyurij [ ~ 1% bash create_vm_nginx_webapp.sh

CTBOpeHO 3MiHH1 cepepoBMma AnA pecypcHol rpynu, Haseu BipTyanbHol MawuHM, o6pa3y BipTyanbHoi mawuHM Ta imeHi o6n|
ikoBoro 3anucy KopucTyBava BipTyanbHOI MalMHK:

RESOURCE_GROUP=1earn-daf3224f-2dd2-43a2-a3e@-al2840eadbe2

VM_NAME=myVM@717el

VM_IMAGE=Ubuntu22e4

ADMIN_USERNAME=azureuser

CTBOPEHHA BipTyanbHOI MawwHu

SSH key files '/home/klimyukyurij/.ssh/id_rsa' and '/home/klimyukyurij/.ssh/id_rsa.pub’' have been generated unde|
r ~/.ssh to allow SSH access to the VM. If using machines without permanent storage, back up your keys to a safe
location.

"fgdns": "",

"id": "/subscriptions/16982123-2d3c-44ce-ab2d-8c419f4ce699/resourceGroups/learn-dat3224f-2dd2-43a2-a3e0-al12846
ea4be2/providers/Microsoft.Compute/virtualMachines/myvMe717el1",

"location™: "westus",

: "8e-22-48-89-46-15",

"powerState”: "VM running”,

"privateIpAddress”: "10.0.0.4",

"publicIpAddress": "104.48.50.83",

"resourceGroup™: "learn-daf3224f-2dd2-43a2-a3e@-al284@eadbe2",

“zones": ""

v : Exercise - Create an Azure virt x A My Dashboard - Microsoft Azu x -+ — O X

€« c 25 portal.azure.com/#cloudshell/ B W & 8

2 Search resources, services, and docs (G+/) Mklimyukyurij@s?\mmox

Bash v ? e M0k

BCTaHOBNEHHA Ha BipTyanbHy mawuHy cepBepa Nginx o

{

“value": [
{

"code": "ProvisioningState/succeeded",

"displayStatus": "Provisioning succeeded"”,

"level": "Info",

"message": "Enable succeeded: \n[stdout]\no unpack .../88-1libtiff5_4.3.8-6ubuntu@.8_amd64.deb ...\r\nUnpac
king libtiff5:amd64 (4.3.8-6ubuntu@.8) ...\r\nSelecting previously unselected package libxpm4:amd64.\r\nPreparin
g to unpack .../@9-1libxpm4_1%3a3.5.12-lubuntu@.22.84.2_amd64.deb ...\r\nUnpacking libxpm4:amd64 (1:3.5.12-lubunt
u@.22.84.2) ...\r\nSelecting previously unselected package libgd3:amd64.\r\nPreparing to unpack .../1@-libgd3_2.
3.8-2ubuntu2_amd64.deb ...\r\nUnpacking libgd3:amd64 (2.3.8-2ubuntu2) ...\r\nSelecting previously unselected pac
kage nginx-common.\r\nPreparing to unpack .../11l-nginx-common_1.18.8-6ubuntul4.4_all.deb ...\r\nUnpacking nginx-
common (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-http-geoip2.\r\nPreparin|
g to unpack .../12-libnginx-mod-http-geoip2_1.18.@-6ubuntul4.4 amd64.deb ...\r\nUnpacking libnginx-mod-http-geoi,|
p2 (1.18.8-6ubuntuld.4) ...\r\nSelecting previously unselected package libnginx-mod-http-image-filter.\r\nPrepar
ing to unpack .../13-libnginx-mod-http-image-filter_1.18.8-6ubuntul4.4_amd64.deb ...\r\nUnpacking libnginx-mod-h
ttp-image-filter (1.18.@-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-http-xslt-filt|
er.\r\nPreparing to unpack .../14-libnginx-mod-http-xslt-filter_1.18.08-6ubuntul4.4_amd64.deb ...\r\nUnpacking 1i|
bnginx-mod-http-xslt-filter (1.18.6-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-mai|
1.\r\nPreparing to unpack .../15-1ibnginx-mod-mail_1.18_8-6ubuntul4.4_amd64.deb ...\r\nUnpacking libnginx-mod-ma
il (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselected package libnginx-mod-stream.\r\nPreparing to unpa
ck .../16-1libnginx-mod-stream_1.18.8-6ubuntul4.4 amd64.deb ...\r\nUnpacking libnginx-mod-stream (1.18.8-6ubuntul]
4.4) ...\r\nSelecting previously unselected package libnginx-mod-stream-geoip2.\r\nPreparing to unpack .../17-1i
bnginx-mod-stream-geoip2_1.18.8-6ubuntul4.4_amd64.deb ...\r\nUnpacking libnginx-mod-stream-geoip2 (1.18.8-6ubuntjyg

Puc. 20. Bukonanns ckpunta Bash create_vm_nginx_webapp.sh
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< c 2% portal.azure.com/#cloudshell/

O Search resources, services, and docs (G+/)

Bash v o ? @ MOk

ul4.4) ...\r\nSelecting previously unselected package nginx-core.\r\nPreparing to unpack .../18-nginx-core_1.18.
8-6ubuntuld.4_amdé4.deb ...\r\nUnpacking nginx-core (1.18.8-6ubuntul4.4) ...\r\nSelecting previously unselected
package nginx.\r\nPreparing to unpack .../19-nginx_1.18.6-6ubuntul4.4 _amd64.deb ...\r\nUnpacking nginx (1.18.0-6|
ubuntul4.4) ...\r\nSetting up libxpm4:amd64 (1:3.5.12-1lubuntu®.22.84.2) ...\r\nSetting up libdeflate®:amde4 (1.1
8-2) ...\r\nSetting up nginx-common (1.18.8-6ubuntul4.4) ...\r\ndebconf: unable to initialize frontend: Dialog\r|
\ndebconf: (Dialog frontend will not work on a dumb terminal, an emacs shell buffer, or without a controlling te
rminal.)\r\ndebconf: falling back to frontend: Readline\r\nCreated symlink /etc/systemd/system/multi-user.target
.wants/nginx.service » /lib/systemd/system/nginx.service.\r\nSetting up libjbig@:amd64 (2.1-3.lubuntu@.22.84.1)
...\r\nSetting up libnginx-mod-http-xslt-filter (1.18.@-6ubuntul4.4) ...\r\nSetting up fonts-dejavu-core (2.37-2
buildl) ...\r\nSetting up libjpeg-turbo8:amdé4 (2.1.2-Bubuntul) ...\r\nSetting up libwebp7:amd64 (1.2.2-2ubuntu®
.22.04.2) ...\r\nSetting up libnginx-mod-http-geoip2 (1.18.@-6ubuntul4.4) ...\r\nSetting up libjpeg8:amdé4 (8c-2
ubuntul®) ...\r\nSetting up libnginx-mod-mail (1.18.@-6ubuntul4.4) ...\r\nSetting up fontconfig-config (2.13.1-4
.2ubuntu5) ...\r\nSetting up libnginx-mod-stream (1.18.@-6ubuntul4.4) ...\r\nSetting up libtiff5:amd64 (4.3.8-6u
buntu®.8) ...\r\nSetting up libfontconfigl:amdé4 (2.13.1-4.2ubuntu5) ...\r\nSetting up libnginx-mod-stream-geoip
2 (1.18.0-6ubuntuld.4) ...\r\nSetting up libgd3:amdé4 (2.3.8-2ubuntu2) ...\r\nSetting up libnginx-mod-http-image|
-filter (1.18.8-6ubuntul4.4) ...\r\nSetting up nginx-core (1.18.@-6ubuntul4.4) ...\r\n * Upgrading binary nginx\
r\n  ...done.\r\nSetting up nginx (1.18.@-6ubuntul4.4) ...\r\nProcessing triggers for ufw (8.36.1-4ubuntu@.1l) .
..\r\nProcessing triggers for man-db (2.18.2-1) ...\r\nProcessing triggers for libc-bin (2.35-8ubuntu3.7) ...\r\
n\nRunning kernel seems to be up-to-date.\n\nNo services need to be restarted.\n\nNo containers need to be resta
rted.\n\nNo user sessions are running outdated binaries.\n\nNo VM guests are running outdated hypervisor (qemu)
binaries on this host.\n\n[stderr]\ndebconf: unable to initialize frontend: Dialog\ndebconf: (Dialog frontend wi|
11 not work on a dumb terminal, an emacs shell buffer, or without a controlling terminal.)\ndebconf: falling bac
k to frontend: Readline\ndebconf: unable to initialize frontend: Readline\ndebconf: (This frontend requires a co
ntrolling tty.)\ndebconf: falling back to frontend: Teletype\ndpkg-preconfigure: unable to re-open stdin: \n",
"time": null

w : Exercise - Create an Azure virtu. X A My Dashboard - Microsoft Az x aF = O >

<« c 2% portal.azure.com/#cloudshell/ B & b}

Microsoft Azure 0 Search resources, services, and docs (G+/)

Bash v O ? @ MR
3amiHa cTapToeoi cTopiHkM Ha BipTyanbHii mawuHi
{
"value": [
{
"code": "ProvisioningState/succeeded"”,
"displayStatus™: “"Provisioning succeeded”,
"level”: "Info",
"message”: "Enable succeeded: \n[stdout]\n<html lang=ua><head><title>Be6-3acTocyHok</title><meta charset=U
TF-8 /></head><body><h1>MNpusit, miii gpyxe.</hl></body>\n\n[stderr]\n"”,
"time": null

]
}
CTBOpeHo 3MiHHy cepefoBuma AnA rpynu 6e3neku mepexi:
NSG_NAME=myVMB717e1NSG

CnucoK npaBuA, MoB’A3aHuMx i3 rpynow 6e3neku Mepexi
Priority Port Access

default-allow-ssh 1eee
CTBOpEeHHA Mpaewna, Wo AO3BONAE AOCTyn yYepe3 TCP-nopt 88 (HTTP)
{

"access": "Allow",

"destinationAddressPrefix™: "*",

"destinationAddressPrefixes™: [],

"destinationPortRange”: “8@",

"destinationPortRanges": [],

"direction™: “Inbound",

"W/\"dcc66237-59¢c1-4ad8-ad4c-ac904619bbes5\"",

"id": "/subscriptions/16982123-2d3c-44ce-ab2d-8c419f4ce699/resourceGroups/learn-dat3224f-2dd2-43a2-a3e@-a128490

ea4bB2/providers/Microsoft.Network/networkSecurityGroups/myvMe717e1NSG/securityRules/allowHTTP",

[Ipon. puc. 20.
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v : Exercise - Create an Azure virt X M My Dashboard - Microsoft Az X =+ = O x

< (] 25 portal.azure.com/#cloudshell/ 0 B & 3} ; 33EEPLUMTH OHOBNEHHA &

Microsoft Azure O Search resources, services, and docs (G+/) n 2 ® & Mﬁimwkyuﬁi@s%"mnﬂi?p [

Bash v o ? @ MOk — o X

"name": "allowHTTP",

"priority": 166,

"protocol”: "Tcp”,

"provisioningState”: “Succeeded",

"resourceGroup™: "learn-daf3224f-2dd2-43a2-a3e@-al284@eadbe2",
"sourceAddressPrefix™: "*",

"sourceAddressPrefixes": [],

"sourcePortRange”: "*",

"sourcePortRanges™: [],

"type": "Microsoft.Network/networkSecurityGroups/securityRules”

OHOB/IGHWIA CNWUCOK MpaBuAa, noB’A3aHux i3 rpynow Gesneku mepexi
Priority Access

default-allow-ssh 1@@@

allowHTTP 1ee

3arancHogocTynHa IP-agpeca BipTyanbHol mawuHu Ta URL-agpeca Beb-3acTOCYBaHHA:
IP_ADDRESS=164.408.50.83

klimyukyurij [ ~ 1% [

[Ipon. puc. 20.

Kpok 6. ¥V HoBi#t Bkiaami BeO-Opaysepa mnepexoauMo 3a oTpumManoro [P-
anpecoro. Y BeO-Opay3epi Mae BimoOpasutucs BeO-3acTocyBaHHs (puc. 21).

b m Exercise - Create an Azure virt x M My Dashboard - Microsoft Az x & Bed-sacTocynok x + - O X

& c /A He kondigenuiitnuii  104.40.50.83 1‘} S ‘: 3aBEepIIMTA OHOBNEHHS E

IIpusir, miii apy:ke.

Puc. 21. BinoOpaxxeHHs BeO-3aCTOCYBaHHS

Il. OnpauroiiTe HACTYINIHI TeCTOBi 3aBIaHHSA /sl NePeBipKU 3aCBOECHHS
Marepiaay (iAroTyuTech 10 TeCTYBAHHS):

IlutanHs nepmIOro piBHA CKJIAAHOCTI (BUOEpPITH OAHY NPABWIbHY
BIANIOBI/b):

1. lna crBopenHs Ha noptaii Microsoft Azure BipTyanbHOi Mamman my VM
y rpymi pecypciB myRG 3 06pa3y UbuntuL TS 3 aBToMaTnyHOO reHepari€ero Kiroda
SSH BukopucroByerbcs komanga Azure CLI:

* az vm create --name myVM --resource-group myRG --image UbuntuL TS -
-generate-ssh-keys

* az vm new --name myVM --resource-group myRG --image UbuntuL TS --
generate-ssh-keys
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* az vm add --name myVM --resource-group myRG --image UbuntuL TS --
generate-ssh-keys

* az vm create --name myVM --group-resource myRG --image UbuntuL TS -
-generate-ssh-keys

* az vm new --name myVM --group-resource myRG --image UbuntuL TS --
generate-ssh-keys

» az vm add --name myVM --group-resource myRG --image UbuntuL TS --
generate-ssh-keys

2. J1nst ctBopeHHs Ha nopTan Microsoft Azure BipTyanbHO1 MamuH my VM
y rpymi pecypciB myRG 3 06pa3y Ubuntul TS 3 im'siM kopucTyBaya Jj1si BIpTyaJIbHOI
MaIMHU azureuser 3 aBTOMaTUYHOIO TeHepalliero KiodiB SSH BUKOpUCTOBYETHCS
komaHa Azure CLI:

* az vm create --name myVM --resource-group myRG --image UbuntuLTS -
-admin-username azureuser --generate-ssh-keys

* az vm new --name myVM --resource-group myRG --image UbuntuL TS --
admin-username azureuser --generate-ssh-keys

* az vm add --name myVM --resource-group myRG --image UbuntuL TS --
admin-username azureuser --generate-ssh-keys

* az vm create --name myVM --resource-group myRG --image UbuntuLTS -
-username azureuser --generate-ssh-keys

* az vm new --name myVM --resource-group myRG --image UbuntuL TS --
username azureuser --generate-ssh-keys

« az vm add --name myVM --resource-group myRG --image UbuntuLTS --
username azureuser --generate-ssh-keys

3. Jlnst ctBopenHs Ha optai Microsoft Azure BipryansHoi Mammman my VM
y rpymi pecypciB myRG 3 06pasy UbuntulL TS noctymHoi uepes 3araabHOA0CTYIHY
IP-agpecy 3 im'sM KkopucTyBaua [jsi BIPTyajdbHOI MAIIMHU azZureuser 3
aBTOMATHUYHOIO reHepariieto kimouiB SSH BukopucroByerbest komanga Azure CLI:

* az vm create --name myVM --resource-group myRG --image UbuntuL TS -
-public-ip-sku Standard --admin-username azureuser --generate-ssh-keys

* az vm new --name myVM --resource-group myRG --image UbuntuL TS --
public-ip-sku Standard --admin-username azureuser --generate-ssh-keys

* az vm add --name myVM --resource-group myRG --image UbuntuL TS --
public-ip-sku Standard --admin-username azureuser --generate-ssh-keys

* az vm create --name myVM --resource-group myRG --image UbuntuL TS -
-public-ip-sku Standard --username azureuser --generate-ssh-keys
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* az vm new --name myVM --resource-group myRG --image UbuntuL TS --
public-ip-sku Standard --username azureuser --generate-ssh-keys

* az vm add --name myVM --resource-group myRG --image UbuntuL TS --
public-ip-sku Standard --username azureuser --generate-ssh-keys

4. Jlnsg BCTaHOBJEHHS Ha BIPTyalbHY MamuHy myVM y rpymi pecypciB
myRG Be6-cepepa NginxX BukopuctoByeThcst komanaa Azure CLI:

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

« az vm start-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

* az vm invoke run-command --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

« az vm invoke start-command --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

* az vm run-command --name myVM --resource-group myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"

* az vm start-command --name myVM --resource-group myRG --command-
id RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --
yes"

5. Jlyis BCTaHOBJIEHHS Ha BIPTyajbHYy MalmlMHy myVM y rpymi pecypcis
myRG Be6-cepepa NginxX BukopuctoByethcst komanaa Azure CLI:

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

« az vm start-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

* az vm run-command invoke --name myVM --group-resource myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"
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« az vm start-command invoke --name myVM --group-resource myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

 az vm run-command invoke --name myVM --group myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"

* az vm start-command invoke --name myVM --group myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"

6. s 3amiHM cTapTOBOi CTOPIHKHU cepBepa NgInx Ha BIpTyaldbHIM MalIvH1
myVM y rpymni pecypciB myRG cropinkoro 13 3aroinoBkom “Be6-3acTocyHOK”, Ha
AK1H B11I0OpakaTUMEThCs oBigoMiteHHS “TIpuBiT, Miii Apyxke.”, BUKOPHUCTOBYETHCS
komansa Azure CLI:

e az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "echo '<html lang="ua"><head><title>Be0-
3actocyHok</title><meta charset="UTF-8" /></head><body><hl1>Ilpusit, Mii
apyxe.</h1></body>' | sudo tee --append /var/www/html/index.html"

 az vm run-command invoke --vm-name myVM --resource-group myRG --
command-id RunShellScript --scripts "echo '<html lang="ua"><head><title>Be06-
3actocyHok</title><meta charset="UTF-8" /></head><body><hl1>Ilpusit, Mii
npyxe.</h1></body>' | sudo tee --append /var/www/html/index.html|"

* az vm run-command invoke --name myVM --group-resource myRG --
command-id RunShellScript --scripts "echo '<html lang="ua"><head><title>Be06-
3actocyHok</title><meta charset="UTF-8" /></head><body><hl1>Ilpusit, wmii
apyxe.</h1></body>' | sudo tee --append /var/www/html/index.html"

* az vm run-command invoke --vm-name myVM --group-resource myRG --
command-id RunShellScript --scripts "echo '<html lang="ua"><head><title>Be0-
3acTocyHok</title><meta charset="UTF-8" /></head><body><hl>Ilpusit, wmii
npyxe.</h1></body>' | sudo tee --append /var/www/html/index.html|"

 az vm run-command invoke --name myVM --group myRG --command-id
RunShellScript ~ --scripts ~ "echo  '<html  lang="ua"><head><title>Be0-
3actocyHok</title><meta charset="UTF-8" /></head><body><hl1>IIpusit, wmii
npyxe.</h1></body>' | sudo tee --append /var/www/html/index.html|"

* az vm run-command invoke --vm-name myVM --group myRG --command-
id  RunShellScript  --scripts "echo '<html Ilang="ua"><head><title>Be0-
3actocyHok</title><meta charset="UTF-8" /></head><body><h1>IIpusit, wmiii
apyxe.</h1></body>' | sudo tee --append /var/www/html/index.html"
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7. Jlna orpumanHs iHopmMalli npo BipTyalbHy MamumHy myVM y rpymi
pecypciB myRG BukopuctoByeThesi komanaa Azure CLI:

* az vm show --name myVM --resource-group myRG

* az vm list --name myVM --resource-group myRG

* az vm Is --name myVM --resource-group myRG

* az vm show --name myVM --group myRG

* az vm list --name myVM --group myRG

* az vm Is --name myVM --group myRG

8. Jlna orpuMaHHs NOBHOI iH(MOpMaIli Npo BipTyaibHy MamuHy myVM y
rpyni pecypciB myRG BukopucroByerbest komanga Azure CLI:

* az vm show --name myVM --resource-group myRG --show-details

* az vm list --name myVM --resource-group myRG --show-details

» az vm Is --name myVM --resource-group myRG --show-details

* az vm show --name myVM --resource-group myRG --details

* az vm list --name myVM --resource-group myRG --details

« az vm Is --name myVM --resource-group myRG --details

9. lnst orpuManns 3HaueHHs [P-aapecu BipTyanbHOo1 Mamman my VM y rpyii
pecypciB myRG BukopucToBy€eThCsl KoManaa Azure CLI:

* az vm show --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

* az vm list --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

e az vm Is --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

e az vm show --name myVM --resource-group myRG --details --query
publiclps --output tsv

* az vm list --name myVM --resource-group myRG --details --query publiclps
--output tsv

« az vm Is --name myVM --resource-group myRG --details --query publiclps
--output tsv

10. [lna orpumanHs 3HayeHHs |P-agpecu BipTyasibHOiI MammHu myVM y
rpyni pecypciB myRG BukopucroByerbest komanaa Azure CLI:

* az vm show --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

* az vm list --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

23



e az vm Is --name myVM --resource-group myRG --show-details --query
publiclps --output tsv
* az vm show --name myVM --group myRG --show-details --query publiclps

--output tsv
* az vm list --name myVM --group myRG --show-details --query publiclps --
output tsv
* az vm Is --name myVM --group myRG --show-details --query publiclps --
output tsv

11. Jinsg orpumanHs iHGopMmariii po rpymny Oe3neKku Mepexi, OB’ s3aHoi 13
BIpTyaJIbHUMHM MalllUHAaMH y Tpymi pecypciB myRG BHKOPHUCTOBYETHCS KOMaHJa
Azure CLI:

* az network nsg list --resource-group myRG

* az network nsg show --resource-group myRG

* az network nsg list --group-resource myRG

« az network nsg show --group-resource myRG

« az network nsg list --group myRG

« az network nsg show --group myRG

12. Jlns oTpuMaHHA Ha3BU Tpynu OE3MEKH Mepexki, MOoB’A3aHOl 13
BIPTyaJIbHUMHU MalllUHaMH y Tpymi pecypciB myRG BHKOPHCTOBYEThCS KOMaH[a
Azure CLI:

« az network nsg list --resource-group myRG --query '[].name’ --output tsv

* az network nsg show --resource-group myRG --query '[].name’ --output tsv

* az network nsg Is --resource-group myRG --query '[].name’ --output tsv

* az network nsg list --group myRG --query ‘[].name" --output tsv

* az network nsg show --group myRG --query '[].name' --output tsv

* az network nsg Is --group myRG --query ‘[].name' --output tsv

13. JIns oTpuMaHHs CIUCKY MPABUJI, OB’ I3aHUX 13 TPYTOI0 OE3MeKn Mepexi
myVMNSG, y rpymi pecypciB myRG BukopuctoByeThesi komanaa Azure CLI:

« az network nsg rule list --nsg-name myVMNSG --resource-group myRG

« az network nsg rule list --name myVMNSG --resource-group myRG

* az network nsg rule list --name-nsg myVMNSG --resource-group myRG

« az network nsg rule show --nsg-name myVMNSG --resource-group myRG

* az network nsg rule show --name myVMNSG --resource-group myRG

« az network nsg rule show --name-nsg myVMNSG --resource-group myRG

14. JIns oTpUMaHHSI CIIMCKY MPABWII, TIOB’I3aHUX 13 TPYIMO0 O0€3MeKu Mepexi

MYyVMNSG, 110 MICTHTH JUIIIE 1M ’sI, IPIOPUTET, TIOPTH Ta JTO3BOJHU JJIsI KOKHOTO
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npaBuiia y TabimuHii hopmi, y rpymi pecypciB myRG BUKOPHCTOBYETHCS KOMaH/1a
Azure CLI:

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

* az network nsg rule list --name-nsg myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

« az network nsg rule list --name myVMNSG --resource-group myRG --query
'I].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' --
output table

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'

* az network nsg rule list --name-nsg myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'

« az network nsg rule list --name myVMNSG --resource-group myRG --query
'T].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'

15. JIns oTprMaHHS CIMCKY MPaBUIL, ITOB’I3aHUX 13 TPYNO0 O0€3MEKHU MEpEexi
myVMNSG, 1m0 MICTUTh JHILIE 1M 5, TPIOPUTET, MOPTH Ta AO3BOJIH ISl KOKHOTO
npaBuia y TabinuHii opmi, y rpyIi pecypciB myRG BUKOPUCTOBYETHCS KOMaH1a
Azure CLI:

« az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

* az network nsg rule list --name-nsg myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

« az network nsg rule list --name myVMNSG --resource-group myRG --query
'T].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' --
output table

* az network nsg rule show --nsg-name myVMNSG --resource-group myRG
--query '[1.{Name:name, Priority:priority, Port:destinationPortRange,
Access:access} --output table

* az network nsg rule show --name-nsg myVMNSG --resource-group myRG
--query '[].{Name:name, Priority:priority, Port:destinationPortRange,
Access:access} --output table
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* az network nsg rule show --name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

16. Jlns cTtBOopeHHss Ha mopTani Microsoft Azure mpaBuiia 3 Ha3BOKO
allowHTTP, mo no3Bossie noctyn uepe3 TCP-mopt 80 (HTTP), nnst rpynu 6e3mexu
mepexxi myVMNSG y rpyni pecypciB myRG BukopuctoByeThbesi koManaa Azure
CLI:

* az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

* az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

 az network nsg rule new --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

« az network nsg rule new --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

» az network nsg rule append --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

« az network nsg rule append --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

17. JIns crtBOpeHHs Ha moptaini Microsoft Azure mnpaBwia 3 Ha3BOKO
allowHTTP, mo no3sossie noctyn uepe3 TCP-nopt 80 (HTTP), nnst rpynu 6e3nexu
Mepexxi myVMNSG y rpyni pecypciB myRG BUKOpUCTOBYETHCS KOMaH1a Azure
CLI:

« az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

* az network nsg rule create --name allowHTTP --name-nsg myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow
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« az network nsg rule new --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

« az network nsg rule new --name allowHTTP --name-nsg myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

» az network nsg rule append --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

« az network nsg rule append --name allowHTTP --name-nsg myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

18. Hnsa crtBopenHss Ha moprtami Microsoft Azure mpaBuna 3 Ha3BOIO
allowHTTP, mo no3somnsie nocryn yepe3 TCP-tmopt 80 (HTTP), nnst rpynu 6e3nexu
Mepexxi myVMNSG y rpyni pecypciB myRG BUKOpPHUCTOBYEThCS KoMaHaa Azure
CLI:

« az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

* az network nsg rule create --name allowHTTP --name-nsg myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

« az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

* az network nsg rule create --name allowHTTP --name-nsg myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

« az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port 80 --access
Allow

* az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port 80 --access
Deny
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IIuTaHHs APYroro piBHA CKJIAAHOCTI (BUOEPITHh JeKLIbKA NMPaBUJIbHUX
BianoBigei):

1. dns ctBopenHs Ha noptaii Microsoft Azure BipTyanbHOi Mamuau myVM
y rpyti pecypciB myRG 3 o6pa3zy UbuntuL TS 3 aBTOMaTUu4HOIO reHepari€ero KioyiB
SSH Moxna Bukopucrtati komanaun Azure CLI:

* az vm create --name myVM --resource-group myRG --image UbuntuL TS -
-generate-ssh-keys

* az v create -n myVM -g myRG --image UbuntuL TS --generate-ssh-keys

* az v create --name myVM --group myRG --image UbuntuL TS --generate-
ssh-keys

* az vm create --resource-group myRG --name myVM --image UbuntuL TS -
-generate-ssh-keys

* az v create -0 mMyRG -n myVM --image UbuntuL TS --generate-ssh-keys

* az v create --group myRG --name myVM --image UbuntuL TS --generate-
ssh-keys

2. J1nst ctBopeHHs Ha nopTan Microsoft Azure BipTyansHO1 MamHu myVM
y rpymi pecypciB myRG 3 06pazy Ubuntul TS 3 im'siM kopucTyBaua Jj1si BIpTyaJIbHOT
MalIMHU azureuser 3 aBTOMATUYHOIO TeHepali€ro KitodiB SSH MokHa BUKOpUCTAaTH
koMaHau Azure CLI:

* az vm create --name myVM --resource-group myRG --image UbuntuL TS -
-admin-username azureuser --generate-ssh-keys

* az vm create -n myVM -g myRG --image UbuntuL TS --admin-username
azureuser --generate-ssh-keys

* az vim create --n myVM --g myRG --image UbuntuL TS --admin-username
azureuser --generate-ssh-keys

* az vm create --resource-group myRG --name myVM --image UbuntuL TS -
-admin-username azureuser --generate-ssh-keys

» az vm create -g mMyRG -n myVM --image UbuntuL TS --admin-username
azureuser --generate-ssh-keys

* az v create --g MyRG --n myVM --image UbuntuL TS --admin-username
azureuser --generate-ssh-keys

3. nst ctBopeHHs Ha nopTai Microsoft Azure BipTyansHOi Mammau my VM
y rpyni pecypciB myRG 3 06pa3y Ubuntul TS 3 im'siM kopucTyBaya Jj1si BIpTyaJIbHO1
MAaIlTMHU azureuser 3 aBTOMaTUYHOIO TeHepaillieto kirodiB SSH MosxHa BUKopucTaTu

komanau Azure CLI:
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* az vm create --name myVM --resource-group myRG --image UbuntuL TS -
-admin-username azureuser --generate-ssh-keys

* az vim create -n myVM -g myRG --image UbuntuL TS --admin-username
azureuser --generate-ssh-keys

* az v create --name myVM --group myRG --image UbuntuL TS --admin-
username azureuser --generate-ssh-keys

* az vm create --resource-group myRG --name myVM --image UbuntuL TS -
-admin-username azureuser --generate-ssh-keys

* az vim create - mMyRG -n myVM --image UbuntuL TS --admin-username
azureuser --generate-ssh-keys

* az v create --group myRG --name myVM --image UbuntuL TS --admin-
username azureuser --generate-ssh-keys

4. JIns ctBopeHHs Ha noptaii Microsoft Azure BipTyasibHOI MammmHu my VM
y rpymi pecypciB myRG 3 00pa3zy UbuntulL TS noctynHoi yepe3 3araibHOIOCTYIHY
IP-agpecy 3 im'sM KkopucTyBaya Jjisi BIPTyajdbHOI MAIIMHA azureuser 3
aBTOMATHYHOIO I'eHepalliero kirouiB SSH moxxHa Bukopuctatu komanau Azure CLI:

* az v create --name myVM --resource-group myRG --image UbuntuL TS -
-public-ip-sku Standard --admin-username azureuser --generate-ssh-keys

e az vm create -n MyVM -g myRG --image UbuntuLTS --public-ip-sku
Standard --admin-username azureuser --generate-ssh-keys

* az vmm create --n myVM --g myRG --image UbuntuLTS --public-ip-sku
Standard --admin-username azureuser --generate-ssh-keys

* az v create --resource-group myRG --name myVM --image UbuntuL TS -
-public-ip-sku Standard --admin-username azureuser --generate-ssh-keys

e az vm create -g mMyRG -n myVM --image UbuntuLTS --public-ip-sku
Standard --admin-username azureuser --generate-ssh-keys

e az v create --g mMyRG --n myVM --image UbuntuLTS --public-ip-sku
Standard --admin-username azureuser --generate-ssh-keys

5. Jlis BCTaHOBIIGHHS Ha BIPTyaldbHy MammuHy myVM y Tpymi pecypciB
myRG BeG-cepBepa Nginx mokHa Bukopucratu komanau Azure CLI:

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

e« az vm run-command invoke -n myVM -g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"
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« az vm run-command invoke -n myVM -g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx -y*

* az vm start-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

* az vm start-command invoke -n myVM -g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"

* az vm start-command invoke -n myVM -g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx -y*

6. I BCTAHOBIIGHHS Ha BIPTyalbHY MammHy myVM y rpymni pecypciB
myRG BeO-cepBepa Nginx moxHa Bukopuctati komanau Azure CLI:

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx --yes"

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "sudo apt-get update && sudo apt-get install
nginx -y"

 az vm run-command invoke -n myVM -g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"

 az vm run-command invoke -n myVM -g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx -y

* az vm run-command invoke --n myVM --g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx --yes"

* az vm run-command invoke --n myVM --g myRG --command-id
RunShellScript --scripts "sudo apt-get update && sudo apt-get install nginx -y"

/. J11s 3aMIHM CTapTOBOI CTOPIHKK cepBepa Nginx Ha BIpTyajbHI MalInMHI
myVM y rpyni pecypciB myRG cropinkoro 13 3aroinoBkom “Beb6-3acTocyHOK”, Ha
AKii  BigoOpakatumeThcsi moBimomieHHs “TlpuBiT, Miii Apyxe.”, MOXKHa
BUKOopucTtaTtu komanau Azure CLI:

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "echo '<html lang="ua"><head><title>Be0-
3acTocyHok</title><meta charset="UTF-8" /></head><body><h1>IIpugit, wmiii
npyxe.</h1></body>' | sudo tee --append /var/www/html/index.html|"

* az vm run-command invoke --name myVM --resource-group myRG --
command-id RunShellScript --scripts "echo '<html lang="ua"><head><title>Be06-
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3acTocyHok</title><meta charset="UTF-8" /></head><body><hl>Ilpusit, wmii
apyxe.</h1></body>' | sudo tee -a /var/www/html/index.html*"

 az vm run-command invoke -n myVM -g myRG --command-id
RunShellScript ~ --scripts  "echo  '<html  lang="ua"><head><title>Beb-
3actocyHok</title><meta charset="UTF-8" /></head><body><hl1>IIpusit, wmiii
npyxe.</h1></body>' | sudo tee -a /var/www/html/index.html"

* az vm run-command invoke --n myVM --g myRG --command-id
RunShellScript ~ --scripts  "echo  '<html  lang="ua"><head><title>Be6-
3acTocyHOok</title><meta charset="UTF-8" /></head><body><hl1>IIpusit, wMmiii
npyxe.</h1></body>' | sudo tee --a /var/www/html/index.html"

* az vm run-command invoke -n myVM -r myRG --command-id
RunShellScript  --scripts ~ "echo  '<html  lang="ua"><head><title>Be0-
3actocyHok</title><meta charset="UTF-8" /></head><body><hl1>IIpusit, wMii
npyxe.</h1></body>' | sudo tee -a /var/www/html/index.html"

* az vm run-command invoke --n myVM --r myRG --command-id
RunShellScript  --scripts ~ "echo  '<html  lang="ua"><head><title>Be0-
3acTocyHok</title><meta charset="UTF-8" /></head><body><hl1>IIpusit, wMmiii
npyxe.</h1></body>' | sudo tee --a /var/www/html/index.html"

8. ns orpumanHsa iHoOpMaIii Tpo BipTyaldbHy MamuHy myVM y rpymi
pecypciB myRG MoxHa BukopuctaTu komauan Azure CLI:

* az vim show --name myVM --resource-group myRG

* az vm show --name myVM --group myRG

* az vm show -n myVM -g myRG

* az vim show --resource-group myRG --name myVM

* az vm show --group myRG --name myVM

* az vm show --g myRG --n myVM

9. Inst oTpuMaHHs TOBHOI iH(OpMAIi Mpo BipTyaibHy MamuHy myVM y
rpyni pecypciB MyRG moxna Bukopuctatu komauau Azure CLI:

* az vm show --name myVM --resource-group myRG --show-details

* az vm show --name myVM --resource-group myRG --details

* az vm show --name myVM --group myRG --show-details

* az vm show --name myVM --group myRG --details

* az vm show --n myVM --g myRG --d

* az vm show -n myVM -g myRG -d

10. JIns orpumanHs 3HadyeHHs [P-ampecu BipryanbHOT MammHau myVM vy

rpyni pecypciB myRG MoxHa Bukopuctatu komauau Azure CLI:
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* az vm show --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

e az vm show --name myVM --resource-group myRG --details --query
publiclps --output tsv

* az vm show --name myVM --resource-group myRG --show-details --query
publiclps --out tsv

e az vm show --name myVM --resource-group myRG --details --query
publiclps --out tsv

* az vm show --n myVM --g myRG --d --query publiclps -0 tsv

 az vm show -n myVM -g myRG -d --query publiclps -o tsv

11. JIns otpumanHs 3HayeHHs |P-ampecu BipryanbHOi Mamman myVM vy
rpymni pecypciB myRG moxHa Bukopuctati komanau Azure CLI:

* az vm show --name myVM --resource-group myRG --show-details --query
publiclps --output tsv

* az vm show --name myVM --resource-group myRG --show-details --query
publiclps -0 tsv

* az vm show -n myVM -g myRG -d --query publiclps -o tsv

* az vm show --name myVM --resource-group myRG --query publiclps --
output tsv

* az vm show --name myVM --resource-group myRG --show-details --query
publiclps --0 tsv

* az vm show --n myVM --g myRG --d --query publiclps --0 tsv

12. JIns orpuManHs iHpoOpMaIlii Ipo Tpymy Oe3MeKu Mepexi, MoB’a3aHoi 13
BIPTyaJIbHUMHU MallMHaMU y TpyIi pecypciB myRG Mo)kHa BUKOPUCTATH KOMaHIA
Azure CLI:

* az network nsg list --resource-group myRG

* az network nsg list --group myRG

* az network nsg list -g myRG

« az network nsg list --g myRG

* az network nsg list -r myRG

* az network nsg list --r myRG

13. [ns oTpumaHHS Ha3BU TIpynu Oe3nmeku Mepexi, IOB’sA3aHol 13
BIpTyaJIbHUMHU MalllMHAMU y TpyIi pecypciB myRG Mo)kHa BUKOPUCTATH KOMAaH]IU
Azure CLI:

» az network nsg list --resource-group myRG --query '[].name’ --output tsv

* az network nsg list --resource-group myRG --query '[].name' -0 tsv
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* az network nsg list -g myRG --query '[].name’ -0 tsv

* az network nsg list --g myRG --query '[].name’ --0 tsv

* az network nsg list -r myRG --query '[].name’ -0 tsv

* az network nsg list --r myRG --query '[].name’ --0 tsv

14. JIns oTpuMaHHs CIUCKY MPaBUJI, OB’ SI3aHUX 13 TPYTOI0 OEe3MEeKu Mepeki
myVMNSG, y rpyni pecypciB myRG moxxna Bukopuctatu komanau Azure CLI:

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG

* az network nsg rule list --nsg-name myVMNSG -g myRG

* az network nsg rule list --nsg-name myVMNSG --g myRG

* az network nsg rule list --name myVMNSG --resource-group myRG

* az network nsg rule list -n myVMNSG -g myRG

» az network nsg rule list --n myVMNSG --g myRG

15. JIns oTprMaHHS CIMCKY MPaBUIL, ITOB’I3aHUX 13 TPYINO0 O0€3MEKU MEpexi
myVMNSG, 1m0 MICTUTh JHILIE 1M 5, TPIOPUTET, MOPTH Ta AO3BOJIHU ISl KOKHOTO
npaBuwia y TabnuuHi ¢opmi, y rpymi pecypciB myRG MokHa BHKOpHCTATU
komagau Azure CLI:

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--out table

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
-0 table

* az network nsg rule list --name-nsg myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--out table

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
-0 table

16. JImst oTprMaHHSI CIIMCKY MPAaBWJI, TIOB’I3aHUX 13 TPYIOI0 O0€3MeKu Mepexi

myVMNSG, 110 MicTUTh JHIIe iM’s1, TPIOPUTET, MMOPTH Ta JO3BOJIU ISl KOKHOTO
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npaBwia y TabmuuHii Qopmi, y rpymni pecypciB myRG MoxkHa BUKOpHCTATH
komauau Azure CLI:

* az network nsg rule list --nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--output table

* az network nsg rule list --nsg-name myVMNSG -g myRG --query
'[1.{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' -0
table

* az network nsg rule list --nsg-name myVMNSG -r myRG --query
'I].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' -0
table

* az network nsg rule list —-nsg-name myVMNSG --resource-group myRG --
query '[].{Name:name, Priority:priority, Port:destinationPortRange, Access:access}'
--out table

* az network nsg rule list --nsg-name myVMNSG --g myRG --query
'I].{Name:name, Priority:priority, Port.destinationPortRange, Access:access}' --0
table

* az network nsg rule list --nsg-name myVMNSG --r myRG --query
'T1.{Name:name, Priority:priority, Port:destinationPortRange, Access:access}' --0
table

17. JIns crtBOpeHHs Ha moptaini Microsoft Azure mpaBmia 3 Ha3BOIO
allowHTTP, mo no3Bomsie nocrym yepe3 TCP-tmopt 80 (HTTP), nst rpynu 6e3nexu
mepexxi myVMNSG y rpymi pecypeiB myRG moxkHa BUKopucTaTi Komanau Azure
CLI:

* az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

« az network nsg rule create -n allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

» az network nsg rule create -n allowHTTP --nsg-name myVMNSG -g myRG
--protocol tcp --priority 100 --destination-port-range 80 --access Allow

* az network nsg rule create --n allowHTTP --nsg-name myVMNSG --g¢
myRG --protocol tcp --priority 100 --destination-port-range 80 --access Allow

* az network nsg rule create -n allowHTTP --nsg-name myVMNSG -r myRG
--protocol tcp --priority 100 --destination-port-range 80 --access Allow
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* az network nsg rule create --n allowHTTP --nsg-name myVMNSG --r
myRG --protocol tcp --priority 100 --destination-port-range 80 --access Allow

18. Jlns ctBOopeHHss Ha mopTani Microsoft Azure mpaBuiia 3 Ha3BOKO
allowHTTP, mo no3somsie nocrym yepe3 TCP-tmopt 80 (HTTP), nnst rpynu 6e3nexu
mepexxki myVMNSG y rpymi pecypciB myRG moxHa Bukopuctatu komanau Azure
CLI:

* az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

* az network nsg rule create -n allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Allow

» az network nsg rule create -n allowHTTP --nsg-name myVMNSG -g myRG
--protocol tcp --priority 100 --destination-port-range 80 --access Allow

* az network nsg rule create --name allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

* az network nsg rule create -n allowHTTP --nsg-name myVMNSG --
resource-group myRG --protocol tcp --priority 100 --destination-port-range 80 --
access Deny

» az network nsg rule create -n allowHTTP --nsg-name myVMNSG -g myRG
--protocol tcp --priority 100 --destination-port-range 80 --access Deny

IIuTaHHs TPETHOIrO PiBHA CKJIAAHOCTI (BKAKITH NPABUJILHY BillIOBIAb):
1. Ins ctBopenHs Ha nopTani Microsoft Azure BipTyanbHO1 MamuHu my VM
y rpymi pecypciB myRG 3 06pa3y UbuntuL TS 3 aBToMaTHYHOO reHepani€ero Kiroya
SSH mosxna Bukopuctatu komanay Azure CLI:

2. JIns ctBopenHs Ha nopTaii Microsoft Azure BipTyaibHOI Mamuau my VM
y rpymi pecypciB myRG 3 06pa3y UbuntulL TS 3 iM'ssm kopucTyBaua Jij1s BIpTyaJIbHOT
MaIIuHU azureuser 3 aBTOMaTHYHOIO TeHepalliero KirouiB SSH Mo)kHa BUKOpHCTATH
koMany Azure CLI:

3. lnsa ctBopenHs Ha noptani Microsoft Azure BipTyansHoi Maminau my VM
y rpymi pecypciB myRG 3 o6paszy UbuntulL TS noctymHoi uepe3 3araabHOIOCTYITHY
IP-ampecy 3 iM'sM KopucTyBaua sl BIpTyaJlbHOI MalIMHM azureuser 3
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aBTOMATHYHOIO reHepailriero kirodiB SSH moxHa Bukopucratu komanay Azure CLI:

4. Jlns BCTAaHOBJCHHSA Ha BipTyalbHY MammHy myVM y rpymi pecypcis
myRG BeO-cepBepa Nginx MoxHa BUKopuctaTi komanay Azure CLI:

5. ns orpumanHsa iHoOpMaIii Ipo BipTyaldbHy MamuHy myVM y rpymi
pecypciB myRG moskHa Bukopucratu komanay Azure CLI:

6. Jlus oTpumaHHS MOBHOI 1H(OpMaIIil Mpo BipTyalbHYy MamuHy myVM y
rpymni pecypciB myRG moxHa Bukopucrati komanay Azure CLI:

7. [lns orpuManHs 3HaueHHs [P-aapecu BipTyanbHO1 Mamima my VM y rpyti

pecypciB myRG MoxHa Bukopuctatu komauay Azure CLI:

8. lna orpumanHs iHdopmalii npo rpymny Oe3neKd Mepexi, OB’ sI3aHol 13
BIpTyaJIbHUMH MalIMHAMH, Y TpyIi pecypciB myRG MokHA BUKOPUCTATH KOMaHIy
Azure CLI:

9. ns oTpuMaHHS Ha3BU Tpynu O€3meKd Mepexi, IOB’S3aHOl 13

BIpTyaJIbHUMH MalIMHAMH, Y TpyIi pecypciB myRG MokHa BUKOPHCTATH KOMaHIy
Azure CLI:

10. [Ins oTpuMaHHs CIUCKY MPaBUJI, OB’ I3aHUX 13 TPYMOI0 OE3MMeKH Mepexi
myVMNSG, y rpymi pecypciB myRG mokHa Bukopuctatd komanay Azure CLI:__

11. Jns crtBOopeHHs Ha mnoptani Microsoft Azure mnpaBwia 3 Ha3BOIO
allowHTTP, mo no3Bomsie nocrym yepe3 TCP-tmopt 80 (HTTP), nst rpynu 6e3nexu
mepexxi myVMNSG y rpymi pecypciB myRG mMoxkHa BUKOpUCTaTH KOMaHty Azure
CLI:
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