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Abstract: The subject of the study is the most promising technological solutions using 
artificial intelligence and global trends in their use by the armed forces of 
technologically advanced countries of the world. The main areas of AI technologies 
application by a number of countries (USA, China, and Israel) are identified. The 
article is an attempt to conduct a comprehensive analysis of the current world situation 
in the field of determining the prospects and dangers of using AI technologies in the 
field of defense and in the area of ensuring national security of modern states. 
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1 Introduction 

The field of military and national security is still being shaped 
by artificial intelligence, which presents both new and exciting 
potential as well as a host of challenges. The predictive powers 
of AI are a great help for developing national security plans and 
strategies. Artificial intelligence (AI) models are able to predict 
possible security issues, geopolitical changes, and new threats by 
evaluating past data and present patterns. 

Crisis management and national security are changing as a result 
of artificial intelligence and machine learning. But significant 
issues come up. These worries may be seen, for instance, in the 
historical record when considering the topic of how crisis 
decision-making would be impacted by the integration of AI/ML 
throughout a state’s national security environment. At machine 
speed, for instance, how could the Cuban Missile Crisis appear? 

The integration of artificial intelligence into military plans is a 
paradigm shift that is revolutionizing the tactical environment 
and strategic requirements of defense. Using AI strategically has 
the potential to totally change the nature of battle in the digital 
age, in addition to increasing the precision and efficiency of 
military operations [53]. Moreover, the incorporation of artificial 
intelligence (AI) into security policy offers a fresh perspective, 
emphasizing the necessity of autonomous systems and 
algorithmic decision-making for maintaining global stability and 
national security [24]. 

On the other hand, as we move toward these bright futures, 
society will also need to face the myriad issues raised by this 
ground-breaking technology. Gaining a thorough grasp of these 
possible obstacles is just as important as seizing the chance to 
guarantee the safe, ethical, and well-rounded use of AI in 
defensive systems [22]. 

The growing use of artificial intelligence for military purposes 
raises questions of deep concern for humanity. The armed forces 
are investing heavily in AI systems. There are already examples 
of their use on the battlefield to provide information support for 
military operations or as part of various weapons systems. 

The technologies can help handle and comprehend the massive 
amounts of data created in modern combat using intelligent 

systems for command and control. By giving commanders a 
thorough, almost instantaneous image of the battlefield, this can 
support their strategic planning and decision-making. 

AI technologies are the most promising direction for re-
equipping the armed forces of the leading military powers of the 
modern world. Developments are being carried out in various 
areas, ranging from unmanned vehicles to lethal autonomous 
weapons. Experts note both the pronounced positive prospects 
for using AI in the field of national security and the possible 
negative consequences of its use [44]. 

Autonomous weapons pose an especially dangerous risk. Despite 
almost ten years of diplomatic attempts at the UN, nations 
around the world are unable to come to a consensus on a ban on 
lethal autonomous weapons. Military must discriminate between 
troops and civilians in accordance with international 
humanitarian law, and the Pentagon has long maintained that 
human decision-making must be included when deciding 
whether to use force [16]. However, there are other 
circumstances (like guarding against approaching missiles) in 
which human assistance is just not feasible. 

There is a dangerous regulatory vacuum when it comes to 
military artificial intelligence (AI) since there is no 
comprehensive global governance structure in place. Due to this 
vacuum, a potent technological category remains uncontrolled, 
increasing the threats to global peace and security, accelerating 
the spread of weapons, and undermining international law. 
Globally, governments are vying for the top spot in the emerging 
and disruptive technologies (EDTs) space while also attempting 
to comprehend the deep and revolutionary effects of artificial 
intelligence. Corporate tech companies are competing for 
venture capital investment in foundation models by entering a 
trillion-dollar generative AI arms race. The stakes are enormous 
and the global balance of power is unstable in the struggle for 
dominance in the economy and morality. The issue of replacing 
humans with artificial intelligence in the military field should be 
as acute as possible and resolved with the utmost caution. 

2 Materials and Methods 

The scientific and methodological basis of the work was a 
complex of various methods of cognition, research, description, 
and explanation of the thematic horizon under study. The 
methodological basis of the study was the systemic, activity-
based approaches, the hermeneutic method of research and the 
principle of historicism. The study also uses traditional general 
scientific methods (analysis, synthesis, deduction, induction, 
etc.). 

3 Results and Discussion 

We are seeing an unparalleled escalation in recent history due to 
the growing tensions between countries, ranging from the 
Middle East to the Pacific, and the spread of ongoing conflicts 
throughout the world, like the war between Russia and Ukraine. 
The consequences of these conflicts extend beyond borders and, 
given the speed at which technology has advanced recently, even 
into the realms of internet and space. Lately, artificial 
intelligence (AI) has emerged as a key component in shaping 
both the military industry and combat in the future. For instance, 
the French Navy said that it will use artificial intelligence (AI) to 
analyze signals in underwater acoustics warfare [47]. In a similar 
vein, the Italian defense behemoth Leonardo forecast that by 
2028, its space, cybersecurity, and artificial intelligence efforts 
will increase fourfold at a presentation to analysts a few weeks 
ago. This demonstrates unequivocally a trend in which artificial 
intelligence (AI) is becoming fundamental to the idea of war and 
the military industry at large. This implies that determining the 
future of the military industry and combat will need a knowledge 
of AI. The increasing widespread integration of AI into 
numerous processes has extended well beyond cyberspace, as 
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addressed in recent findings [17]. Understanding AI’s integration 
and influence beyond what is now known is essential. AI is 
facilitating the gradual mixing of security factors in this setting. 

The main competitors in the fight for leadership in the field of 
artificial intelligence today are the People’s Republic of China 
and the United States, which define strategic steps to ensure 
superiority in a number of conceptual documents. 

In particular, in July 2017, the State Council of the People’s 
Republic of China, the top administrative body in China, 
released the country’s strategy for the development of artificial 
intelligence, called “The new generation Artificial Intelligence 
Development Plan” (AIDP) [23]. The strategy outlines goals and 
steps to ensure the country’s global leadership in AI by 2030, to 
make AI a trillion-yuan (about $150 billion) industry, and to 
define ethical norms and standards for AI. 

The new generation Artificial Intelligence Development Plan 
acts as a single document outlining China’s AI policy goals. In 
2018, Chinese media called it “the first year of China’s AI 
development strategy” The overall policy goal articulated by the 
AIDP is to make China a global hub for AI innovation by 2030, 
with intelligence serving as the main driver of the country’s 
modernization and driving military and economic 
transformation. The AIDP also calls for standards and ethics for 
the use of AI. Overall, the Plan represents a comprehensive AI 
strategy and challenges other leading countries in many key 
areas.  

The desire to overtake the United States is reflected in 
statements by China’s political and military leadership. 

For example, President Xi Jinping stated back in 2017 that “in an 
increasingly fierce international military competition, only 
innovators win” [42]. This view was shared by Lieutenant 
General Liu Guozhi, a member of the 19th National Congress 
and director of the Science and Technology Committee of the 
Central Military Commission, who stated in a public interview 
that AI represents a rare opportunity to shorten the path to 
innovation and outperform competitors [42]. In parallel, military 
scientists in China’ People’s Liberation Army (PLA) emphasize 
that AI will be used to predict battlefield situations and 
determine optimal approaches to “win before the war” [20]. 
Some PLA members go further, expecting a battlefield 
“singularity” in which AI outpaces human decision-making. 
These statements highlight the widespread belief in Chinese 
military circles on the importance of using new technologies, 
including AI, to achieve a competitive military advantage. 

It is known that cyberspace has been a new theater of military 
operations in NATO for over ten years. Since the development 
of AI technologies, theorists and practitioners have been 
working on the issue of their implementation in the combat 
sphere [6-10]. This is reflected not only in numerous studies and 
the creation of samples of the latest weapons, but also in 
doctrinal documents of NATO, the United States, Great Britain, 
and other leading countries of the world. 

Thus, on October 21, 2021, NATO defense ministers agreed the 
first-ever NATO strategy on artificial intelligence. NATO 
Secretary General Jens Stoltenberg said that the new strategy 
was formed in response to the race of authoritarian regimes in 
the field of new technologies development. The document 
covers data analysis, imagery, and cyber defense. To this end, 
the alliance plans to create a $1 billion fund for “future defense.” 
The strategy notes that AI is changing the global defense and 
security environment and provides an unprecedented opportunity 
to strengthen technological advantage. “This foundational 
technology is likely to affect the full range of activities carried 
out by the North Atlantic Alliance in support of its three core 
tasks: collective defense, crisis management, and cooperative 
security” [16]. 

The National Security Commission on Artificial Intelligence 
(NSCAI) released its final report on March 1, 2021, which 
presents an unprecedented strategy for the nation to win in the 

era of artificial intelligence [15]. According to the Commission 
members, AI warfare will no longer depend on the emergence of 
a single effective new weapon, promising military technology, or 
operational-tactical technique. Rather, success will be 
determined by the integration of AI technologies into all aspects 
of combat operations [1-3]. AI will change the way war is waged 
in all areas: on land, at sea, in the air, in space, in cyberspace, 
and in all ranges of the electromagnetic spectrum. AI will 
change all attributes of war: the level of control over the theater 
of military operations (battlefield); the quality of reaction to 
events; the level of influence on the enemy, taking into account 
political, social, and religious factors; the accuracy of hitting a 
target; the reliability of building a defense; the speed and scale 
of the use of force; the relationship between personnel and 
equipment (man and machine), etc. 

The 16-chapter strategy outlines steps the United States should 
take to responsibly use of AI for national security and defense, 
defend against threats, and advance innovation. The report 
makes dozens of recommendations to U.S. President Joe Biden, 
Congress, companies, and institutions. The 15-member 
committee, chaired by former Google CEO Eric Schmidt, 
advocates for expanding and democratizing AI research with an 
annual investment of $40 billion. The commission plans to 
create a multi-tiered ecosystem that will ensure the widespread 
development and adoption of AI technologies at all levels, from 
the C-suite to the tactical level. 

The U.S. military is also integrating AI systems into warfighting 
through a lead initiative called Project Maven, which uses AI 
algorithms to identify insurgent targets in Iraq and Syria. The 
goal of Project Maven, according to Air Force Lt. Gen. John N. 
T. Jack Shanahan, director of defense intelligence for the 
warfighter, “is to turn the vast amount of data available to the 
DoD into actionable intelligence and insight” [56]. AI is 
expected to be particularly useful in intelligence activities due to 
the large amounts of data available for analysis. For example, the 
first phase of Project Maven involves automating intelligence 
processing in support of the counter-ISIS campaign. 
Specifically, the Project Maven team is using computer vision 
and machine learning algorithms in intelligence collection cells 
that will analyze footage from unmanned aerial vehicles and 
automatically identify hostile activity for targeted investigation. 
In this way, artificial intelligence (AI) aims to replace human 
analysts' labor, which now requires hours of ‘sifting through 
video’ in order to extract pertinent data [12-14]. The theory 
behind this is that analysts who could be freed up would be able 
to use the data they get to make faster and more informed 
judgments. 

In April 2022, NATO foreign ministers endorsed the Defence 
Innovation Accelerator for the North Atlantic (DIANA) Charter, 
which commits national AI test centers to supporting NATO’s 
ambitious AI projects. DIANA brings together defense 
personnel, promising start-ups from NATO countries, academic 
researchers, and technology companies to address key security 
challenges. 

This program focuses on deep technologies - those emerging and 
disruptive technologies that NATO has identified as a priority, 
including Big Data, Artificial Intelligence, Autonomy, Quantum 
Technologies, Biotechnology, Energy and Propulsion, New 
Materials and Advanced Manufacturing, Hypersonics and Space, 
particularly where they are dual-use (commercial and defense) 
and deep-tech and where they can be used to address complex 
defense and security challenges [54]. The first DIANA regional 
office was opened on 30 March 2023 at the Imperial College 
London Innovation Centre (in partnership with Estonia). 

Figure 1 below presents comparison of military spending and 
share of GDP across selected countries.  
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Fіgure 1. Spending in USD billion and share in percentage [43] 

In 2023, the worldwide artificial intelligence market for the 
military generated $8.9 billion in sales. The software, hardware, 
and services sectors are predicted to generate USD 10.52 billion, 
USD 8.00 billion, and USD 6.18 billion in revenue, respectively, 
by 2032, when the market is predicted to grow to USD 24.7 
billion (see Figure 2). 

 

Figure 2. Global AU in military market, with forecast up to 2032 
[49] 

Another competitor in the defense/security AI market is Israel. 
Although Israel is only 70 years old, it has one of the most 
modern armed forces in the world. Despite Israel’s small size 
and budget (compared to the world’s major superpowers), about 
4.5% of its GDP is spent on defense research and development, 
almost double the OECD average [11]. 

Military applications of AI at Israel’s top 4 defense contractors 
cover the following four areas: 

 Elbit - autonomous loitering drone 
 IAI - autonomous perimeter patrol drone 
 Rafael Advanced Defense Systems - missile guidance 
 IMI Systems - autonomous vehicles 

Elbit - Israel’s top defense contractor - offers Sky-Striker, an 
autonomous loitering munition technology that is claimed to 
help the military conduct stealthy and precise airstrikes on 
targets using an AI-powered autonomous device. 

Artificial Intelligence is becoming more and more prevalent in 
all areas of combat, including cyberspace, space, air, sea, and 
land. It is increasingly a factor that needs to be taken into 
account when making strategic decisions, not just in relation to 
cyberwarfare but also, for instance, by ground troops [44-45]. 
Because of its growing impact, artificial intelligence must be 
better understood and incorporated into different military plans 
and actions. For instance, commanders may need to come up 
with new strategies for unit deployment and concealment as a 
result of AI being integrated into weapon and recognition 
systems. Furthermore, by incorporating AI into their operations, 
military structures and procedures might be redesigned to 
increase operational efficiency, necessitating a new use of labor 
[18]. This macroscopic viewpoint allows us to see AI’s 
transversal and progressively more widespread reach. With AI 
acting as their common denominator, this trend indicates that the 

many sectors of combat are becoming more intertwined than 
before. 

Rethinking and updating the idea of the domains of warfare is 
imperative, with the human/policy domain being included as an 
essential transversal element that AI has brought to bear on the 
concept of defense policy. This shift suggests that new 
weaknesses will also surface, along with new interactions 
between an organization and AI. AI that manages automated 
military procedures, for instance, may be used to afflict military 
institutions and people that rely on it, decreasing effectiveness or 
producing disability [24-28]. By taking advantage of the U.S. 
military’s reliance on policies, this might result in a rise in 
unpredictability. On the other hand, AI may take advantage of 
the individual-centric strategy in the majority of European 
armies by controlling people’s emotions and leading them to 
make poor or self-destructive choices. 

The increasing interplay between AI and humans is the source of 
these serious vulnerabilities, which have the potential to make 
AI the most deadly insider threat. When thinking about the 
future of defense strategy and the core of a military organization, 
this vulnerability needs to be taken into account [29-31]. It is 
crucial to proactively reinterpret what defense means in addition 
to responding to these potential future events. We may better 
prepare for the integration of AI in defense by recognizing and 
resolving these challenges and ensuring that technology and 
human aspects are harmoniously balanced for the best results. 

Additionally, the use of AI to military operations modifies the 
process of formulating and carrying out strategic choices. Since 
AI systems by their very nature rely on preprogrammed 
algorithms and data inputs, any data tampering or corruption 
might result in serious mistakes in the formulation and 
implementation of strategic plans [33-36]. This may have a 
domino effect, causing errors in the scheduling of crucial 
activities, supply chain management, and military movements. 
These weaknesses emphasize the necessity of strong 
cybersecurity defenses and the creation of AI systems resistant 
to both internal and external mistakes [33]. 

This specific circumstance would enable Iran to conduct strikes 
that are far more extensive than what is currently thought to be 
feasible while momentarily eluding Western military 
capabilities. In addition, it may enable Iran’s proxies _ 

Furthermore, using AI in military operations has geopolitical 
ramifications that go beyond simple tactical issues. Depending 
on their own military capabilities and use of military assets, 
nations may perceive AI-enhanced capabilities as a danger or an 
opportunity [47; 58]. This means that the integration of AI into 
defense policies might have an impact on international relations. 
The competitive character of AI development in the military 
sector may cause security dynamics to escalate as local and 
national players constantly compete to surpass one another in AI 
capabilities, thus complicating the dynamics of global security 
[20]. This emphasizes even more how crucial it is for nations to 
work together and have open communication in order to control 
the risks posed by AI in military settings and to set standards and 
laws that can stop tensions from rising and encourage stability. 

despite 
their smaller size and inferior equipment - to develop their 
capabilities, interfere with or disrupt air supplies to US military 
installations in the Gulf, modify drone routes, and carry out 
strikes [38-40]. This is a serious strategic risk that military 
leadership must address with a new understanding of strategic 
dynamics and a revised strategy for cybersecurity and military 
operations. 

AI’s influence on military tactics and national security has 
already been demonstrated by Russia’s continuing conflict in 
Ukraine. The battle has seen civilian tech companies explore 
with AI technologies and play crucial roles in military 
operations. Dubbed by Time’s Vera Bergengruen [4] an “AI war 
lab,” the conflict has lead to civilian tech firms experiment with 
AI tools and play critical roles in military operations. Due to 
their provision of data analytics for drone strikes and monitoring, 
private enterprises like as Palantir and ClearviewAI have 

- 8 -



A D  A L T A   J O U R N A L  O F  I N T E R D I S C I P L I N A R Y  R E S E A R C H  
 

 

emerged as crucial players in the war [49-51].These initiatives 
give rise to questions concerning the growing militarization of 
AI and the moral and legal obligations of the commercial tech 
industry in times of war. Israel has demonstrated the ethical, 
legal, and strategic challenges associated with military AI 
through its algorithmic warfare and its employment of AI 
targeting systems in Gaza with minimal human control. 

The capacity of artificial intelligence (AI) to swiftly and 
effectively handle and analyze enormous volumes of data is one 
of its most important benefits for national security [53; 55].  
Massive amounts of data are produced by intelligence services 
from a variety of sources, such as open-source intelligence, 
satellite photography, and communications intercepts. These 
data may be sorted through by AI-powered systems, which can 
spot trends, abnormalities, and possible risks that human analysts 
would overlook. 

Machine learning algorithms, for instance, are capable of 
analyzing satellite photos to find anomalous troop movements or 
changes in military sites. Millions of social media postings may 
be scanned by natural language processing (NLP) models to find 
new security concerns or monitor the propagation of 
misinformation campaigns. Security services are able to react to 
possible threats faster and with greater informed decision-
making because to this improved analytical capabilities [38]. 

Planning and strategy formulation for national security can 
benefit greatly from AI’s predictive powers. Artificial 
intelligence (AI) models are able to predict possible security 
issues, geopolitical changes, and new threats by evaluating past 
data and present patterns. This makes it feasible for security 
organizations to prepare scenarios more intricately, foreseeing 
potential assaults or crises and becoming ready with the right 
answers [5]. AI systems may, for example, simulate how 
different variables, such political upheaval, economic volatility, 
and climatic change, would affect regional security. This would 
assist decision-makers in creating longer-term security plans that 
are more successful. 

AI can quickly analyze changing circumstances during a crisis or 
battle, assisting political and military leaders in making deft 
judgments under duress. Real-time data from several sources 
may be processed by machine learning algorithms to provide a 
complete image of the battlefield or crisis area [57-59]. This may 
result in less casualties and more strategic decisions being made. 

However, all these advantages have ‘mirror’ risks, and this 
should be understood by world political and military 
establishment. 

Powerful nations like the US and China are engaged in a fierce 
race for superior military technologies. Chin’s 2019 white 
document on national defense promoted the idea of 
“intelligentized warfare”, according to which the PLO’s 
modernization goals depend on utilizing AI. In the meanwhile, 
out of concern that Beijing might strengthen its cutting-edge 
military AI capabilities, the United States has concentrated on 
limiting China’s access to sophisticated semiconductors that are 
essential for AI models. However, it is unclear if these initiatives 
advance global peace, U.S. national security goals, or both. One 
thing is for sure: efforts to regulate AI by limiting exports of 
advanced chips have been compared to nuclear nonproliferation 
tactics. 

However, it is not easy to adapt models from the Cold War era to 
the digital era. Global leader in AI research OpenAI has 
advocated for an AI monitoring organization akin to the 
International Atomic Energy Agency, which keeps an eye on 
nuclear activity. UN Secretary General António Guterres has 
endorsed this idea. Theoretically, there is validity in a worldwide 
multilateral convention like to the Nuclear Nonproliferation 
convention that would stigmatize states seeking strategic gains 
from risky military AI technologies [60-61]. However, AI 
technologies are much more flexible than nuclear weapons, 
which begs serious concerns about the idea of an AI safety 
research and development program modeled after the Manhattan 

Project, which was launched during World War II to create the 
first nuclear weapons. The capacity of nuclear nonproliferation 
regimes in general to adapt is called into doubt by the fast 
growing nature of AI. Furthermore, it is significantly more 
difficult to regulate AI for military and civilian purposes than it 
is for controlling tangible goods like nuclear weapons since AI is 
a general-purpose technological category. 

In overall, “ratio” of key advantages, disadvantages/risks, and 
challenges in implementing AI in national security is presented 
in Figure 3 below.  

 

Figure 3. Key advantages, disadvantages/risks, and challenges 
in implementing AI in national security [18] 

Thus, modern military and the defense industry are unleashing a 
Pandora’s box with the increasing adoption of AI. This new 
technology is unexpected because of its quick development, 
adaptability, and incomplete knowledge of the consequences of 
its use. The factors that will dictate the kind and degree of 
impact it will have on wartime dynamics and the agencies 
implementing it, however, are gradually coming into focus. 
Furthermore, it is clear that this significant shift will need for 
updated perspectives on cybersecurity, military strategy, and 
geopolitical dynamics in order to properly account for the 
advances brought about by artificial intelligence. 

Moreover, the incorporation of AI systems signifies a 
fundamental shift in military strategy and doctrine, not merely a 
technological or operational adjustment. To effectively use the 
potential of AI, extensive training programs for staff members 
and major modifications to command-and-control structures will 
be necessary [62]. Furthermore, as the application of AI in 
combat scenarios raises concerns about decision-making, 
accountability, and the possibility of unexpected effects due to 
AI pollution, ethical considerations will become more and more 
important. 

Finally, as it is seen with the hypothetical scenario of an attack 
on the U.S. military capabilities in the GCC [48], the integration 
of AI systems will bring about a change in the balance of power 
between nations and militaries, which will redefine the various 
regional security complexes and the concept of security in the 
near future [63]. This change will probably result in new 
alliances and rivalries as various entities try to use or undermine 
AI capabilities. Keeping a strategic advantage in this shifting 
environment will be crucial, requiring constant innovation and 
adjustment to the quickly advancing technical development of 
artificial intelligence. 

In conclusion, artificial intelligence (AI) has a great deal of 
promise to improve military capabilities, but it also brings new 
risks and weaknesses that need to be properly considered. In 
addition to concentrating on successfully incorporating AI into 
their operations, military leadership needs to design all-
encompassing plans to reduce the hazards that come with it. This 
entails making investments in cybersecurity, encouraging staff to 
be more watchful and less dependent on predetermined 
procedures, and participating in global initiatives to control and 
oversee the application of AI in military settings. The only way 
to fully profit from AI while lowering the possibility of a 
military escalation is to take a diverse strategy. 
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It is vital that the international community takes a truly human-
centered approach to the development and application of AI in 
conflict-affected areas. It is necessary to start by taking into 
account the obligations and responsibilities placed on the 
individual and the necessary measures to ensure the 
compatibility of the use of these technologies with international 
law, as well as social and moral values. 

The following are some significant worries about the use of AI 
in defense: 

1. The process of ensuring that the goals and actions of an AI 
system correspond with human intent is referred to as 
“alignment”. The intricacy of AI, its ability to learn on its 
own, and the potential lack of transparency in its decision-
making process all contribute to alignment issues. 
Misaligned AI may have unintended repercussions that 
cause harm to humans while achieving its intended 
purpose. The repercussions might range from significant 
disruptions in defense supply chains to collateral damage 
during combat operations. Transparency in decision-
making, the explicit programming of human values, and 
the implementation of feedback mechanisms to adjust the 
AI's behavior are necessary to counteract this. 

2. The worry of “enfeeblement” stems from an over-reliance 
on AI, which may eventually lead to a loss of essential 
human abilities and talents. As AI assumes more duties, 
military personnel may become less proficient in some 
areas, which might impact their readiness for operations. 
This need a well-balanced approach that uses AI to 
enhance human skills rather than to replace them. Regular 
training and skill refreshment are necessary for human 
effectiveness in AI-assisted military missions. 

3. The possible degeneration of knowledge systems brought 
on by an over-reliance on AI is referred to as “eroded 
epistemics”, or the erosion of our knowledge systems. Poor 
strategic and national security judgments may result if the 
defense industry adopts AI system outputs without 
thoroughly examining or comprehending how those 
outputs were produced. 

Defense personnel need more AI knowledge and training in 
order to counteract this. This entails teaching students about the 
fundamental decision-making processes of AI systems in 
addition to how to use them. In addition, it is vital to cultivate an 
environment where people are prepared to question AI results, 
respect critical thinking, and see human intuition and machine 
intelligence as complimentary forces. Additionally, creating 
more transparent systems that offer intelligible justifications for 
their choices might guarantee greater inspection and 
comprehension, assisting in preventing the notion of AI as a 
"black box." 

Literature: 
 
1. Avedyan, L., Gavkalova, N., & Belyavtseva, V. (2023). 
The effectiveness of the development of territories in the state 
regional system politicians. Financial and Credit Activity 
Problems of Theory and Practice, 4(51), 333–344. https://do 
i.org/10.55643/fcaptp.4.51.2023.4116 
2. Baltgailis, J., & Simakhova, A. (2022). The Technological 
Innovations of Fintech Companies to Ensure the Stability of the 
Financial System in Pandemic Times. Marketing and 
Management of Innovations, 13(2), 55-65. 
3. Bashtannyk, A., Kveliashvili, I., Yevdokymov, V., 
Kotviakovskyi, Y., & Akimov, O. (2021). Legal bases and 
features of public administration in the budget sphere in Ukraine 
and foreign countries. Ad Alta: Journal of interdisciplinary 
research, 1(1), XVIII, 63-68. 
4. Bergengruen, V. (2024, February 8). How Tech Giants 
Turned Ukraine Into an AI War Lab. Time. https://time.com/ 
6691662/ai-ukraine-war-palantir/ 
5. Biltgen, P. (2024). AI for defense and intelligence. Tallaios. 
6. Bobrovska, О., Lysachok, A., & Kravchenko, T. (2021). 
The current state of investment security in Ukraine in the context 
of covid-19 and its impact on the financial and economic 

situation of the state. Financial and Credit Activity-Problems of 
Theory and Practice, 1(36), 233-242.  DOI: 10.18371/FCAP 
TP.V1I36.227770 
7. Bondar, O., Petrenko, G., Khalilov, A., & Vahonova, O. 
(2022) Construction Project Management Based on the Circular 
Economy. IJCSNS. International Journal of Computer Science 
and Network Security, 22(9), 630-635. DOI: 10.22937/I 
JCSNS.2022.22.9.82 
8. Borodin, Y., Sorokina, N., Tarasenko, T., Volkova, N., 
Akimova, L., & Akimov, O. (2023). Social Policy Development 
In The Conditions Of Digital Transformation Of Society. Ad 
Alta: Journal of interdisciplinary research, 13(01), XXXIV, 40-
46. DOI: 10.33543/1301344046 
9. Borysenko, O., Kitsak, T., Pasichnyi, R., & Karpa, M. 
(2022). Features of the Implementation of Public Authority in 
the Context of Modern International Security Challenges: 
Information Component. IJCSNS. International Journal of 
Computer Science and Network Security, 22(8), 123-128. DOI: 
10.22937/IJCSNS.2022.22.8.16  
10. Cebula, J., Chygryn, O., Chayen, S. V., & Pimonenko, T. 
(2018). Biogas as an alternative energy source in Ukraine and 
Israel: Current issues and benefits. International Journal of 
Environmental Technology and Management, 21(5-6), 421-438. 
11. Dolinko, I., & Antebi, L. (2024). Embracing the Organized 
Mess: Defense AI in Israel. In: Borchert, H., Schütz, T., 
Verbovszky, J. (eds) The Very Long Game. Contributions to 
security and defence studies. Springer, Cham. 
https://doi.org/10.1007/978-3-031-58649-1_18 
12. Dulski, Paweł., Ilnicki, Aleksander., Kurnicki, Leszek., & 
Słomki, Wojciech. (2022) The Personal and Common good in 
the theory of state solodarism. Ad Alta: Journal of 
interdisciplinary research, 12(2), XXIX, 79-85. 
13. Dzwigol, H. (2021). Meta-analysis in management and 
quality sciences. Marketing and management of innovations, 
(1), 324-335. 
14. Ferdman, H. Filippova V., & Kozak I. (2024). Innovation 
Defense Clusters - An Effective Driver Of Defense And 
National Security Of Ukraine. Ad Alta: Journal of 
interdisciplinary research, 14(01), XLI. - PP. 201-206. - DOI: 
https://doi.org/10.33543/j.140141.201206 
15. Gaievska, L., Karlova, V., Bobrovska, O., Kulynych, M., 
Akimova, L., & Akimov, O. (2023). Public-Private Partnership 
As A Tool For Implementing State Policy. Ad Alta: Journal of 
interdisciplinary research, 13(01), XXXIV, 21-30. DOI: 
10.33543/1301342130 
16. Garcia, D. (2024). The AI military race: Common good 
governance in the age of artificial intelligence. Oxford 
University Press. 
17. Gavkalova, N., Akimova, L., & Akimov, O. (2023). Anti-
crisis Management Mechanism in the Digital Age. Marketing 
and Management of Innovations, 14(4), 188–199. DOI: 
10.21272/mmi.2023.4-14 
18. Greene, J. (2023). National security and artificial 
intelligence. Nova Science Publishers.  
19.  Halushka, Z. Bobrovskyi, O. & Kharechko D. (2024). State 
Policy Of Wellbeing In The Face Of Global Challenges: 
Problems Of Socialization, Socio-Economic Transformation 
Against The Background Of The Introduction Of Digitalization 
And Artificial Intelligence Technologies. Ad Alta: Journal of 
interdisciplinary research, 14(01), XLI. 195-200. DOI: 
10.33543/j.140141.195200  
20. Hull, A. D., Liew, J. K.-S., Palaoro, K. T., Grzegorzewski, 
M., Klipstein, M., Breuer, P., & Spencer, M. (2022). Why the 
United States must win the Artificial Intelligence (AI) Race. The 
Cyber Defense Review, 7(4), 143-158. 
21. Hynek, N. (2022). Militarizing artificial intelligence. 
Routledge. 
22. Iqbal, Sh., Rizvi, W., Haider, M., Raza, S. (2023). Artificial 
Intelligence in Security and Defense: Explore the integration of 
AI in military strategies, security policies, and its implications 
for global power dynamics. International Journal of Human and 
Society, 3(4), 341-353. 
23. Jones, H. (2022). When AI rules the world: China, the U.S., 
and the race to control a smart planet. Bombardier Books. 

- 10 -

https://doi.org/10.55643/fcaptp.4.51.2023.4116�
https://doi.org/10.55643/fcaptp.4.51.2023.4116�
https://doi.org/10.18371/FCAPTP.V1I36.227770�
https://doi.org/10.18371/FCAPTP.V1I36.227770�
https://doi.org/10.22937/IJCSNS.2022.22.9.82�
https://doi.org/10.22937/IJCSNS.2022.22.9.82�
https://doi.org/10.33543/1301344046�
https://doi.org/10.22937/IJCSNS.2022.22.8.16�
https://doi.org/10.33543/1301342130�
https://doi.org/10.21272/mmi.2023.4-14�


A D  A L T A   J O U R N A L  O F  I N T E R D I S C I P L I N A R Y  R E S E A R C H  
 

 

24. Jones, C. (2019). Artificial Intelligence, international 
competition, and the balance of power. International Security, 
44(3), 162-200. 
25. Karpa, M., Akimova, L., Serohina, N., Oleshko, O., & 
Lipovska, N. (2021). Public administration as a systemic 
phenomenon in society. Ad Alta: Journal of interdisciplinary 
research, 11(1), XV, 56-62. 
26. Kitsak, T., Karpa, M., Domsha, O., Zhuk, O., & Akimov, O. 
(2023) Artificial Intelligence As A Tool Of Public Management 
Of Socio-Economic Development: Economic Systems, Smart 
Infrastructure, Digital Systems Of Business Analytics And 
Transfers. Ad Alta: Journal of interdisciplinary research, 13(01), 
XXXIV, 13-20. DOI: 10.33543/1301341320 
27. Koibichuk, V., Ostrovska, N., Kashiyeva, F., & Kwilinski, 
A. (2021). Innovation technology and cyber frauds risks of 
neobanks: gravity model analysis. Marketing and management 
of innovations, (1), 253-265. 
28. Koshova, S., Lytvynova, L., & Kaliuzhna, S. (2022). 
Regulatory and Legal Aspects of Information Support for the 
Provision of Administrative Services in the Field of Public 
Administration as a Communicative Culture of a Public Servant. 
IJCSNS. International Journal of Computer Science and 
Network Security, 22(9), 595-600. DOI: 10.22937/IJCSNS.2 
022.22.9.77 
29. Kryshtanovych, M., Gavkalova, N., & Shulga, A. (2022) 
Modern Technologies for Ensuring Economic Security in the 
Context of Achieving High Efficiency of Public Administration. 
IJCSNS. International Journal of Computer Science and 
Network Security, 22(2), 362-368. DOI: 10.22937/IJCSNS.202 
2.22.2.42 
30. Kulikov, P., Anin, O., Vahonova, O., & Niema, O., (2022). 
Scientific and Applied Tools for Project Management in a 
Turbulent Economy with the Use of Digital Technologies. 
IJCSNS. International Journal of Computer Science and 
Network Security, 22(9), 601-606. DOI: 10.22937/IJCSNS.20 
22.22.9.78 
31. Kwilinski, A., Lyulyov, O., Dzwigol, H., Vakulenko, I., & 
Pimonenko, T. (2022). Integrative smart grids’ assessment 
system. Energies, 15(2), 545. 
32. Lappo, V.V., & Soichuk, R.L. (2022) Digital technologies 
of support the spiritual development of students. Information 
Technologies and Learning Tools, 88(2), 103-114. DOI: 
10.33407/itlt.v88i2.3403 
33. Lax, E. (2024, August 4). The strategic implications of AI in 
defense: Redefining the future of global security. Trends 
Research & Advisory. https://trendsresearch.org/insight/the-
strategic-implications-of-ai-in-defense-redefining-the-future-of-
global-security/ 
34. Levytska, S., Pavlov, C., Kupchak, V., & Karpa, M. (2019). 
The role of accounting in providing sustainable development and 
national safety of Ukraine. Financial and credit activity: 
problems of theory and practice, 30 (3), 64-70.  DOI: 10.18371/ 
FCAPTP.V3I30.179501 
35. Liubkina, O., Murovana, T., Magomedova, A., Siskos, E., & 
Akimova, L. (2019). Financial instruments of stimulating 
innovative activities of enterprises and its improvements. 
Marketing and Management of Innovations, 4, 336-352.  
DOI: 10.21272/MMI.2019.4-26 
36. Lukashev, S., Avedyan, L., & Akimov, O. (2022). 
Functioning Of United Territorial Communities And 
Identification Of Main Problems Of Organizational Support Of 
Local Budget Management. Financial and Credit Activity 
Problems of Theory and Practice, 2(43), 107–117. https://do 
i.org/10.55643/fcaptp.2.43.2022.3708 
37. Marchenko, A., Akimova, L., & Akimov, O. (2021) The 
current state of ensuring the effectiveness of coordination of 
anticorruption reform. Ad Alta: Journal of interdisciplinary 
research, 11(2), XX, 78-83 
38. Masakowski, Y. (2020). Artificial intelligence and the future 
global security environment. In: Masakowski, Y.R. (Ed.) 
Artificial Intelligence and Global Security, Emerald Publishing 
Limited, Leeds, pp. 1-34. 
39. Mihus, I., Koval, Y., & Dmitrenko, V. (2020). Improvement 
of the methodological approach to assessing the impact of public 
governance on ensuring the economic security of the state. 

Financial and Credit Activity-Problems of Theory and Practice, 
4(35), 180-190. DOI: 10.18371/fcaptp.v4i35.221969 
40. Mihus, I., Laptev, S., & Gaman, N. (2021). Influence of 
corporate governance ratings on assessment of non-financial 
threats to economic security of joint stock companies. 
Financial and Credit Activity: Problems of Theory and 
Practice, 6(41), 223–237. DOI: 10.18371/fcaptp.v6i41.251442 
41. Novak, A., Bashtannyk, V., Tkachenko, I., Terska, S., 
Akimova, L., & Akimov, O. (2022) Anti-corruption as a 
component of state policy. Ad Alta: Journal of interdisciplinary 
research, 12(1), XXV, 79-87. 
42. Ozdemir, G. (2024). Artificial intelligence arms dynamics: 
The case of the U.S. and China rivalry. Seta Yayınları. 
43. Pangarkar, T. (2024, April 15). Artificial intelligence in 
military statistics 2024 by efficiency, tech, simulations. SCOOP 
Market. https://scoop.market.us/artificial-intelligence-in-
military-statistics/ 
44. Pavic, A., & Berisa, H. (2024). Artificial intelligence and 
national security strategy development – challenges and 
perspectives. Natzionalny Interes, XX(48), 53-75. 
45. Razumei, M., Kveliashvili, I., Kazantsev, S., Hranyk, Y., 
Akimov, O., & Akimova, L. (2024). Directions And Prospects 
Of The Application Of Artificial Intelligence In Customs Affairs 
In The Context Of International Relations. Ad Alta: Journal of 
interdisciplinary research, 14(01), XL, 179-186. DOI: 10.335 
43/j.140140.179186 
46.  Rosłoń, D., Lukianchenko, D., Zlenko, S., Kulibaba, O., 
Akimov, O., & Akimova, L. (2023). European Standards Of The 
Rights Of The Parties To The Case In The Application Of Civil 
Action Enforcement Measures And Their Implementation In 
Ukraine. Ad Alta: Journal of interdisciplinary research, 13(02), 
XXXVII, 12-21. DOI: 10.33543/j.130237.1221 
47. Ruitenberg, R. (2024, may 17). France Turns to AI for 
Signals Analysis in Underwater Acoustics War. Defense News. 
https://www.defensenews.com/global/europe/2024/05/17/franc 
e-turns-to-ai-for-signals-analysis-in-underwater-acoustics-war/ 
48. Rumyk, I., Laptev, S., Seheda, S., & Karpa, M. (2021) 
Financial support and forecasting of food production using 
economic description modeling methods. Financial and Credit 
Activity: Problems of Theory and Practice, 5(40), 248–262. 
DOI: 10.18371/fcaptp.v4i35.245098 
49. Schraagen, J. (2024). Responsible use of AI in military 
systems. Chapman and Hall/CRC. 
50. Serohina, T., Pliushch, R., Pobirchenko, N., Shulga, N., 
Akimova, L., Akimov, O. 

51. Shavarskyi, I., Falshtynskyi, V., Dychkovskyi, R., Akimov, 
O., Sala, D., Buketov, V. (2022). Management of the longwall 
face advance on the stress-strain state of rock mass. Mining of 
Mineral Deposits, 16(3), 78-85. DOI: 10.33271/mining16. 
03.078  

(2022) Pedagogical Innovations In Public 
Administration And Legal Aspects: The Eu Experience. AD ALTA: 
Journal of interdisciplinary research, 12(1), XXV, 7-13.  

52. Shestakovska, S., Bondar, N., Kravchenko, I., Kuznetcova, 
M., Akimova, L., & Akimov, O. (2022). Comparative 
Characteristics Of Social Leave: International And Foreign 
Experience. AD ALTA: Journal of interdisciplinary research. 
12(1), XXV.  27-32. 
53. Smith, M. M., Jenks, J. D., & Mathews, J. A. (2021). 
Artificial intelligence and the security dilemma. Texas National 
Security Review, 4(2), 66-84. 
54. Smyrnova, I., Krasivskyу, O., & Babych, A. (2021). 
Analysis of The Application of Information and Innovation 
Experience in The Training of Public Administration Specialists. 
IJCSNS International Journal of Computer Science and Network 
Security, 21, 3, March 2021, 120-126. 
55. Staniewski, Marcin W.; Slomski, Wojciech; Ryzinski, 
Remigiusz (2015) Are ethics in entrepreneurship possible at all? 
Filosofija-Sociologija, 26(3), 193-200. 
56. Strokes, J., & Sullivan, A. (2023). U.S.-China competition 
and military AI. CNAS. 
57. Sukhova, K., Borodin, Y., Tarasenko, T., Komarova, K., 
Akimova, L., & Akimov, O. (2022). Organizational mechanism 
of state management of social services in territorial 
communities. Ad Alta: Journal of interdisciplinary research, 
12(1), XXVII, 188-192. 

- 11 -

https://doi.org/10.33543/1301341320�
https://doi.org/10.22937/IJCSNS.2022.22.9.77�
https://doi.org/10.22937/IJCSNS.2022.22.9.77�
https://doi.org/%2010.22937/IJCSNS.2022.22.2.42�
https://doi.org/%2010.22937/IJCSNS.2022.22.2.42�
https://doi.org/10.22937/IJCSNS.2022.22.9.78�
https://doi.org/10.22937/IJCSNS.2022.22.9.78�
https://publons.com/publon/27362607/�
https://publons.com/publon/27362607/�
https://doi.org/10.18371/FCAPTP.V3I30.179501�
https://doi.org/10.18371/FCAPTP.V3I30.179501�
https://publons.com/publon/28592784/�
https://publons.com/publon/28592784/�
https://doi.org/10.21272/MMI.2019.4-26�
https://doi.org/10.18371/fcaptp.v6i41.251442�
https://doi.org/10.33543/1301342130�
https://doi.org/10.18371/fcaptp.v4i35.245098�


A D  A L T A   J O U R N A L  O F  I N T E R D I S C I P L I N A R Y  R E S E A R C H  
 

 

58. Takach, G. (2024). Cold War 2.0: Artificial intelligence in 
the new battle between China, Russia, and America. Pegasus 
Books. 
59. Vasylevska, T., Shevchenko, S., Sydorenko, N., 
Gradivskyy, V., Akimova, L., & Akimov, O. (2022). 
Development Of Professional Competence Of Public Servants In 
The Conditions Of Decentralization Of Public Authority. Ad 
Alta: Journal of interdisciplinary research, 12(2), XXIX, 61-66. 
60. Zahorskyi, V., Bobrovskyi, O., Bondarenko, D., & Karpa, 
M. (2022). Ensuring Information Security in the System of 
Public Management of Sustainable Development of the Region: 
EU Experience. IJCSNS. International Journal of Computer 
Science and Network Security, 2(8), 163-168. DOI: 
10.22937/IJCSNS.2022.22.8.21  
61. Zaiachkivska, O.V., Levytska, S.O., Karpa, M.I., & Gupta, 
S.K. (2020). Modern analytical instruments for controlling the 
enterprise financial performance. Financial and Credit Activity-
Problems of Theory and Practice, 2(33), 314-323. DOI: 10.18 
371/FCAPTP.V2I33.206967 
62. Ziabina, Y., & Navickas, V. (2022). Innovations in energy 
efficiency management: role of public governance. Marketing 
and management of innovations, (4), 218-227. 
63. Zilinska, A.S. Gavkalova, N.L. Avedyan, L.Y., & 
Kyrychenko, Y.V. (2022). Efficiency In The Context Of 
Ensuring Sustainable Territorial Development. Financial and 
Credit Activity Problems of Theory and Practice, 4(45), 234–
243. DOI: 10.55643/fcaptp.4.45.2022.3830 
 
Primary Paper Section: A 
 
Secondary Paper Section: AD, AE 
 
 
 
 

- 12 -

https://doi.org/10.22937/IJCSNS.2022.22.8.21�
https://doi.org/10.18371/FCAPTP.V2I33.206967�
https://doi.org/10.18371/FCAPTP.V2I33.206967�
https://doi.org/10.55643/fcaptp.4.45.2022.3830�


A D  A L T A   J O U R N A L  O F  I N T E R D I S C I P L I N A R Y  R E S E A R C H  
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

PAPERS PUBLISHED IN THE JOURNAL EXPRESS THE VIEWPOINTS OF INDEPENDENT AUTHORS. 

- 132 -




	01
	140244
	papers
	A
	A_01

	X_back_last
	X_back02

