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Abstract. The relevance of this study is driven by profound transformations in the global security environment, the
intensification of geopolitical instability, the proliferation of hybrid threats, and the expansion of digital challenges, all
of which significantly reshape the operating conditions of national public administration systems. The purpose of the
study was to provide a comprehensive analysis of the impact of global security megatrends on public administration and
to substantiate the agile approach as an effective governance response to contemporary challenges. The methodological
basis of the study relied on an interdisciplinary review of academic sources and a conceptual synthesis of approaches
from public administration, security studies, resilience theory, and adaptive governance. The paper analysed key
global security megatrends, including digitalisation, globalisation, geopolitical shifts, economic disruptions, and hybrid
threats, and identified their cumulative effects on the transformation of public administration paradigms. The findings
demonstrated that conventional bureaucratic models are increasingly inadequate in environments characterised
by high uncertainty, multidimensional risks, and rapid change. The study highlighted the growing importance of
adaptability and resilience as core attributes of contemporary public administration. Drawing on international studies
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and empirical cases, including examples from Africa, Indonesia, and European countries, the analysis showed that
agile public administration contributes to improved public service delivery, enhanced decision-making capacity, and
greater institutional responsiveness to hybrid and geopolitical challenges. Agile governance was conceptualised as an
integrative management model that combined digital transformation, cross-sectoral collaboration, and citizen-oriented
service design. The practical significance of the study lies in its applicability to the development of public administration
reform strategies and the implementation of agile governance approaches within public sector institutions operating
under conditions of contemporary global security transformation

Keywords: state administration; economic security; military security; globalisation; agile governance

Introduction

The global security situation in the field of public admin-
istration is complicated, characterised by classic dangers
like interstate conflict and transnational concerns like
cybersecurity, climate change, and pandemics. This ne-
cessitates a shift in public administration from a solely
military perspective to a more flexible, interdisciplinary,
and collaborative strategy that considers human security,
developing technologies, and international cooperation.
To manage these dynamic risks, public administrators
must be proactive and strategic, while also retaining cit-
izen trust and responding to non-state actors’ expanding
impact. Under conditions of globalisation, not only con-
tradictory but also mutually exclusive processes are un-
folding. On the one hand, there is a growing democra-
tisation of public life, the deepening interdependence of
countries and peoples, and the expansion of humanity’s
technological and information capabilities. But on the
other hand, it is undeniable that the threats, challenges,
and risks directly associated with globalisation outweigh
all its achievements in many regions of the world. These
include the rise of terrorism, hybrid wars, environmental
problems, illegal migration, etc. In this landscape, the role
of public administration in ensuring state security is be-
coming increasingly more crucial, which implies shaping
new comprehension of public administration problems in
the context of global security transformations.

Y. Papadopoulos (2025) described current-stage trans-
formation as moving “from public to transnational ad-
ministration”. According to the researcher, policymaking
is frequently the result of multiscalar interactions across
global, regional, national, and subnational decisional lev-
els. This has not gone ignored among public administra-
tion (PA) scholars. PA research began to push beyond the
confines of “methodological nationalism”, which holds the
nation-state to be the most fundamental (and even natural)
structuring principle of social and political relations.

As J.M. Ramirez & J. Biziewski (2020) claimed, not
just individual regions, but the world as a whole was
finding itself in a state of growing imbalance between
prosperity and backwardness, tolerance and conflict,
post-industrialism and traditionalism in lifestyle. Appar-
ent stability is in fact deceptive, harbouring within it the
seeds of tectonic shifts that could simultaneously upend
all familiar notions and reference points. The research-
ers emphasised that these alarming processes are mani-
festing themselves in the political life of both individual

countries and the global community as a whole. They
are reflected in the work of national governments and
are initiating the creation of new official structures and
informal movements.

Z. Han & M. Papa (2022) in their study presented the
evidence that the number of participants in internation-
al relations was growing dramatically. Geopolitical sta-
bility was being challenged, and calls for more inclusive,
multipolar, and reform-oriented approaches are growing
as a result of the end of the Cold War, the emergence of
multipolarity, the inefficiency of existing institutions, and
new technological threats. The reinterpretation of security
beyond state defence to encompass human security, the
incorporation of digital technologies, and the rise of or-
ganisations such as the BRICS as a force promoting a new,
more sovereign-based international structure are impor-
tant components of this shift.

Some scholars focused their research on the analysis
of PA’ future challenges. The paper by T. Christensen &
P. Laegreid (2025) discussed the future theoretical, the-
matical, empirical, and normative problems for public ad-
ministration as a research area. Theoretically, it advocated
for merging organisational and institutional approaches
that address theories at the meso-level while taking con-
text into account, and stronger linkages to political science
that address accountability issues and the time dimension.
Furthermore, based on empirical research, the authors ar-
gued for studying public administration as “living” polit-
ical organisations from a design perspective, addressing
decision-making in public administration but also delving
deeper into the effect chain, and studying multilevel gov-
ernance and the relationships between public administra-
tion and other institutional domains.

According to P. de Santayana (2025) the prevailing be-
lief in Western cultures that war was a thing of the past, it
was brought about by the conclusion of the Cold War, the
fall of the communist regime, and the subsequent success
of the liberal-democratic model. Three decades later, the
global landscape was completely different: nuclear weap-
ons have reclaimed their lost importance, war has retaken
the forefront of international relations, and Europe faces
the possibility of a worrying escalation. The wars in the
Middle East and Ukraine have damaged the US-led inter-
national order, alienated the Global South from Western
leadership, and brought China and Russia, two revisionist
countries, closer to North Korea and Iran.
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Ukrainian researchers R. Shchokin et al. (2023)
aimed to investigate the function of public administra-
tion in guaranteeing national security in the framework
of strategy development and implementation. The find-
ings showed that Russia’s actions have exacerbated the
security situation in European and transitional nations,
reducing the efficacy of public administration in pro-
tecting state security. The researchers underlined that
Ukraine’s Fragile State Index has reached a critical level
in 2023, emphasising the importance of taking prompt
action to counter threats. Another team of Ukrainian
scholars — H. Mykhalchenko et al. (2025) - in their recent
research explored Ukraine’s public administration within
the context of global challenges, focusing on war, digital
transformation trends, migration, and economic instabil-
ity. The study emphasised the necessity of systemic, inte-
grated approaches to sustain effective governance in ever
evolving global environment.

All these facts testify to the increasing complexity of
the structure of global security as an external environ-
ment for national public administration domains. With
an emphasis on resilience, security governance, and the
integration of non-state actors and networks, the evolv-
ing global security architecture has a substantial impact
on national public administration and necessitates the
development of new, proactive, flexible, and digitally
driven paradigms. To effectively address changing, mul-
ti-domain security challenges, such as cyber threats, eco-
nomic instability, and geopolitical shifts, public admin-
istrations must modernise institutional and regulatory
frameworks, adopt strategic thinking and cross-sectoral
coordination, and utilise digitalisation. In light of this,
this paper aimed to contribute to the integrative scien-
tific discourse analysing new roles, challenges, and pros-
pects of public administration within the context of new
global security vectors and paradigms.

During the study, the authors used methods of sys-
tems analysis, generalisation, classification, systemic,
and structural and functional approaches. The authors
drew on a civilisational approach to studying social phe-
nomena. The main tool of research was integrative lit-
erature review (Cronin & George, 2020). The process of
finding and screening was carried out within the follow-
ing scientometric databases (libraries): ScienceDirect,
Wiley, MDPI, ResearchGate, Emerald Insight. The array
of inquires included: global security, global security
transformation, global security and public administra-
tion, impact of global security landscape on nation-scale
governance. Criteria of inclusion the entry into final
sample implied the presence of empirical research/thor-
ough theoretical study/systematic review/report/case
study, time frame 2010-2025, peer-reviewed or mono-
graphic publications, English as a language of publica-
tion. Data analysis was conducted using the integrative
review technique, which allowed for a comprehensive
literature synthesis that included findings from various
research methodologies.
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Global security trends
and paradigm shifts
in public administration

In the third decade of the millennium, there is already
rather solid array of discussions narratives and scholar-
ly studies devoted to correlations between transforma-
tion of global security architecture and national public
administrations functioning and development. The shift
from an internal and introverted approach to PA in the
era of New Public Management to large issues of global
governance, legitimacy, resilience, and a stronger focus
on large external forces and mega-trends like fiscal aus-
terity, digitalisation and technological changes, migra-
tion and demographic changes, climate change, societal
security, international relations, and globalisation is one
important future trajectory that is required (Kusumasa-
ri et al., 2023; Wei et al., 2024). Additionally, transdis-
ciplinary public administration research is becoming
more popular (Meijer & Ettlinger, 2025). This academic
approach enables the creation of a conceptual model of
transdisciplinary knowledge integration in the public
sector that identifies obstacles and offers solutions. Key
aspects of existing narratives can be briefly summarised
as shown in Table 1. Thus, it can be seen that in the
sphere of public administration, new paradigms shift
from old bureaucratic models to more collaborative, cit-
izen-centric, and technologically driven approaches with
an emphasis on governance, digitisation, sustainabili-
ty, and public value. Multi-level governance, flexibili-
ty, performance management, transparency, and equity
are important tenets that frequently use data and public
input to provide more efficient and responsive servic-
es. The active digitalisation and digital transformation
of public administration is a new “window to opportu-
nities” that can provide society and public authorities
with new ways to increase trust and transparency. How-
ever, new challenges arise. According to A. Baimenov &
P. Liverakos (2025), public administration needs more
coordination, technological innovation, and adaptive
governance in the new security environment, which is
moulded by complexity such as hybrid threats and cy-
berattacks. This entails encouraging openness, changing
governmental institutions, funding the training of lead-
ers, and putting data-driven security plans into action.
To create more robust and efficient national security
systems, important tactics include enhancing cyber-
security, bringing domestic laws into compliance with
international norms, and fostering international collab-
oration. Studies by C. Yang et al. (2024) highlighted the
crucial role of coordinated digital transformation efforts
in enhancing overall efficiency. According to S. Eom &
J. Lee (2022), government digital transformation was
accelerated in response to the challenges posed by the
COVID-19 pandemic due to the rapid development of
digital technologies, which contributed to innovative ef-
fectiveness. However, it has also brought forth a number
of difficulties, paradoxes, and ambiguities.
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Table 1. Global security transformation impact on national public administrations: Literature narratives summarising

Key drivers of transformation

Impact on national public administration

Challenges and recommendations

Multi-domain environment: integrated
methods are necessary as security threats
increasingly emerge across the digital,
information, and physical domains

Transition from reactive to proactive
management: to foresee and avert dangers to
security, public administrations must create

strategic, forward-thinking methods

Regulatory framework updates: in order
to handle emerging challenges and
promote efficient governance, states need
to update their institutional
and legislative frameworks

Geopolitical instability: conventional
security models need to be reassessed
in light of the emergence of asymmetric
threats and changes in the global balance
of power

Stress on security governance: to handle
complex threats, a move toward collaborative
governance frameworks including a range
of stakeholders (public, corporate, and civil
society) is required

Improving human capital: it is essential
to invest in educating managers
and public servants about digital
technology and strategic thinking

Technological developments: new
vulnerabilities and capabilities that affect
national security are being created by
digitalisation, artificial intelligence (AI),
and network technologies

Resilience and adaptability: public
administrations must increase their ability
to adjust to quickly shifting security
environments and strengthen their country’s
resistance to external shocks

Balancing national sovereignty and
collaboration: public administrations must
discover flexible methods to participate
in international collaboration while
maintaining important national powers

Role of non-state players: as non-
state players become more involved,
innovative methods to security
cooperation and adaptable partnership
clusters are needed

Digitalisation and innovation: for better
public service delivery and efficient
decision-making, digital tools and data
analysis must be integrated. Cross-sectoral
coordination: for a comprehensive security
response, coordination across the many
branches of government economic, political,
informational, etc. must be strengthened

Ensuring accountability and transparency:
keeping strategic communications and
decision-making transparent is essential to
fostering successful collaborations
and public trust

Source: developed by the authors based on S. Lukman & A. Hakim (2024), A. Baimenov & P. Liverakos (2025), H. Ferdman et

al. (2025), I Piatnychuk et al. (2025)

Thus, the expanding reliance on digital technologies
has increased systemic exposure to cyber vulnerabilities,
making security risks an inherent by-product of digital
transformation in public administration. Cyber threats
pose a serious risk, with state and non-state actors in-
creasingly exploiting digital flaws to undermine critical
infrastructure, steal sensitive information, and influence
political processes. Since cyber threats are so widespread
and can attack from anywhere in the globe while remain-
ing anonymous, traditional protection measures are inef-
fective. As a result, governments are making significant
investments in offensive and defensive cyber capabilities,
resulting in an “arms race”. In order to preserve the se-
curity of critical services, communication networks, and
financial systems, governments today must protect both
physical and virtual borders. In addition to the serious
risks of war, the world is also at risk from unchecked and
increasingly powerful Al methods, including the failure to
adequately address macroeconomic and financial market
vulnerabilities (Kaya, 2024). The increasing sophistication
of cyberattacks, as evidenced by ransomware attacks on
critical infrastructure, emphasises the necessity of compre-
hensive cybersecurity measures.

Taken together, these technological, cyber, and sys-
temic risks highlight that contemporary security challeng-
es cannot be understood in isolation from broader glob-
al structural processes. Digital vulnerabilities, economic
interdependencies, and transnational threats increasingly
intersect with globalisation, reshaping the environment in
which public administrations operate. The monographic by
H. Khan (2018) made an effort to comprehend the diffi-
culties associated with globalisation and public sector gov-
ernance. Since implementation duties necessitate collabo-
ration between the public and private sectors, the terms

“governance” and “public administration” were used inter-
changeably throughout the book. The significance of the
relationship between the public and private sectors on a
national and international scale is implied by globalisation.
Therefore, managing all the parties providing government
services presents significant issues for public administra-
tion. In fulfilling governmental functions, public adminis-
tration operates within both internal and external environ-
ments that are profoundly shaped by globalisation. As a
result, global developments increasingly influence public
organisations at multiple levels. The researcher looked into
how globalisation has affected public sector leadership,
sustainability, e-governance, ethics and accountability,
and human resource management. Public administration is
impacted by globalisation in a number of ways, including
the erosion of conventional sovereignty, the rise in efficien-
cy expectations brought about by new public management
strategies like privatisation, and the necessity of cross-bor-
der collaboration for problems like pandemics and climate
change. Additionally, it causes problems including the fail-
ure of policies to be implemented because they do not fit
local circumstances, the deterioration of social safety nets,
and a rise in international inequality (Greminger, 2022;
Karolyi et al., 2025).

Overall, security challenges have arisen as a critical
geopolitical landscape for public governance, necessitating
the development of robust policies and encouraging inter-
national cooperation to sustain national and global stabil-
ity. The rise of cyber threats, terrorism, and international
crime has significantly altered the security landscape in
an era of unprecedented technological advancements and
globalisation. As a result, governments are forced to con-
stantly innovate and adapt to a wide range of complicated
and changing risks.

Democratic Governance, 2025, Vol. 18, No. 2



Karpa et al.

The era of “hybridity”:

New threats and their implications
Against the backdrop of globalisation, digital transforma-
tion, and intensifying geopolitical competition discussed
above, contemporary security challenges are increasingly
characterised by hybrid dynamics that reshape the operat-
ing environment of public administration. Threats to pub-
lic administration in the era of hybridity include informa-
tion warfare and disinformation campaigns that undermine
public confidence, cyberattacks on vital infrastructure, for-
eign influence and acquisition of sensitive data, and dest-
abilisation due to the blurring of public and private sector
boundaries. Significant obstacles include the difficulty in
identifying these dangers and the requirement for a more
coordinated response from numerous public and private
organisations. Evolving of the concept of hybrid warfare
gradually led to emerging concept of “hybrid peace” (Wal-
lis et al., 2018), and every nation-state’ PA has to align its
functioning with this new reality.

Within the landscape of hybrid threats, careful counter-
terrorism plans and vigilant intelligence are required due
to the persistent threat of terrorism. From well-planned,
massive attacks to isolated incidents, terrorist tactics are
always evolving, necessitating a multifaceted approach
that includes state-of-the-art monitoring technologies, in-
ternational intelligence collaboration, and community en-
gagement programmes. Governments are forced to strike
a balance between security and individual liberties as a
result of this constant monitoring, which regularly leads to
heated debates concerning privacy, civil liberties, and the
extent of state surveillance.

Transnational crime, which encompasses people
trafficking, smuggling of drugs and weapons, and other
crimes, complicates the regulatory environment. The in-
terconnectedness of the globalised world is exploited by
these crimes, which easily transcend national borders and
call for thoughtful, coordinated responses. International
law enforcement agencies must collaborate more than ever
before, sharing strategies and intelligence, in order to dis-
mantle cross-border criminal networks. However, this ne-
cessitates overcoming significant administrative and diplo-
matic challenges because various countries have different
legal systems, objectives, and capacities.

A bright example of new hybrid threats is China’ strat-
egy of “magic weapon”. In a speech in September 2014,
Xi Jinping emphasised the value of united front work and
political influence initiatives, referring to them as the
CCP’s “magic weapons”. Under Xi, the Chinese govern-
ment has increased its efforts to influence other countries.
The targeted governments’ political systems’ integrity and
sovereignty could be compromised by China’s foreign in-
fluence operations (Brady, 2021). This new latent threat
was not fully comprehended by public administrations, but
the countries of Five Eyes alliance (a long-standing intel-
ligence-sharing partnership among the United States, the
United Kingdom, Canada, Australia, and New Zealand) al-
ready manifest concerns and design vectors to counteract.
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By modifying political systems, redefining nation-
al priorities, altering international norms and standards,
and preserving regional stability, China’s rise serves as
an illustration of the shifting global power dynamics that
have a substantial impact on public governance. First,
China’s growing influence challenges established political
systems, compelling many countries to reconsider their
governance frameworks in the context of China’s state-led
development approach. The democratic failures that have
taken place globally, particularly in the US and Europe,
raise doubts about the fundamentals of governing systems
(Saaida, 2023). This paradigm may inspire other nations
to adopt it in order to achieve rapid economic growth,
as it contrasts with Western democratic norms by com-
bining economic liberalisation with authoritarian govern-
ance. Second, each country’s priorities are reshaped when
they coordinate their strategies to benefit from China’s
economic growth. For instance, nations participating in
the Belt and Road Initiative, China’s global infrastructure
and investment strategy aimed at enhancing connectivi-
ty through transport, energy, and digital networks, alter
their economic and infrastructural policies to attract Chi-
nese investment, placing a greater emphasis on connectiv-
ity and economic development than on more convention-
al priorities. These forces are partly responsible for the
global political and economic elites’ efforts to create ev-
er-more-comprehensive trade regulation frameworks that
lessen the variety of state arrangements.

These developments illustrate that contemporary
transformations in public governance are deeply embed-
ded in broader power configurations and cross-border in-
teractions. To systematically interpret such dynamics and
their implications for public administration, a geopolitical
perspective provides an essential analytical framework.
According to M.M.M. Aslam et al. (2024), geopolitics can
be viewed as a process that facilitates understanding of
tensions and conflicts at local, regional, national, and
global levels. Actors’ power struggles may also be shown.
Public governance may effectively handle these tensions
and conflicts with the aid of this understanding. In summa-
ry, geopolitics plays a significant role in shaping the strat-
egies and regulations employed by public administration.
It provides a lens through which one may see the complex
relationships — geography, power, politics, and interna-
tional relations — that are essential to effective public gov-
ernance. Therefore, a deeper comprehension of geopoli-
tics can facilitate more clever, perceptive, and effective
public governance. An unstable international climate is
brought about by wars in the Middle East and Europe, the
rise of authoritarian regimes, and continuing hostilities
with major countries. Energy shocks and other economic
vulnerabilities can be brought on by geopolitical changes,
which can lead to instability that puts pressure on gov-
ernmental regulations and necessitates stronger financial
systems. Cross-border transfers and policy changes are
influenced by geopolitical interdependence. Furthermore,
in order to effectively collaborate with other countries on
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common issues, public administration must get past dis-
parities in political and legal frameworks.

Beyond shaping political strategies and regulatory
frameworks, geopolitical dynamics also generate pro-
found economic consequences that directly affect gov-
ernance capacity. These economic disruptions constitute
a critical channel through which geopolitical and geoeco-
nomic tensions translate into tangible challenges for pub-
lic administration. Regional economic, geoeconomic,
and geopolitical disputes impede trade, investment, and
economic progress. Stable governance is dependent on
a strong economy. Regional conflict can affect the econ-
omy in both the short and long term. In the near term,
infrastructure damage can disrupt services and manufac-
turing, resulting in employment losses, lower personal
incomes, and less revenue for the government. In the af-
fected area, this may exacerbate poverty and inequality.
The instability and uncertainty caused by conflict may
eventually deter both international and domestic invest-
ment, which is evident on the example of Russo-Ukrain-
ian war, Israeli-HAMAS war, and various local conflicts,
in particular, on African continent. This lack of invest-
ment may hinder economic recovery and growth even
after the conflict is gone. Furthermore, because skills and
expertise may be lost or underutilised as a result of peo-
ple being relocated during conflicts, human capital may
be depleted (Ladreit et al., 2024).

Disruptions of trade routes can affect the region im-
mediately, but they can also have a significant effect on
nearby countries that rely on them for import and export.
This could affect these countries’ economies by causing
shortages and price increases for goods. Furthermore, the
government’s ability to uphold peace and provide services
may be jeopardised by the economic disruptions caused by
conflicts. Governments depend on a growing economy for
revenue, and its disruption may limit their ability to pro-
vide public services, infrastructure, and social welfare. This
might further destabilise the region by making people lose
trust in the administration.

In particular, conflicts in Africa are fuelled by com-
plicated problems including political marginalisation,
governance difficulties, and winner-take-all politics,
which are frequently made worse by rivalry for resourc-
es and outside intervention. Conflicts often arise in au-
tocratic or semi-authoritarian states, while violent ex-
tremist groups frequently impact democratic countries.
Public management is a significant influence. Although
external responses have frequently been insufficient be-
cause of a one-size-fits-all or Western-centric perspec-
tive, effective public administration and non-military
techniques are essential for handling crises. Taken to-
gether, hybrid security threats, geopolitical power shifts,
and conflict-induced economic disruptions expose the
growing vulnerability of public governance systems, un-
derscoring the need for adaptive, coordinated, and resil-
ient public administration responses in an increasingly
complex and unstable global environment.

Adaptive, resilient,
and agile public administration
in the era of hybridity

Conditions in which regional conflicts, economic
shocks, and demographic shifts overlap are particularly
acute in countries of the Global South, especially in Afri-
ca. In this context, the combination of political instability,
economic vulnerability, and limited institutional capacity
creates a highly challenging environment for public ad-
ministration. Consequently, the central issue is not only
the scale of the threats themselves, but also the ability of
public administrations to adapt, maintain resilience, and
develop flexible governance responses to continuously
evolving challenges.

E. Kikasu & N. Dorasamy (2025) investigated how to
navigate the dynamic terrain of public administration gov-
ernance in Africa using new adaptation and resilience tech-
niques and tactics. The researchers underlined that effec-
tive public administration governance in the 21 century
necessitates responding to a constantly changing terrain of
complicated societal needs, technology breakthroughs, and
altering political situations. African public administrations
face an increasingly complicated governance landscape
as a result of rising urbanisation, demographic shifts, and
shifting global dynamics. The study argues that traditional
governance systems are no longer adequate to manage the
complex difficulties confronting African countries, and that
new strategies are required to create resilience and adapt
to an ever-changing environment. The study proposed a
framework for navigating Africa’s changing public adminis-
tration governance landscape, highlighting the importance
of continuous learning, collaboration, and innovation in
ensuring successful and sustainable governance practices.
Adopting a culture of experimentation, collaboration, and
ongoing learning can help public administrators to be-
come more equipped to handle new problems and grasp
chances for advancement. The dynamic landscape of public
administration governance in Africa through creative ad-
aptation and resilience practices and tactics was discussed
and supported by a number of theories in the context of
this study. The study’s conceptual framework was com-
posed of theories such as public administration theory,
complexity theory, resilience theory, adaptive governance
theory, and innovation management theory (Fig. 1). Thus,
PA needs a dynamic balance and integrative science across
politics, management, and law. There is the shift to “in-
tegrative” public administration, and gradual adopting of
agile approach within unstable and highly turbulent glob-
al environment. Negotiating the ever-changing terrain of
governance calls for creative methods and tactics in public
administration. Adaptation and resilience are key concepts
associated with the attainment of development outcomes
among the diverse creative techniques being implement-
ed in diverse public administration environments (Meule-
man, 2021). Therefore, creative techniques are essential
to improve adaptation and resilience outcomes. The abil-
ity of organisations to adapt to changing conditions, seize
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opportunities, and reduce risks is referred to as adaptation
(Bag et al., 2023). Conversely, resilience comprises the abili-
ty to endure the consequences of unforeseen adverse events,
bounce back quickly from disturbances, and go on with pro-
ductive and efficient operations (Villasana-Arreguin & Pas-
tor Pérez, 2023). In the context of public administration,

49

resilience and adaptation are essential for overcoming dif-
ficult obstacles including social upheavals, pandemics, and
political and economic crises. For public managers attempt-
ing to negotiate unclear and complicated challenges in a
highly dynamic global context, adaptation and resilience
are essential and crucial components (Sellberg et al., 2018).

administratio|

Strategiesin \
i public '

Contextual
factors

Effective
innovation
outcomes

complexity theory

” resilience theory

Shifting
political

PUBLIC

 GOVERNANCE

contexts

innovation management theory
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v resilience

practices

public administration theory

Transparency
and
accountability

Figure 1. Conceptual framework for studying public administration domain features in the dynamic landscape
of contemporary security patterns

Source: E. Kikasu & N. Dorasamy (2025)

A.V. Raksnys & A. Valickas (2022) stated that the use
of complexity theory in public administration governance
takes into consideration governance structures, policymak-
ing, decision-making, and service delivery. This indicated
the following. Complexity theory can assist policymakers
in understanding the potential implications of policy ac-
tions and identifying potential unintended consequences;
inform decision-making by appreciating the limitations of
human cognition and the significance of considering many
perspectives and stakeholders; aid in comprehending the
relationships between service delivery systems and the
communities they serve, and how to provide more efficient
services; guide the creation of governance frameworks,
including decentralised decision-making procedures or
networked organisations; and assist adaptive manage-
ment techniques, which entail making adjustments to
decisions, learning from mistakes, and adapting to chang-
ing circumstances. The adaptive governance theory is a

relatively recent method of comprehending and research-
ing governance in public administration, wherein complex-
ity theory is applied to governance through policymaking,
decision-making, and service delivery (Kreienkamp & Pe-
gram, 2021). It emphasises the significance of adaptability,
flexibility, and learning in governance systems to manage
complex and dynamic situations (Head, 2022).

In the 1990s, the concept of adaptive governance
was developed within the work of the Resilience Alli-
ance — an international research network focused on un-
derstanding resilience and adaptive capacity in complex
social-ecological systems — initially with an emphasis on
ecosystem and natural resource management (Partelow et
al., 2020). It was then applied in other sectors, including
as urban planning, disaster management, and healthcare.
Adaptive governance is a governance style in public ad-
ministration that respects uncertainty and complexity, and
the fact that the environment is inherently variable and
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complicated, making outcome prediction impossible. It fa-
cilitates cooperation between different stakeholders, such
as government agencies, civil society organisations, and
private sector entities; emphasises achieving desired out-
comes over structures; permits adjustments and changes
in response to new information, feedback, and changing
circumstances; and integrates diverse perspectives, includ-
ing those from science, community, and practice. It also
promotes experimentation, learning from failures, and con-
tinuous improvement to address emerging challenges. But
according to L. Kong et al. (2022), resilience theory is an
interdisciplinary idea that has grown in acceptance recent-
ly, especially when it comes to public administration and
governance. The ability of a system, group, or individual to
endure, adjust, and bounce back from hardship, trauma, or
disturbance is known as resilience (Mujjuni et al., 2021).
Resilience theory can be used in the context of public admi-
ration governance to comprehend how public institutions
and governments might increase their ability to handle
uncertainty, respond to crises, and promote favourable re-
sults. Adaptation, flexibility, teamwork, learning from mis-
takes, equity, and social justice are the main tenets of resil-
ience theory in public administration (Laskey et al., 2023).

As a result, according to resilience theory, interactions
between people, organisations, and institutions produce
resilience, which is a system-level attribute. To consider
the relationships between the various parts of the system,
public administrators take a comprehensive approach. In-
stead, then just responding to changing conditions, it en-
tails adapting to them (Frigotto et al., 2022). Public man-
agers should place a high priority on adaptive capacity,
which enables them to modify plans and actions when
circumstances change. Furthermore, according to this
idea, resilient systems can adapt to changing conditions
without becoming inflexible or rigid (Eriksen et al., 2021).
This calls for public administrators to be flexible and quick
to adjust to new knowledge or unforeseen circumstanc-
es. Moreover, cooperation between various stakeholders,
such as governmental bodies, nonprofits, corporations,
and neighbourhood associations, is frequently necessary
for resilience. Public administrators in this situation must
encourage collaborations and networks to take advantage
of group assets and capabilities.

The above ideas are progressively evolving into the
agile public administration paradigm, which is character-
ised by its human-centred focus, cross-functional teams,
iterative and adaptive nature, collaboration and feedback,
and evidence-based learning (Hong & Kim, 2020). Agile
public administration uses data analytics, collaborative
efforts, and adaptive governance to tackle emerging is-
sues such as deepfakes, information overload, and shift-
ing threats. Through ongoing feedback loops and iterative
procedures, this strategy enables governments to adapt to
complicated circumstances more swiftly and efficiently,
increase efficiency, and provide better services. Develop-
ment of leadership abilities that encourage experimenta-
tion and cross-agency collaboration, and movement from

inflexible, old models to adaptable, data-driven, and con-
stituent-centred frameworks, are important components.
In order to increase efficiency, citizen-centricity, and ad-
aptability in the delivery of policies and services, agile
public administration applies private-sector agile concepts
such as cross-functional teams, iterative work, and contin-
uous feedback to government. Through human-centric de-
sign, evidence-based learning, and prompt adaptation, it
moves away from inflexible, command-and-control struc-
tures and toward flexible, collaborative procedures that
enable quicker answers to changing citizen requirements
and complicated situations.

Agile public administration
as a response to hybrid
and geopolitical challenges
While traditional public administration models struggle to
cope with uncertainty, rapid change, and overlapping secu-
rity, economic, and societal pressures, agile public admin-
istration emerges as a practical framework for translating
adaptability and resilience into concrete institutional prac-
tices. In this context, the idea of agile governance, which
emphasises flexibility, adaptability, and responsiveness to
quickly changing conditions, represents a paradigm shift
in public administration (Li et al., 2023). Adopting agile
governance approaches is essential for improving the effec-
tiveness of public service delivery and policy execution as
governments throughout the world struggle with complex
issues (Mengqi & Yin, 2023).

As societal expectations change as a result of globali-
sation, public administrators are under pressure to pro-
vide services that are more responsive and focused on the
needs of the public. Government organisations today are
expected by the public to be responsive, accountable, and
nimble. This expectation calls for a change from the con-
ventional bureaucratic model to one that is more focused
on the consumer needs. To better understand and satisfy
the expectations of the public, public administrators are
increasingly implementing customer relationship manage-
ment principles (Topal, 2022; Medaglia et al., 2023). Agile
governance should take the issue of migration into its “or-
bit” as a pressing issue that has to be resolved immediately,
as it has become one of the key elements influencing the
security transition in host nations.

These governance challenges are increasingly being ex-
amined through empirical studies that illustrate how agile
approaches operate in specific national contexts. In the con-
text of Indonesia, the results of the study by S. Lukman &
A. Hakim (2024) offered a thorough analysis of the intricate
connections among inclusive decision-making, digital trans-
formation, agile governance, political stability, and civilian
satisfaction with public services. Agile governance and
citizen happiness were found to be positively correlated.

The adoption of agile in public administrations was ex-
amined by O. Neumann et al. (2024) using translation the-
ory and Scandinavian institutionalism as a framework. The
researchers examined how agile was implemented in public
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contexts and how they handle related issues by interviewing
representatives of 19 German public administrations. Three
translation mechanisms were identified by the findings: agile
as a methodology that closely adheres to its original values
and principles, agile as governance to promote cross-func-
tional collaboration, and agile reduced to a cultural concept.

J. Dowdy & K. Rieckhoff (2017) discussed leveraging
agile principles to address national security. The phrase
“agile security” just surfaced. This phrase suggested that
governments need to approach security with an agile mind-
set. Only agile public administration can effectively take
into consideration and cope with agile security elements

Level of government
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and its overall landscape. Agile approaches have the pow-
er to revolutionise a government’s operations, planning,
and service delivery. Significant progress has already been
achieved by certain government agencies. Every level of
government should adopt agile ideas and practices in or-
der to overcome obstacles to change. In fact, the most suc-
cessful agile tenets will vary depending on the tasks and
priorities of the central government, its agencies, and their
teams, as well as the various levels of government organi-
sations. Ch. Hastings (2024) proposed the conceptual idea
of particular agile principles that might be implemented at
various governmental levels (Fig. 2).

Agile principles

Central
government

@ Objectives and key results
(OKRs)

@ Quarterly business reviews

. Cross-lunclional leamns

- " People e

Figure 2. Specific agile principles that can be applied at different levels of government

Source: Ch. Hastings (2024)

Accelerated digitalisation and “agile” as a manage-
ment concept could be used to improve the flexibility, re-
sponsiveness, adaptability, and resilience of public admin-
istrations during times of crisis, allowing them to function
in accordance with good governance principles in today’s
VUCA world - a world characterised by “volatility”, mean-
ing rapid and often unpredictable changes; “uncertainty”,
when future developments and the consequences of deci-
sions are difficult to foresee; “complexity”, arising from the
interaction of multiple interdependent actors, rules, and
processes; and “ambiguity”, where causal relationships are
unclear and situations can be interpreted in different ways.
Agile’s contributions to public administrations include, but
are not limited to, the development of flexible organisa-
tional structures to overcome silo approaches, improved
understanding of the requirements, processes, and proce-
dures for new services, the responsible use of discretion-
ary power by public servants, improved resource sharing,
increased accountability and transparency, and increased
collaboration with stakeholders, including increased cit-
izen participation. According to this method, one of the
main forces behind good governance is the integration of
the complementary and/or mutually supporting aspects of
an agile and digitalised public administration.

Conclusions
The review conducted in the study showed that in the
context of accelerating global change, public administra-
tion is faced with new challenges, among which the most

significant ones are the unprecedented growth of infor-
mation flows, and the globalisation of economic, social,
and political and administrative processes, which create
new opportunities and constraints for the functioning of
national governments. Globalisation and technologisa-
tion are rapidly changing institutional design and public
administration practices. National governments, while
remaining key actors in the political process, are facing
fundamentally new challenges associated with an excep-
tionally dynamic external environment characterised by
the continuous evolution of threats and challenges.

The study examined global security megatrends, in-
cluding digitalisation, globalisation, geopolitical instabili-
ty, hybrid threats, and economic disruptions, and analysed
their cumulative impact on public administration systems.
Particular attention was paid to the transformation of
governance paradigms, the growing role of resilience and
adaptation, and the increasing relevance of hybrid and
multi-domain security environments. The analysis also
explored the implications of geopolitical power shifts and
conflict-driven economic shocks, with a special focus on
governance challenges in fragile and developing regions.

The findings demonstrated that conventional bureau-
cratic models of public administration are increasingly in-
adequate in addressing the complexity, uncertainty, and
interconnectedness of contemporary global security chal-
lenges. In this context, agile public administration emerges
as a coherent and integrative governance paradigm capa-
ble of translating adaptability, resilience, and flexibility
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into concrete institutional practices. Agile governance en-
ables public administrations to respond more effectively to
hybrid threats, geopolitical pressures, technological disrup-
tions, and evolving societal expectations.

In conclusion, successful public governance in the 21
century depends on negotiating the complex terrain of
geopolitical problems. Adaptive and resilient governance
systems are necessary due to the interplay of internation-
al conflicts, economic changes, environmental changes,
and technological improvements. To handle these compli-
cations and protect national stability, governments must
give diplomacy, security, and sustainable development top
priority. In the end, governments’ success in guaranteeing
wealth and security for their inhabitants will depend on

emerge stronger through proactive and adaptive govern-
ance. Future research should further explore empirical
applications of agile governance across diverse national
and regional contexts, examine its long-term institutional
effects, and investigate the interplay between agile public
administration, democratic accountability, and public trust
in environments characterised by persistent geopolitical
and security instability.
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Mpo6nemun ny6niyHOro ynpaBniHHA
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AHOTaLif. AKTyanbHICTh JOCTiIKeHHs 3yMOBJIeHa TIJIMOOKUMHU TpaHchOpMaIisAMU TrjI06aJbHOrO Ge3MneKOBOro
cepefOBUIA, 3pPOCTAHHAM TIeOlOJIITUYHOI HecTabiJIbHOCTI, MOMMPEeHHAM TiOpUAHUX 3arpo3 Ta IUPPOBUX BUKJIMKIB,
AKi CyTTEBO 3MiHIOIOTh YMOBU (QYHKI[IOHYBaHHs HaIliOHAJIbHUX CHCTEM MAepXXaBHOTO yNpaBJjiHHA. MeTol cTaTTi
OyB KOMILJIEKCHUH aHaJIi3 BIJIMBY I06ajibHUX 0e3leKOBHX MeraTpeH[iB Ha PO3BUTOK IyOJIiYHOTO yIpaBJIiHHA Ta
oOrpyHTyBaHHA agile-migxoay fAK edeKTHMBHOI yNpaBJIiHCHKOI BiANOBiAi Ha cy4YacHi BUKJIMKYA. MeTO[I0JIOTi4HOH0
OCHOBOI [JOCJigXeHHA OyB MiXAUCLUUIUIIHADHUIN aHaJjli3 HayKOBUX [AXepeJ, KOHIeNTyaJIbHUN CUHTe3 MiAXOoiB 3
ny0OJIiYHOTO yIIpaBJIiHHA, 6e3NeKOBUX CTYAil, Teopil CTIHKOCTi Ta aAaNTUBHOTO BpAAYBAaHHA. ¥ CTaTTi IpoaHai30BaHO
KJIIOUOBI MeraTpeHAu rijo0asbHOI Oe3neku, 30kpemMa udpoBizallilo, riaobasisailito, TeonoJIiTUYHI 3CyBU, eKOHOMiuHi
MOTPSACIHHA Ta TriOpuUAHi 3arpo3u, i BU3HaueHO IXHiN CyKyNHHH BIJINB Ha TpaHchopMalilo mapagurM Jgep>kaBHOT'O
yrnpasJiiHHA. [lokazaHo, L[0 TpaAuliliHi OGIOpPOKpaTUYHI MOJesi Jedajii MeHIIe BiANOBifalTh yMOBaM BHCOKOI
HEeBU3HAUEHOCTi, 6araTOBUMipHOCTi Ta MBUAKUX 3MiH. OOIpyYHTOBAHO 3POCTAHHA POJIi aAANTUBHOCTI Ta CTiHKOCTI K
0a30BUX XapaKTEPUCTUK CydacHOro my6JiiuHOTO yrpaBjiHHA. Ha OCHOBI aHaJi3y MiXXHapoAHUX AOCJigXeHb i KeliciB
(3okpema kpaiH Adpuku, IHAOHE3il Ta €BpomerchKUX JepXxaB) OBeleHo, 1o agile-myGiiyHe ympaBiliHHA crpuse
NiABUIeHHIO e(eKTUBHOCTI HaJaHHA MyOJIiYHUX NOCJIYyT, MOKPaILeHHIO YIIPaBJIiHChbKUX PillleHb i 34aTHOCTI iIHCTUTYIil
pearyBaTu Ha riGpUIHI Ta reonosiTUYHi BUKJINKYA. Agile-miaxia po3rjAHYTO AK iHTerpaTUBHY yIPaBJIiHCBKY MOJEJb,
1[0 moeqHY€e HudpoBizamito, MiXkceKTopaJbHYy CIiBIpalLi0 Ta Opi€eHTAallil0 Ha moTpebu rpoMaAsAH. [IpakTUyHa I[iHHICTh
JOCJIiIPKeHHA [T0JIATa€ y MOXJIMBOCTi BUKOPUCTaHHA OTPUMAaHNX BUCHOBKIB IIPU po3po0JIeHHi cTpaTeriii peopMyBaHHA
my6JIiYHOro yrpaBJIliHHA Ta BIPOBAXKEHHI agile-miaxoAiB y AiAnpHICTh OpraHiB JepXXaBHOI BjaJd B YMOBAaX Cy4aCHUX
Oe3neKoBUX TpaHcdopmaniin
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