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MICROSERVICE ARCHITECTURE: ADVANTAGES, DISADVANTAGES AND
IMPLEMENTATION EXAMPLES

This article provides an in-depth analysis of microservice architecture,
highlighting its conceptual foundations, key principles, and distinctions from
monolithic and service-oriented architectures (SOA). The study examines the
main advantages of adopting microservices, such as scalability, fault tolerance,
independent deployment, and technology diversity, as well as the potential
challenges including increased complexity in system management, distributed
transactions, and the need for advanced monitoring.

A practical case study is presented, simulating the migration of a Customer
Relationship Management (CRM) system from a monolithic to a microservice-
based architecture. The migration plan focuses on decomposing the system into
independent services (user management, orders, payments, reporting) while
implementing DevOps practices, CI/CD pipelines, and modern monitoring
solutions. The results of the simulation show that microservice adoption can
significantly reduce deployment time, increase system resilience, improve
scalability, and facilitate testing.

Keywords: microservices, scalability, containerization, Kubernetes, API
Gateway, DevOps, distributed systems.

Introduction. The growing complexity of modern IT systems and the
demand for rapid, reliable delivery of software have highlighted the limitations of
traditional monolithic architectures. In a monolith, all components are tightly
coupled, making scaling, updating, and introducing new technologies more
difficult as the system grows.

Microservice architecture (fig. 1) addresses these challenges by
decomposing applications into small, independent services, each responsible for a
specific business function. This allows for independent deployment, easier
scalability, and fault isolation. Communication between services typically relies on
lightweight protocols such as REST or gRPC, enabling technology diversity and
flexible development workflows. Industry leaders such as Netflix, Amazon, and
Spotify have demonstrated the effectiveness of microservices in handling millions
of daily requests, reducing deployment times, and maintaining high availability
under heavy loads.
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Fig. 1. Global adoption of microservice architecture (2015-2025)

However, microservices also introduce new challenges, including distributed
transaction management, more complex monitoring, and the need for advanced
DevOps practices. This paper analyzes the principles, benefits, and limitations of
microservice architecture, explores supporting technologies, and presents a
simulated migration case study from a monolithic to a microservice system.

Overview of microservice architecture. In the early stages of software
development, most applications were built as monoliths — single deployable units
that contained all business logic, data access layers, and user interface
components in one codebase [1]. While monoliths are simpler to design and
deploy in the early stages, they present challenges as applications grow:

e Jlong deployment cycles due to the need to redeploy the entire
application for every update;

e tight coupling between modules, making it harder to introduce
changes without affecting other components;

e imited scalability, as scaling requires deploying the entire system
rather than specific bottlenecks.

The introduction of Service-Oriented Architecture (SOA) in the 2000s
addressed some of these issues by organizing software as a set of services that
communicated over enterprise messaging systems. However, SOA
implementations often relied on heavyweight protocols (e.g., SOAP) and
centralized governance, which slowed down development. Microservice
architecture builds on SOA principles but applies them in a lighter, more agile
form. Services are smaller in scope, decentralized in governance, and designed for
independent deployment.

Key characteristics of microservices:

e independence — services can be developed, deployed, and scaled
independently, allowing faster release cycles;
e loose coupling — minimal dependencies reduce the risk of cascading

failures and simplify service replacement.
8



e technology diversity — teams can choose the most suitable technology
stack for each service (polyglot architecture);

e decentralized data management — each service may own its database,
improving performance and scalability;

e resilience and fault isolation — failures in one service do not necessarily
affect others;

e continuous delivery — independent deployment pipelines enable
frequent updates with reduced risk.

Table 1

Comparison of monolithic and microservice architectures

Criteria Monolithic Architecture Microservice Architecture
Technology Single technology stack for Polyglot approach — each service
stack the entire application can use the most suitable

technology for its purpose
Scalability Vertical scaling Horizontal scaling per service
Deployment Single deployable unit Multiple deployable units
model

Maintenance

Simple at small scale but
becomes complex and rigid
as the system grows.

Higher operational complexity
but more flexible maintenance
due to modular structure

Best use
case

Small to medium-sized
applications with stable
requirements

Large, evolving, high-traffic
applications requiring rapid
scaling and frequent updates

Supporting technologies and tools. The adoption of microservice
architecture relies on a mature technological ecosystem that enables efficient
deployment, communication, orchestration, and monitoring of distributed
services. At the core of this ecosystem is containerization, with platforms such as
Docker and Podman packaging applications and their dependencies into portable,
lightweight containers. This approach ensures consistency across development,
testing, and production environments, allowing each microservice to run in
isolation while maintaining predictable behavior regardless of the hosting
environment.

Managing containers at scale requires orchestration platforms like
Kubernetes or OpenShift. These systems automate the deployment, scaling, load
balancing, and self-healing of containerized services. They also enable rolling
updates and seamless failover, which are crucial for maintaining high availability
in production environments with dozens or hundreds of microservices.

For communication between services, microservice architectures employ
both synchronous and asynchronous approaches. Synchronous interactions often

9



use REST for its simplicity and compatibility or gRPC [2] for its high performance
and compact binary data format. Asynchronous communication is typically
implemented through message brokers such as RabbitMQ or Apache Kafka, which
support event-driven patterns, improve system decoupling, and enhance
resilience against network or service outages.

To handle incoming requests from clients, APl gateways like Kong, NGINX, or
Traefik serve as a single entry point to the microservice ecosystem. They manage
routing, authentication, rate limiting, and request transformation while hiding the
internal service structure from external consumers. This improves both security
and maintainability.

Another important component is the service mesh, exemplified by Istio and
Linkerd. Service meshes manage secure service-to-service communication, adding
features such as mutual TLS encryption, traffic control, and observability without
requiring modifications to the application code. By separating communication
logic from business logic, they reduce development complexity and standardize
operational practices.

And the distributed nature of microservices demands robust monitoring and
logging solutions. Tools like Prometheus and Grafana collect and visualize real-
time performance metrics, while the ELK Stack (Elasticsearch, Logstash, Kibana)
centralizes and analyzes logs from multiple services. Together, they provide the
visibility needed to detect performance bottlenecks, identify failures, and
maintain system health at scale (fig. 2).

Monitoring & Logging
(Prometheus, Grafana, ELK Stack)

Service Mesh
{Istio, Linkerd)

APl Gateway
(Kong, NGINX, Traefik)

Communication
{REST, gRPC, Kafka, RabbitMQ)

Orchestration
(Kubernetes, OpenShift)

Containerization
(Docker, Podman)

Fig. 2. Ecosystem of microservice technologies

Implementation examples and use cases. Microservice architecture has
been adopted across a wide range of industries, often becoming a key factor in
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achieving scalability, resilience, and faster time-to-market. One of the most cited
success stories is Netflix, which transitioned from a monolithic architecture to
microservices to handle its massive global streaming demand. This change
enabled Netflix to scale individual components such as content recommendation,
streaming servers, and user interfaces independently, ensuring uninterrupted
service even during peak usage. Similarly, Amazon adopted microservices to
optimize its e-commerce platform, allowing different teams to manage product
catalogs, payment processing, and customer reviews without interfering with
each other’s workflows (fig. 3).

Microservices in E-commerce

Client Apps N
{Web/Mobile) API y Auth Service

Product Service Cart Service Order Service

Inventory Service Payment Service Notification Service

Message Broker lonitoring & Lagging

Fig. 3. Microservices in E-commerce

In the financial sector, microservices have become essential for processing
millions of transactions in real time. Banks and fintech companies often split their
systems into specialized services — such as fraud detection, payment gateways,
and account management — each of which can be scaled independently based on
demand. This modularity improves fault isolation: if one service fails, others can
continue operating, minimizing customer impact [3].

The Internet of Things (loT) domain also benefits significantly from
microservices. 10T ecosystems often involve thousands of devices sending data to
a central system. By separating data ingestion, processing, analytics, and
visualization into independent services, organizations can scale each component
according to its specific workload. For example, a high-frequency data ingestion
service can be scaled without affecting the analytics module, optimizing both
performance and cost.

Another common use case is in e-commerce and retail, where businesses
must respond quickly to seasonal demand spikes. Microservices allow for rapid
deployment of new marketing features, targeted recommendations, and dynamic
pricing without risking downtime for the entire platform.

11



In all these cases, the advantages of microservices —independent scalability,
fault isolation, and technology diversity — have enabled organizations to innovate
faster while maintaining system stability. However, the transition from monolithic
systems requires careful planning, as the benefits are most evident when
supported by robust infrastructure, effective DevOps practices, and strong
governance models.

Implementation challenges and solutions. While microservice architecture
offers numerous advantages, its implementation introduces a new set of technical
and organizational challenges. Addressing these effectively is essential to ensure
that the benefits of microservices outweigh the added complexity.

One of the most significant challenges is managing distributed transactions.
In @ monolithic system, operations that span multiple modules can often be
handled within a single database transaction. In microservices, where each service
may have its own database, achieving strong consistency is more complex.
Common solutions include the Saga pattern, which coordinates transactions as a
series of local steps with compensating actions, and Event Sourcing, where state
changes are stored as a sequence of events that can be replayed to rebuild system
state.

Another issue is monitoring and observability. In a distributed system, a
single user request may traverse multiple services, making it harder to identify
performance bottlenecks or the root cause of failures. Implementing centralized
logging (e.g., ELK Stack) and distributed tracing tools (e.g., Jaeger, Zipkin) helps
track requests end-to-end. Metrics collection with Prometheus, combined with
visualization in Grafana, provides real-time insights into service health and
performance.

Configuration management also becomes more complex, as each service
may have multiple environment-specific settings. Storing and managing these
securely is critical. Tools like HashiCorp Vault and Consul offer secure storage and
dynamic configuration updates without redeployment. The operational
complexity of microservices requires robust CI/CD pipelines to automate build,
test, and deployment processes. Platforms such as GitLab CI, Jenkins, or GitHub
Actions [4] enable teams to integrate automated testing, vulnerability scanning,
and rolling deployments, reducing human error and accelerating delivery.

Lastly, organizational challenges should not be overlooked. Teams must
adopt a DevOps mindset, with closer collaboration between developers,
operations, and QA engineers. Clear service ownership, well-defined API
contracts, and strong governance policies are essential to prevent "microservice
sprawl!" and maintain system coherence over time.

12



Table 2
Common challenges and recommended solutions in microservice implementation

Challenge Description Solution
Distributed Operations spanning multiple Saga pattern, Event
transactions services with separate databases Sourcing, eventual
are difficult to coordinate consistency
Monitoring and Hard to trace requests across Centralized logging (ELK
observability multiple services and detect Stack), distributed
bottlenecks tracing (Jaeger, Zipkin),
Prometheus + Grafana
Deployment Frequent deployments across Automated CI/CD
complexity many services can lead to errors pipelines (GitLab Cl,
and inconsistencies Jenkins, GitHub Actions),
rolling updates
Service-to- Network latency, failures, and Use service mesh (Istio,
service security issues between services Linkerd), mTLS
communication encryption, retry and
circuit breaker patterns

Conclusion. Microservice architecture has established itself as a powerful
alternative to traditional monolithic design, enabling organizations to achieve
higher scalability, resilience, and flexibility in software development. By
decomposing complex systems into independent, loosely coupled services,
businesses can scale individual components, accelerate feature delivery, and
reduce the risk of full-system outages.

The analysis presented in this paper demonstrates that successful
microservice adoption requires more than just a change in architecture — it
demands a robust technological foundation, well-defined governance, and a
mature DevOps culture. The case study of migrating a CRM system from a
monolithic to a microservice-based design highlighted measurable improvements
in deployment speed, scalability, and operational stability. At the same time, it
revealed the importance of addressing challenges such as distributed transaction
management, observability, and configuration security.

In conclusion, microservice architecture is best suited for large, evolving
applications with diverse and rapidly changing requirements. For smaller or less
dynamic systems, the operational overhead may outweigh the benefits.
Organizations considering this transition should begin with careful domain
decomposition, invest in container orchestration and observability tools, and
establish clear ownership of services. By combining technical best practices with
strategic planning, businesses can fully leverage the advantages of microservices
while minimizing their inherent complexities.
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Ocranuyk O. M., K.T.H., goueHT; CamowmaioK A. C., acnipaHT (HauioHanbHWi
YHiBEPCUTET BOAHOrO rocnoAapcTea Ta NPUPOAOKOPUCTYBaHHA, M. PiBHe)

MIKPOCEPBICHA APXITEKTYPA: NEPEBATU, HEAOANIKW TA NPUKNAOMN
PEANI3ALLIT

Y uiii cTatTi HaBeaeHoO NOrnAMGAEHUt aHani3 MIKPOCEPBICHOT apXiTeKTypw,
BUCBIT/IIOIOTHCA ii KOHLUENTYa/bHi OCHOBM, KNIOYOBiI NPUHLMUNK Ta BigMIHHOCTI Big,
MOHONITHUX Ta CepBiCHO-OpieHTOBaHUX apxiTekTyp (SOA). Y pochnigKeHHi
PO3rNAAHYTO OCHOBHI MNepeBarn BMNPOBAJ}KEHHA MIKpoOcepBiciB, TaKi fK
macwtaboBaHicTb, BiAMOBOCTIUKICTD, He3anexHe po3ropTaHHA Ta
Pi3HOMAHITHICTb TEXHONOriIW, a TaKOX MNOTEeHUiAHIi npobaemun, BKAKO4YaAOUMU
NiABULLEHY CKNAAHICTb ynpaBniHHA CUCTEMOLO, poO3nogineHi TpaH3aKuii Ta
HeOobXiAHICTb PO3WMPEHOr0 MOHITOPUHTY.

MpeAacTaBNeHO NPAKTUYHWUIA MPUKANAA, WO MOAENIOE Mirpauilo cucrtemu
ynpaBniHHA B3aemoBigHOCMHaMn 3 KiaieHTamm (CRM) 3 MOHONITHOI Ha
MiKpocepBicHy apxiTekTypy. MnaH mirpauii 3ocepepeHM Ha AeKomnosuuii
CUCTEMM HaA He3anexHi cepsicM (KepyBaHHA KOpPUCTyBayamu, 3aMOBJIEHHS,
nnatexi, 3BiTHiICTb) 3 OAHOYACHMM BMNPOBaAXEHHAM MNpakKTMK DevOps,
KoHBeepiB CI/CD Ta cyyacHMX piweHb ANA MOHITOPUHry. Pe3ynbTatu
MOAeNBaHHA MOKA3ylTb, WO BNPOBaAKeHHA MiKpocepBiciB MOXe 3Ha4yHOo
CKOPOTUTU 4ac pPO3ropTaHHA, MNiABUWUTU CTIUKICTb CUCTEMMU, NOKPALWMUTU
MacwTaboBaHiCTb Ta NONErWUTUA TECTYBAHHA.

Knwovosi cnoea: mikpocepsicu, macwtaboBaHicTb, KOHTeWHepwu3auis,
Kubernetes, APl Gateway, DevOps, po3nogineHi cuctemu.

14



YK 004.42

10cranuyk O. M., K.T.H., poueHT; 2UuraHuyk M. C., ctyaeHt (HauioHanbHWI
YHiBEpCUTET BOAHOrNO rocnojapcrsa Ta NPUPOAOKOPUCTYBAHHA, M. PiBHe,
o.p.ostapchuk@nuwm.edu.ua ; 2 tsyhanchuk_ak21@nuwm.edu.ua)

PO3POBKA BEBJOAATKY 3 HALAHHA NOCAYT BYAIBENbHOIO
KOMMAHIEIO 3 BUKOPUCTAHHAM
®PEMMBOPKY REACT

Y cTaTTi po3rnaaaeTbca MeToa0n0ria po3pobku BebaopaTka ana HapaHHA
nocayr 6ypisenbHO0 KOomnaHi€lo. B OCHOBIi po60TU NeXuUTb BUKOPUCTAHHA
cyyacHoro JavaScript-ppeiimBopKy React, AKuiA 3abe3neuyye CTBOPEHHSA
afAanTUBHOIO Ta iHTepaKTUBHOro iHTepdeiicy. Y npoueci BUKOHaAHHA
DOCNig)XeHHA NpoaHani3oBaHO npegmeTHy 06n1acTb, BU3HAaUe€HO 0COBAMBOCTI
aBTomaTtm3sauii npouecis y chepi byaiBenbHUX NOCAYr, @ TAKOX PO3INAHYTO
Cy4yacHi nigxogu Ao opraHisauii KOMNOHEHTHOI CTPYKTYpPU Ta YyNpaBAiHHA CTAHOM
Aoaatky. [obyaosaHo iHPopmauiiHy mMogenb CUCTEMM, CNPOEKTOBAHO
apxiTekTypy Be640[aTKy Ta peanisoBaHO NPOrpamHy YacTUHY 3 BUKOPUCTAHHAM
React i Next.js. MMpoBegeHo TecTyBaHHA PYHKLIOHAaNbHOCTI, NPOAYKTUBHOCTI Ta
3pYYHOCTi BMKOPUCTAHHA Be6A0AAaTKY, pe3ynbTaTM AKOro NpoaHani3oBaHoO Ta
CMCTEMATU30BAHO.

Knwwuosi cnoea: Bebaopatok, React, Next.js, cepBepHuiA peHOEPUHT,
apanTUBHUI iHTepdeiic, iHTepaKTUBHicTb, frontend-po3pobka.

Bcryn. Uundposisauia 6yaisenbHoi ranysi notpebye epektnsHmnx sebpileHsb,
AKI  NO3BONAIOTb KOMMAHIAM 3pYy4yHO MNpe3eHTyBaTM MNOCAYrW, B3AEMOAIATU 3
KNiEHTaMW Ta aBTOMATU3yBaTW YNpPaBAiHHA 3aMOBAEHHAMU. Y UbOMY KOHTEKCTI
cyvacHi JavaScript-¢perimBopkM, Taki AK React, BuMCTynatoTb igeanbHUMm
IHCTPYMEHTOM A/1A CTBOPEHHA afanTUBHUX | NPOAYKTMBHUX Be6A0AATKIB.

MeTol0 AaHOro AoChigXKeHHA € po3pobka ¢yHKUioOHaNbHOro Be6A0AATKY,
Lo 3abe3neyye iHTYITUBHUI iHTepdelic, nonepeaHilt po3paxyHOK BapTOCTi Nocayr
Ta 3pY4YHY KOMYHiKauito 3 KaieHTamu. ApxiTekTypa piweHHA 6a3yeTbca Ha
dperimBopKy React, 6ibnioTeui komnoHeHTiB ShadCN/UI Ta yTuniTapHii ctunisauii
yepes Tailwind CSS.

Po3pobneHnii AoAaToOK peanizoBaHO 3 BUKOPUCTAHHAM dpeimBOpKy React
Ta nnatpopmm Next.js, AKi 3abe3nevyroTb CTBOPEHHA NPOAYKTUBHOIO,
aJanTUBHOrO Ta iIHTePaKTUBHOrO iHTepdency. Ana ctnnisauii 3actocosaHo Tailwind
CSS, wo po3sonfae wWBMAKO GOpPMYyBaTU afaNTUBHI KOMMOHEHTU 3 ypaxyBaHHAM
cyyacHux UX/Ul TeHaeHuinn. KomnoHeHTM iHTepdelicy peanizoBaHo 3
BMKOpPUCTaHHAM 6ibnioTekn shadcn/ui, ska 6a3yeTbca Ha Radix UL.
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ObpaHa TexHoNorivyHa 3B’A3Ka MA€E HU3KY KAKOYOBMX Nepesar, AKi 3ymoBuamn
il BMKOpWUCTAHHA npwu po3pobui Bebgosatky. Hacamnepesn, Ba)K/iIMBOK €
KOMMOHEHTHICTb: KOXeH enemeHT iHTepdency peanisoBaHO fAK OKpemMui
dYHKUiOHanbHNI 610K, WO A03BOAAE HaraTopasoBO BMKOPWUCTOBYBATU MOro B
Pi3HMX YaCTUHAX NPOEKTY Ta cnpollye obcnyrosyBaHHA Koay. Kpim Toro, 3aBasaku
BMKOPUCTAHHIO CEPBEPHOr0 PeHAEPUHTY, WO peanizoBaHmin y Next.js uepes App
Router, cTopiHKM Be6A0AaTKy 3aBaHTAXKYHOTbCA 3HAYHO LWBMALIE, WO NO3UTUBHO
BN/IMBAE AK HA KOPMUCTYyBaLbKMM A0CBiA, Tak i Ha SEO-ontumisauito canty. Lle
OJHIEID Ba)KAMBOK nepesBarold € agantusBHicTb: Tailwind CSS 3abesneuye
MOM/INBICTb CTBOPEHHA iHTepdency, AKMA aBTOMATUYHO NigNALITOBYETLCA Mifg,
Pi3Hi po3mipu eKpaHiB — Bif, cMapTHOHIB A0 AECKTOMIB, WO KPUTUYHO Ba*KAUBO
ANA cydacHoro Beby. HapewTi, iHTepaKTUBHICTb iHTepdency [0CAraETbCA 3aBAAKM
BMKOPUCTaHHIO React, AKMI 003BOIAE OHOBAIOBATU AaHi HA CTOPIHLi B peanbHOMY
yaci 6e3 ii MOBHOro nepesaBaHTa*KeHHSA, 3abe3neyyrun ANHaAMIYHY | 3pYydHY
B3aeEmogito 3 KopucTyBayem. OckinbkM Beb-goaaToK OyB 3MPOEKTOBAHMI 3
BUKOPUCTAaHHAM natepHy MVC, BiH po3A4ifeHuMMn Ha TPU YaCTUHU: moaeni,
Bif06paXKeHHA Ta KOHTpPONEPU.

Y A04aTKy peani3oBaHO TaKi OCHOBHI ceKuil:

HeroSection — BiTanibHWI 610K rON0BHOT CTOPIHKK (puc. 1).

Lielhi KOMMNOHEHT € MepwMm Bi3yaJlbHUM E€NEMEHTOM, 3 AKMM B3AEMOLIE
KOPMCTYBay NiciA 3aBaHTaXK€HHA CTOPiIHKM. BiH MiCTUTb 3aronoBoOK, Wo iHbopmye
npo TUN AiANbHOCTI KOMMaHii, KOPOTKUiA onuc abo AeBi3, KHOMKY LWBUAKOro
nepexoay Ao ¢opmm 3amoBIeHHA abo po3ainy 3 nepenikom NOCAyr, a TaKOX
¢doHoBe 306paxkeHHA abo BiAeo 3 3aTEMHEHHAM, WO A03BOJIAE aKLLEHTYBaTU yBary
Ha BMicTi. Lla ceKuis BUKOHYE poab OPiEHTUPA A5 KOPUCTYBaAYa, CNOHYKa4mM Moro
A0 NoAa/bLIOi B3aEMOZii 3 CANTOM.

89 BuldCalcUA  foromwa  Mpoesm  Mocym  Kamymarop  Kowraxmm m

BuildCalc UA: Bygyemo Bawe
MaitbytHe

Hagiiinmii napTHep y 6yAiBHMLTBI Ta peMoHTi. fIKicTb, 4OCBIA Ta iHHOBALIilHI pilleHHs
ANA BaWOro NPOeKTy.

Po3paxysat Bapricre

Puc. 1. Burnapa HeroSection

ProjectsSection — cekuin 3aBepleHnx 06’ekTiB (puc. 2).
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CeKujia cTBopeHa gnAa AeMOHCTpaLii BUKOHAHUX MPOEKTIB KOMNaHii. KoxeH
06’eKT npencTaBneHo y BUrNAAi KapTku 3 ¢oTorpadieto, Ha3BOK Ta KOPOTKUM
onucom. Y nepcnekTusi peanisauii nepeabadyeHo MOXKAMBICTb ranepei «go/nicna»
abo o¢inbTpauii 3a TMNAamK pobiT. TexHIYHO peanisauifa rPYHTYETbCA Ha CiTKOBIN
CTPYKTYpi, NnobyaoBaHiin 3a gonomoroto Tailwind, 3 BUKOPUCTAaHHAM KOMMOHEHTIB
Card i3 6i6bniotekn shadcn/ui. [aHi mMoxKyTb HaaxoauTu depes APl abo 6ytu
3reHepoBaHMMM CTAaTUYHO 3a gonomoroto GpyHKLUin Next.js.

Hawi BukoHaHi PoboTtu

ByaieHHyTRG BaratokrapTupHaro Syauiiona

HyAs.

Puc. 2. Burnag ProjectsSection 3 npuKnagamm NpPOEKTIB

ServicesSection — ceKuia goctynHux nocayr (puc. 3).

Lein 610K MICTUTb NOBHWI Nepenik NOcnyr, AKi Hagae KomnaHia. KoXKHa
nocnyra BigobpaxkeHa 3 Ha3BOl, IKOHKOW, CTBOpPEHOW u4epe3 bibnioTeky
LucideReact, ctTucamm onnucom i opieHTOBHO BapTiCTo. [lM3aiiH OpiEHTOBaHWUI Ha
3PYYHICTb CNPUMHATTA, 3 YiTKOK aAanTMBHOW BepcTKoto. LA cekuia aonomarae
03HAaMOMUTU KOPMCTyBaya 3 YCiM CNEKTPOM AiANbHOCTI KOMNAHii, nonerwye
HaBirauito NoO NPoOMNoO3nLiAX Ta [A03BONAE LWBMALIE 30piEHTYBAaTMCA Yy BMbOpI
HeobxiaHoi nocnyru.

Hawwi Mocayru

ByaiBruuTBo "nig kAarou" PemoHTHi poboti 03p06nt0BanbHI poboTn

3mesenHn Byaises By ab-AKOT CCIGRHOCTI BiA GyHAIMeHTY 40 AaKY. KaniTanHiii Ta KOCMETHUHW PEVOHT XVTIOBIAK T3 KOMEPLHIX LLiTyKaTypKa, WNaKkIOBaHHR, (apByBaHHs, MOKTelia Wraep Ta iHwi
npuNiuiers, BWAY 03406NeHHA.

E dacaani poborn Moxpigenshi pobotn MpoeKTyBaHHA Ta AOKyMeHTaLLiA

YrennenHs, 03060eHHA Ta peMoHT dacadi Gyaisens. MoHTax Ta peMoHT Aaxie OyAe-AKVX Tanie. PospoBka npoekTHOT 40Ky MeHTawil Ta cynposia OyisHnuTea.

Pwuc. 3. Burnap ServicesSection

CalculatorSection — KanbkynaTop BapTocTi pobiT (puc. 4).
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Len KOMMNOHEHT € iHTEePaAaKTUBHUM iHCTPYMEHTOM, WO [A03BONSAE
po3paxyBaTM nonepeaHt0 BapTiCTb 3amoBneHHA. KopuctyBay morke BubpaTm
HeobXigHi nocnyru 3a gonomoroto YeKBoKciB, BBECTU KifbKicTb, naowy abo obcar
3a/71eXKHo Big TMny obpaHoi nocayru, nicna 4Yoro MUTTEBO OTPMMAE MiACYMKOBY
BapTiCTb. Bci 06uncneHHA peanizoBaHi 32 4ONOMOroo XyKiB useState Ta useMemo,
wo 3abe3nedyye AMHaAMiIYHE  OHOBJIEHHS  pe3y/bTaTiB  6e3  noTpebu
nepesaBaHTa)KeHHA CTOPIHKKU. [NAa NOKani3oBaHOro BMBOAY BapPTOCTi Yy FPUBHAX
BMKopUcToBYeTbCA  dyHKUiA formatCurrency. IHTepdeic KanbKkynAtopa €
iHTYITUBHO 3PO3YMININM, alaNTUBHUM i CYMICHMM 3 MOBINbHUMU NPUCTPOAMM.

Kanbkynatop Baprocti Po6ir

(@ ®acaani poSoru [m] F Wryxarypwi po6oru [m] T Mansphi pooru [m]

3ara/bHa OPIEHTOBHA BapTiCcTb: 7 200 rpn.

Obromopury npoexs

Puc. 4. Npuknag pobotu CalculatorSection 3 BUBpaHMMKU nocayramu

ContactSection — dopma 3BopoTHOrO 38B’A3KY (pcu. 5).

Lla 3akn4YHa ceKuia [03BOMIAE KOPMUCTyBady HagicnaTu 3asBky abo
3BEPHYTMUCA A0 KOMMaHii 3 OyAb-AKMM NUTAHHAM. BOHa BKAlOYae nons Aans
BBEAEHHA iIMEHi, eNIeKTPOHHOI NOWTM Ta MOBIAOM/IEHHA, @ TAaKOX KHOMKY AAs
niaoTBepAKeHHA BignpaBKWU. Yca BBeAeHa iHPopmaLlia NpPoxoAnTb NepeBipKy Ha
KNIEHTCbKOMY PiBHi, nicna 4oro nepenaEeTbcA Ha cepBep 4vepe3 server action vy
danni  app/actions/sendMessage.ts. Y pasi ycniwHoOro HaacuaaHHA abo
BUHMKHEHHA MOMWIKU KOPUCTyBay 6aunTb BignosigHe nosigomneHHa. Tailwind
BMKOPWUCTOBYETbCA A afAaNTUBHOMO PO3MILLLEHHA NOANIB Ta efleMeHTiB popmu, Lo
3abe3neyye 3py4yHe KOPUCTYBAHHA Ha ByAb-AKUX NPUCTPOAX.
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3anuwntn 3asBKy

3B'aXKiTbcA 3 HaMK
®Popma 3asaBKH
MagTe NUTaHHA 360 rOTORI POINOUATA NPOEKT? 3ANGEHITL GOpMY 360 3a10BHITL QOPMY, | HaLL MEHEAKEP 38'RKETSCA 3 BaMiL

R, +38 (000) 000-00-00 B3k MeTperko
B info@buildcalcua

@ . Kuis, syn. Bydisensrnkis, 1

Puc. 5. Burnag ContactSection y mob6inbHii i AeckTonHin Bepciax

BucHoBKKU. Po3pobneHunii Beb6aonaToK NOBHICTIO BiANOBiA3aE BMMOram Ao
cyyacHoro cepsicy 6yaiBenbHoi KomnaHii. Moro ¢yHKLiOHaNbHICTL OXOntoe
npe3eHTauito nocayr, nopTPonio, IHCTPYMEHTU nonepesHbOro pPO3pPaxyHKy
BapTOCTi Ta ¢opmy 3BOPOTHOro 38’A3Ky. CTpPyKTypa A[04aTKy [O03BONAE JIETKO
po3wumptoBatM QyHKLIOHAA, iHTerpyBaT 30BHIiWHI cepsicM abo gomatn cuctemy
peecTpalii/kabiHeT KopucTyBauya.

3anponoHoBaHa peanisauia MAE NPaAKTUYHY LUIHHICTb AK OCHOBa AnA
NoganblIOro po3BUTKY unbposux cepsiciB y cdepi byaiBHMUTBA. Y nepcnekTusi
MOXIMBE BMNPOBAAMKEHHA LITYYHOrO iHTENEeKTy ANA pPeKoMeHAauid nocayr, a
TaKox 3D-Bi3yanisauin npoekTis.

Ostapchuk O. P., Candidate of Engineering (Ph.D.), Associate Professor;
Tsyhanchuk M. S., Senior Student (National University of Water and
Environmental Engineering, Rivne)

DESIGN AND DEVELOPMENT OF A WEB APPLICATION FOR PROVIDING
CONSTRUCTION COMPANY SERVICES USING THE REACT FRAMEWORK

The article presents a comprehensive methodology for the development of
a web application designed to deliver services offered by a construction
company. The main objective of the project is to provide a modern, efficient,
and user-friendly digital platform that simplifies the interaction between clients
and service providers within the construction industry. At the core of the system
lies the powerful JavaScript framework React, which, in combination with the
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Next.js framework, facilitates the development of a highly responsive, server-
rendered, and scalable web interface.

Throughout the development process, a thorough analysis of the
construction service domain was conducted. This included identifying the key
stages of customer interaction, evaluating the typical workflow of construction-
related services, and determining the most effective ways to automate and
digitalize these processes. Special attention was given to the design of a
modular and reusable component structure, enabling high code maintainability
and flexibility. Modern state management approaches, such as the use of
context and custom hooks, were incorporated to ensure smooth data flow and
interaction within the application.

Furthermore, an information model was built to represent the
relationships between users, services, requests, and feedback. The architecture
was structured following best practices in modern front-end development,
including clear separation of concerns, routing with the App Router in Next.js,
and optimization of page loading. The software part was implemented using
React components and TypeScript to ensure strong typing and robust
functionality.

The application was rigorously tested to assess its functionality,
performance under various conditions, and usability for end-users. Based on the
test results, the system demonstrated stability, efficiency, and a user-centric
experience. The outcomes of the project highlight the effectiveness of using
modern web technologies in the digital transformation of traditional service-
based industries such as construction.

Keywords: web application, React, Next.js, server-side rendering, adaptive
interface, interactivity, frontend development.

YK 004.42

l0stapchuk O. P., Candidate of Engineering (Ph.D.), Associate Professor;
2Koverdiuk V. V. Post-graduate Student (National University of Water and
Environmental Engineering, Rivne, lo.p.ostapchuk@nuwm.edu.ua,
2v.v.koverdiuk@nuwm.edu.ua)

REDUCING LATENCY IN MASS ELECTRONIC DOCUMENT ISSUANCE IN .NET 8
USING SOURCE GENERATORS AND QUERY CACHING

The article analyzes strategies and technological approaches aimed at
improving the efficiency of electronic document issuance in .NET 8. The focus is
placed on source generators, which reduce runtime overhead, and multi-level
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caching, which minimizes repeated database queries and computations. The
purpose of the study is to show how the joint use of these technologies reduces
latency and optimizes resource consumption in high-load environments. The
study involved experimental modeling with simulated workloads to assess
latency, throughput, and resource consumption. The results confirm substantial
improvements in responsiveness, throughput, and resource efficiency,
demonstrating the practical significance of integrating these tools as a basis for
scalable and reliable systems of digital document management.

Keywords: electronic document issuance, .NET 8, source generators,
caching, performance optimization, distributed systems.

The relevance of the problem. Modern electronic document issuance
systems process vast numbers of requests daily, often reaching hundreds of
thousands of transactions within short timeframes. The speed and reliability of
these processes directly affect the efficiency of e-government platforms,
corporate workflows, and digital service delivery. High latency leads not only to
user dissatisfaction but also to systemic risks, as delays can accumulate across
interconnected modules [1]. The main challenges remain high latency under mass
requests, excessive database load, and duplication of computations in business
logic. Addressing these challenges requires a careful balance between
technological innovation and resource management. This research highlights the
relevance of the problem and introduces architectural improvements that
demonstrate measurable impact.

Understanding the urgency of the problem requires analyzing the existing
technical limitations that directly affect latency and reliability.

Existing challenges and their causes. Several strategies exist to decrease
latency in document issuance systems. One common approach is database query
optimization, which relies on indexing, partitioning of large tables, and
asynchronous calls to avoid blocking resources; these methods reduce access
times but cannot fully eliminate bottlenecks under heavy load. Another technique
is caching of intermediate results, which helps to minimize repeated queries for
the same data and significantly reduces database pressure when frequently
requested documents are involved. Equally important is minimizing reflection and
runtime overhead, since reflection-based operations increase CPU usage,
generate additional memory allocations, and create pressure on the garbage
collector, all of which degrade performance when processing thousands of
documents [2]. Load balancing in microservice architectures also plays a crucial
role, distributing requests evenly across nodes and ensuring fault tolerance
through L4 and L7 balancing mechanisms.

Despite these established strategies, systemic issues remain. Traditional
query optimization and caching reduce but do not eliminate redundant
computations, reflection continues to impose overhead, and balancing cannot
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prevent inefficiencies in code execution paths. These limitations necessitate the
search for complementary or alternative solutions. One of the promising
approaches to overcoming these challenges involves leveraging the latest features
of .NET 8, particularly source generators, which address the core inefficiencies at
the compile-time stage.

The role of source generators in .NET 8. Source generators enable compile-
time code generation by leveraging the Roslyn compiler infrastructure, producing
strongly typed code that replaces dynamic operations at runtime. This significantly
reduces overhead associated with reflection, where every request requires
parsing metadata, creating objects, and performing costly dynamic lookups [3]. By
shifting these operations to the compilation stage, the execution path becomes
shorter and more predictable, as illustrated in fig. 1.

In the context of mass document issuance, such improvements are critical.
Source generators allow auto-generation of SQL queries that bypass ORM
abstraction layers, providing direct and optimized access to data. They also
facilitate DTO serialization and deserialization using pre-built serializers instead of
reflection-based libraries, which minimizes CPU usage and memory allocations.
Furthermore, entity-to-APlI model mapping is handled through generated static
code, ensuring constant-time access during high-frequency operations.

Compared with traditional runtime approaches, this technique reduces
garbage collection pressure, stabilizes response latency, and improves throughput
under concurrent workloads. Importantly, the generated code is type-safe and
integrated into the build pipeline, which lowers the risk of runtime errors and
simplifies debugging. In mass issuance scenarios, where thousands of documents
are processed in parallel, these benefits translate into substantial latency
reduction, improved resource efficiency, and overall system stability [3].

Reflection vs Source Generators
in runtime overhead reduction

[ Model ]—}[ Reflection |-==--- }

Runtime overhead reduction

Fig. 1. Runtime reflection vs compile-time source generation in .NET 8

The importance of caching in performance optimization. Three levels of
caching are applied in this research. First, in-memory cache stores frequently
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accessed data within the same process, ensuring near-instant access for repeated
short-lived calls [4]. Second, distributed cache based on Redis synchronizes cached
entries across multiple services, maintaining consistency in clustered
environments. Third, output cache stores fully prepared responses, such as PDF or
JSON documents, enabling instant delivery to end users without recomputation
[5]. The combination of these caching methods reduces redundant database calls,
shortens response times, and alleviates bottlenecks in back-end services, as
illustrated in fig. 2. Importantly, expiration policies and invalidation mechanisms
must be configured carefully to ensure data relevance while maintaining
performance.

Reducing Electronic Document
Delivery Latency

Reduced
Latency

.NET 8 I i
Application T

Source
User Generator Electronic
Request Documents

Cache

Using source generators and caching

Fig. 2. Reducing electronic document delivery latency using source generators
and caching

Research methodology. The modeling process was designed to replicate the
workload of a large-scale electronic document issuance system. The experimental
environment included a .NET 8 runtime deployed on Windows Server 2022 with
16-core CPUs and 64 GB of RAM. A SQL-based relational database was used with
indexing and connection pooling enabled, and Redis was configured as a
distributed cache cluster. The baseline system relied on Entity Framework with
reflection-heavy serialization, while the optimized system employed source
generators for compile-time code generation together with multi-level caching.

Load testing was conducted using Apache JMeter, simulating both uniform
and burst traffic patterns. The dataset contained 100,000 documents, and 10,000
concurrent users were emulated. Operations included both read and write
requests to better reflect real-world conditions.

Metrics collected during the experiments included average latency, 95th and
99th percentile latency, throughput (requests per second), number of database
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gueries, CPU and memory utilization, and cache hit ratio. Each test was repeated
three times, and results were averaged to minimize random fluctuations.
Confidence intervals were calculated to ensure statistical significance.

Table 1
Experimental parameters

Parameter Value Unit

Number of documents 100,000 items

Concurrent users 10,000 users
Database SQL-based, indexed -
Cache Redis (distributed) -
Baseline system Entity Framework + reflection -
Optimized system .NET 8 + source generators + caching -

Simulation results. The simulation showed that average latency decreased
from 1200 ms to 340 ms, representing more than a threefold improvement.
Database load decreased by 60% due to fewer repeated queries, while CPU
consumption during serialization dropped by 45%. In addition to mean values,
analysis of latency distribution revealed that the 95th percentile improved
significantly, indicating not only faster average performance but also more stable
system behavior under heavy load. The 99th percentile also showed considerable
gains, reducing extreme outliers and contributing to system reliability.
Throughput, measured in requests per second, increased by approximately 70%,
confirming the scalability of the proposed architecture [6].

Table 2
Simulation results
Metric Baseline Optimized Change Unit
Mean latency 1200 340 -72% ms
95th percentile latency 1800 480 -73% ms
99th percentile latency 2500 720 -71% ms
Throughput 150 255 +70% requests/sec
DB queries 100% baseline 40% -60% relative load
CPU utilization 85 47 -45% %
Cache hit ratio - 78 +78% %

Discussion. These results clearly demonstrate that the combination of
source generators and caching provides substantial improvements in both
response times and resource consumption (fig. 3). The reduction of mean latency
and higher percentiles indicates not only an acceleration of average performance
but also improved predictability, which is crucial for user satisfaction. The increase
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in throughput highlights the scalability potential of the optimized system.
Nevertheless, certain limitations must be acknowledged: cache consistency
remains challenging in environments with frequent data updates, in-memory
cache may risk memory saturation, and integration of source generators into
CI/CD pipelines requires careful management.

1400 - Average Response Latency Comparison

1200 ms

1200}

1000

800

Latency (ms)

600

340 ms

400}

200}

0

Before Optimization After Optimization

Fig. 3. Average response latency comparison before and after optimization

Conclusions. The proposed approach in .NET 8 significantly reduces latency
in mass electronic document issuance. Source generators minimize runtime
overhead by moving key computations to compile time, while multi-level caching
reduces redundant database and service calls. Together, these techniques provide
a scalable and reliable foundation for digital services that demand both
performance and stability. The inclusion of percentile-based analysis and
throughput metrics further confirms that the improvements are not limited to
average values but extend to the overall quality of system performance under
high load.

The scientific contribution of this work lies in demonstrating the combined
effect of source code generation and hierarchical caching within a practical system
architecture, an area where comprehensive evaluation has been limited. Future
research should include adaptive caching strategies that dynamically adjust
expiration and invalidation policies depending on workload characteristics, as well
as Al-driven request prediction models that can preload frequently accessed
documents. These directions would strengthen the contribution of the current
study and extend its applicability to broader contexts of high-load distributed
systems.
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Ocranuyk O. ., K.T.H., poueHT; KoBsepalok B. B., acnipaHT (HauioHanbHui
YHiBEPCUTET BOAHOrO rocnoAapcTea Ta NPUPOAOKOPUCTYBaHHA, M. PiBHe)

3MEHLLEHHA 3ATPUMKU NPU MACOBIA BUOAYI ENEKTPOHHUX IOKYMEHTIB
Y .NET 8 3A JOMOMOTIOO SOURCE GENERATORS TA KELLYBAHHA 3AMUTIB

Y cTaTTi NnpoaHani3oBaHO cTparerii Ta TEXHONOriIYHi nigxoan, cnpAMoBaHi
Ha nigBuWeHHA edeKTUBHOCTI BuAAUYi eNeKTPOHHUX AOoKymeHTiB y .NET 8. VY
LeHTpi yBaru — BUKOPUCTaHHA source generators gns 3MeHLeHHA BUTPaT Nig yac
BMKOHAHHA Ta 6araTopiBHEBOro KelwyBaHHA AAA MiHiMi3auii noBToprOBaHUX
3anuTiB go 6asu pgaHumx i obuncneHb. MeTolo pochigKeHHA € MoKasaTu, AK
CninbHe 3acTOCYBaHHA LMX TEXHONOrW A03BOMIAE 3MEHLIUTU 3aTPUMKY Ta
ONTUMi3yBaTM BUKOPUCTAHHA pecypciB Y BUCOKOHABAHTAaXeHUX ymoBax. Y
BOCNiAXeHHi 3aCTOCOBAHO eKCMepuMeHTa/lbHe MOAEeNIBaHHA 3 imiTauieto
HaBaHTaXXEeHHA ANA OUIHKU 3aTPMMKM, NPONYCKHOI 34aTHOCTI Ta CNOXXMBAHHA
pecypciB. Pe3ynbtatM nigTBEpAMAM CYTTEBI NOKpaWEHHA Yy wWBuAKo4ii,
NPONYCKHili 38aTHOCTI Ta epeKTUBHOCTI BUKOPUCTAHHA pecypciB, WO NiagKpecatoe
NPaKTUYHY 3HauyLlicTb iHTerpauii uUMX IHCTPYMEHTIB AK OCHOBM pAnA
MacwTaboBaHUX i HAZIMHUX CUCTEM eNEeKTPOHHOrO YNpPaB/iHHA AOKYMEHTaMM.

Knwoyosi cnoea: eneKTpoHHa Buagava pAokymeHTtiB, .NET 8, source
generators, KelwyBaHHA, ONTUMI3aLia NPOAYKTUBHOCTI, po3nogineHi cucremu.
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IHGOPMALIMHA CUCTEMA NMEPCOHA/I3OBAHOIO NMIABOPY EJIEMEHTIB
FAPAEPOBY 3 YPAXYBAHHAM NOroAHUX ®AKTOPIB

DocniaxeHo npobnematuky CTBOPEHHA a[anTUBHUX cuctem
pekomeHaauin y chepi FashionTech. 3anponoHoBaHo nigxig po nobyaosu
riopuaHoi BebopieHTOBaHOI cuctemn «Smart Wardrobe», sika Bupiwye 3agauy
aBTOMaTU30BaHOro nigbopy opAry 3 ypaxyBaHHAM AUHAMIYHUX MNOroaHUX
¢dakropis. [leTaAbHO ONMUCAaHO NpPOrpamHy peanisauito ABOPiBHEBOI apXiTeKTypH,
wo noegHye cepegosuwe .NET ana opkecrpauii 6i3Hec-npouecis Ta Python-
CKPUNTU BNA iHTeNEeKTya/IbHOro aHani3y 3o06paxeHb. O6rpyHTOBaHO BMOIp CTEKY
TEeXHONOriiA KoMN’loTepHOro 30py, 30Kpema BMKOPUCTAHHA KaCcKapgHoi mopgeni
po3ni3HaBaHHA Ha 6a3i Roboflow Ta CLIP pgna noponaHHa npobaemu
«CeMaHTUYHOro po3pusy». HaBegeHO MaTeMaTUUYHY MOAENb PO3PAXYHKY
iHaeKcy TennoBoro KomgopTy, AKa ajanTye peKomeHpauii nig BOAOricTb Ta
BiTep, a TAKOX anroputm KomneHcauii BiACYTHIX AaHMX uyepe3 reHepauilo
«BipTYyaNbHUX CYTHOCTEN».

Knwuosi cnosa: FashionTech, iHTeneKktyanbHa cuctema, Komn'loTepHMUiA
3ip, Vision Transformer, CARS, HSL, ASP.NET Core.

Bctyn. IHTEHCMBHWI PO3BUTOK €N1EKTPOHHOI Komepuii Ta uudposisaLia
iHAYCTPIl MoAW NPU3BENIM A0 BUMHUKHEHHA NapafoKcy «HaA/UMLWKOBOro Bubopy»,
KOJIM KOPUCTYBaYi CTUKAOTLCA 3i 3HAYHMMM YaCOBUMM BUTPATaMUM Ha GOPMYyBaHHS
woaeHHoro obpasy. TpaguuiiHi nigxoaM A0 pekomeHAauin, wo 6asyloTbca Ha
KonabopaTuBHIN ¢inbTpaLii, 4acTo irHOPYIOTb KOHTEKCTyasibHi $aKToOpu, Taki AK
NOTOYHI norogHi ymosu Ta @i3nyHMn KomoopT KopuctyBada [3]. CydacHi
OOCNIAEHHA BKa3yloTb Ha HeOoOXiAHICTb nepexody A0 KOHTEKCTHO-3aJIeXKHUX
pekomeHaauinHux cuctem (Context-Aware Recommender Systems — CARS), aki
3[aTHIi iHTerpyBaTu Pi3HOPIAHI AaHi: Bi3yasbHi XapaKTEepUCTUKKN OAArYy, MapameTpu
HaBKO/IMLIHbOMO cepeAoBMLIA Ta iHAMBIAYaNbHI BNoaobaHHA [2].

AHaniz HaykoBMX npaub 3a nepiog 2021-2025 poKiB AEMOHCTPYE
3pOCTalounNil iHTEpeC A0 BUMKOPUCTAHHA FMOOKOro HaBYaHHA ANA aHanisy mogu.
3oKkpema, Yy cuctematuyHomy ornaai 2025 poky [1] 3a3HayaeTbeA, WO
MYNbTUMOZaNbHI Mogeni, AKi NOeaHYOTb 0O6pobKy 306parkeHb i TEKCTY, CTalOTb
HOBMM CTaHAapTom iHaycTpii. JocnigHuku [2] HaronowywTb, WO iHTerpauis
ONHAMIYHUX 3MIHHMX, TaKUX AK JIOKaNbHi MOroAdHi AaHi, A03BOASAE 3HAYHO
NiagBULLNTM PENIEBAHTHICTb peKkomeHaalin. MpoTe iCHylo4Yi KomepuiHi pilleHHA
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4acTo He MatoTb ePEKTUBHUX MeXaHi3MiB A1 pob0oTM 3 HENOBHMMW AAHMMMK MPO
rapaepob Kopuctysaua, WO NpuM3BoAUTb 0 Npobiemun «xonogHoro crapTy» [3].
TaKoXK aKTyaNbHMM 3a/IMLIAETLCA MUTAHHA TOYHOCTI KOMM'IOTEPHOro 30py: fAK
3a3HayaeTbca Yy poboTi [4], apxiTeKTypu Ha 6asi TpaHchopmepi (Vision
Transformers) AEeMOHCTPYOTb Kpalw,i pe3ynbTaTM Yy PO3YMiHHI rnobanbHOro
KOHTEKCTY 300parKeHHA MOPIiBHAHO 3 KAACMYHMMWU 3rOpTKOBMMU MeEpPErKamMu,
npoTe BMMaratTb 3Ha4YHUX 064YMCNtOBaNbHUX pecypciB [5]. Takmm YnHoOMm, 3agaya
PO3PO6KM ePeKTUBHOI apXiTEKTYPH, LLO NOEAHYE TOYHICTb Cy4aCHUX Helpomepex
i3 WBMAKOAiE BeH-3aCTOCYHKIB Ta BPaxoBYE AMHaMIYHI dakTOpn KOMPOPpTy, €
aKTya/bHOHO.

MeToto pobotTn € niasuweHHA edeKTMBHOCTI  npouecy nigdopy
NepcoHanbHOro rapaepoby WNAXOM PO3PO6KKU TribpMAHOI iHTeNneKTyanbHoi
CUCTEMM, fIKA HTErpye MeToan KOMM IOTEPHOro 30py AAA TOYHOI Knacudikauii
04ArY Ta afanTMBHI MaTeMaTUYHI mogeni Tenao0Boro KomeopTy.

ApXiTeKTypa Ta CTeK TexHoorii. [1na fOoCArHEeHHs NOCTaB/AeHOI MeTu byno
CNPOEKTOBAHO Ta peasii3oBaHO ABOPIBHEBY apXiTEKTypy cUCTeMMU, Lo 6a3yeTbCA Ha
NPUHUMNI cnabKoi 3B’A3HOCTI KOMMOHEHTIB. Taknii niaxia A03BoAnB epeKTUBHO
iHTerpyBaTu [pBa reTeporeHHi 064YucnloBaNbHI CcepefoBULLLA, KOXHE 3  AKUX
onTMmi3oBaHe nig cneuudiyHi 3agadi. CxematyHe 306paskeHHA apXiTeKTypwu
HaBeAEeHO Ha puc. 1.
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Puc. 1. ApxiTeKkTypa BebagoaatKa

BepxHilt piBeHb opkecTpauii (Back-end) peanisoBaHo Ha 6asi nnatdopmm
ASP.NET Core MVC [6]. Bubip wuiei TexHonorii 3ymoBieHWUI HeobXiaHicTio
3abe3neyeHHsA BUCOKOT NPOoAYKTUBHOCTI Npu 0bpobui HTTP-3anuTiB Ta HaAdiHOCTI
BMKOHAHHA 6i3Hec-noriku. BukopuctaHHa mosu CH po3Bosnno 3abesneynTu
CyBOpY TuMi3alilo AaHUX Ta iHTerpauilo 3 cuctemoto ldentity ana 6e3neyHoi
aBTeHTUdIKaLii KopucTyBadiB. Llelt piBeHb BiAnNoBigae 3a npunom 306parkeHb,
B3aeEmogito 3 6a300 AaHMX, KepyBaHHA CeCiAMW KOPUCTYBaYiB Ta BifobOparkeHHA
pe3ynbTarib.

HW»KHiIN piBeHb iHTeNeKkTyaNbHUX 0buyncneHb peani3oBaHoO moBo Python,
AKa € cTaHaapTom ge-dpaKkto y chepi MmawmMHHOro HaB4YaHHA [1]. Lle 3abe3neunno
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Aoctyn ao nepeposux 6ibniotek, Takmx Ak PyTorch, Transformers ta NumPy,
HeobxigHuUx ana poboTn 3 HEUPOHHUMMMU Mepekamu. KAYoBUM iHXKEHEepPHUM
BMKIMKOM CTasia OpraHisauia e(deKTUBHOI MIXKNPOLECHOI KOMYHIKauii  Mmix
cepeposuitem CLR (.NET) Ta iHTepnpetatopom Python. 3amicTb BMKOpPWUCTaHHA
BaXKKNx 6pokepiB nosigomneHb abo REST API, aki cTBOpIOOTb A0AATKOBI HakNagHi
BUTPATK, OBYN0 peanizoBaHO NPAMY B3AaEMOZiI0 Yepe3 NepexonsieHHA CTaHAAPTHUX
NOTOKiB BBeZleHHA-BMBeAeHHs. Cuctema Ha C# iHiuianisye npouec Python 3
HeobXxiAHMMM napameTpamu Yepes o06’eKT ProcessStartinfo, a pesysnbTaT pob0oTH
CKpUNTIB 34nTyloTbCA Be3nocepeaHbo 3 noToky StandardOutput y popmati JSON
[6]. Lle piweHHA [03BOAMAO MiHIMI3yBaTU NATEHTHICTb CUCTEMW Ta YHUKHYTU
NPOMIXHMX OnepaLLin 3anmcy Ha AUCK.

Peani3auis KoHBeepa Komn’loTepHoro 3opy Ta igeHTUdiKauii o6’ekris.
OpHieto 3 HalcknagHilwumx npobnem y aBToMaTtu3alii aHanisy rapaepoby e
«CEMAHTUYHUIN PO3PUB» — PO3BIXKHICTb MiXK Bi3ya/sibHUM NpeacTaB/ieHHsAM 06’ekTa
Ta MOro KaTeropiiHow npuHanexHictio [1]. EKkcnepMMeHTanbHi [0CNigKeHHA
MoKasaau, WO BUKOPMUCTAHHA YHIBEPCANbHUX MOZefied 4acTo Npu3BOAUTbL 40
NOMUNOK Knacudikalii GyHKLIOHANbHO Pi3HUX, ane Bi3ya/ibHO CXOXKUX NpeaMeTiB
(Hanpuknag, TYdni Ta KpociBkM). [OnA  BuUpilleHHA Uiei npobnemu 6yno
po3pobaeHo KacKaZHUI KOHBEEP 06POH6KK 306parkeHb.

Ha nepwomy etani 3actocoByeTbcss mogenb Roboflow (ineHTngikatop «p2-
uypxf/1») gna paetekuii 06’ekTiB Ta OTPMMAHHA iX 06MeXKyBa/sbHUX pPamokK. Lia
mozenb 3abesneuyye nepBUMHHY JIOKanisauilo npegmeta ogAry Ta [03BONAE
BiACIKTM 3amBuit PoH. [poTe TecTyBaHHA BUABWMIO, WO Yy BWUMNAAKY HU3bKOI
BnesHeHocTi (<40%) abo npu poboTi 3i CKNAQHMMM KaTeropiamMu, TakKMMKU K
B3YTTS, TOYHICTb L€l moaeni € HeaocTaTHbO. Tomy Byn0 BNPOBAAKEHO /OTIKY
YMOBHOI nepefayi KepyBaHHA: AKWO MNepBUMHHA MOAENb AEMOHCTPYE HU3bKY
BMEBHEHICTb, 300paKeHHA aBTOMAaTUYHO NepedaETbCs Ha aHani3 A0 MOTYMKHiLWoi
MmynbTumoganbHoi mogeni CLIP (Contrastive Language-lmage Pre-Training).
BukopuctaHHa CLIP g03BOAMNO AOCATTU BUMCOKOI TOYHOCTI Knacuoikauii (ao 90%
Ha TEeCTOBMX [AaHMX) Ta YCYHYTM rpybi MOMMUAKM, XapaKTepHi ANA NpOCTilmX
apxitektyp [5]. Takumn ribpuaHuii nigxia 3abesneyye 6anaHC MiK LWBUAKICTIO
06pO6KKN NPOCTUX 3aMNUTIB Ta TOYHICTIO aHaNi3y CKNagHUX BUNAAKIB.

Okpemy yBary 6yno npugineHo npobnemi BU3HAYEHHA KONbOPY.
TpagmuiiHuii nigxia, wo 6a3yeTbca Ha ycepeaHEHHI 3HaYeHb NiKceniB y NpocTopi
RGB, BuaBmBcA HeePeKTUBHUM Yepes BENINKY 3aNEKHICTb Big, YMOB OCBIT/IEHHA Ta
Konbopy ¢oHy [1]. Ons niaBulLeHHA TO4YHOCTIi 6yno po3pobneHo anroputm
CNEKTPANbHOro aHanisy, AKMM MNpaLtoe y NepuenTMBHO PIBHOMIPHOMY MpPOCTOPI
HSL (Hue, Saturation, Lightness). MpuHuunoBa cxema iaeHTUGIKaLT Konbopy
MokasaHa Ha puc. 2. ANropuTM BK/KOYAE eTanu reomMeTpuyHoi ¢inbTpauii
(BMpi3zaHHa obnacTi iHTepecy ROIl), eBPUCTUYHOrO BiAHIMaHHA ¢GOHY LWWAAXOM
aHani3y KyToBUX MiKCesiB Ta ro/IocyBaHHSA MiKCeiB 3a AOMIHAHTHUI BiATIHOK [4].
MNepexig ao moaeni HSL 03BONMB BiAOKpPEMUTH iHPOPMaLLitO NPO KOAip Big oro
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ACKpaBoOCTi, Wwo 3abe3neunno crabinbHe po3ni3HaBaHHA KOJIbOPY HaBiTb Npu

HaABHOCTI TiHel abo HepPiBHOMIPHOrO OCBITNIEHHS.
HSV

CMYK RGB ——S——
K C R
V=1
v=0.75
G V=05
v=025 VY

Puc. 2. BapiaHTu igeHTMiKaLii Konbopy Ta nepexig Ao npocropy HSL

MartematnyHa mogenb niabopy rapaepoby. PDyHKLUIOHAaNbHUM AAPOM
CUCTEMM € MOAYNb reHepauii obpasis, AKMIN BMpiWYE 3aaa4vyy 33a[0BOIEHHA
obmexxeHb. fonoBHUM KpuTepiem nigbopy € 3abesneyeHHA TennoBoro KomoopTy
KopuctyBada [2]. [na uboro BBeAEHO MOHATTA iHAEKCy Tennoisonauii W, a
LinboBe 3HAYeHHA Wreq PO3pPaxoBYETbLCA Ha OCHOBI Tfeels (temnepatypu «3a

BiAYYTTAMMY), AKA BPAXOBYE OXON0AXKYIHOUMI edeKT BiTpy Ta BosoricTb. basosa
dopMyna po3paxyHKy Mae BUrNAA;:
I/Vreq = (Tbase _Tﬁzels)k’

ne T, =30°C — Temnepatypa, npu sAKiii notpeba B A0AaTKOBIN Tennoizonau;i
HabAMKAETbCA A0 HYAA, @ k —eMnipuyHUn KoedilieHT macwTabyBaHHA.

BaxknnBoto o0cobauBicTioO po3pobneHoi moaeni € AuHamiyHa Kopekuis
LiNbOBOro iHAEKCY B 3aNeXKHOCTi Bif, eKcTpemasnbHUX 3HavyeHb Bosorocti. lpwu
BiAHOCHIA BosIOrocTi noBiTPA noHag 80% Ta HU3bKUX Temnepartypax
TEeNNoONpoOBIgHICTL CepefoBuL@ 3POCTAE, WO BMMArae nNiABULWEHHA PiBHA
TennoisonAauii ogary. ANroputm aBTOMaTMYHO A043€ 15 nyHKTIB 40 UinboBOro

iHOeKcy W,eq Y TaKMX yMmoBaX. HaTOMICTb NpM BUCOKUX TemnepaTypax Ta BONOTOCTi

BMMOra A0 O04ATY 3HUKYETbCA ANA 3anobiraHHA neperpisy opraHiamy.

Ona dopmyBaHHA 06pasiB 3acToCoOBYHOTbCA ABi cTpaTerii Tonosorii oaary:
CTaHAapTHa 6araTolwapoBicTb (KOMbIHALIA OKPEMUX ENEMEHTIB BEPXY Ta HU3Y) Ta
uinicHa apxitektypa (418 CcykoHb abo KombiHe3oHiB). [pouec reHepau,ii
OMTMMI30BaHO 33 O0OMOMOro MeToAy CTOXaCTUYHOrO nepemillyBaHHA CMUCKIB
oaAary nepep Bigbopom, wWo 3abe3nedyye BapiaTUBHICTL pekomeHaauin. Ona
3anobiraHHA EeKCNOHEeHLia/IbHOMY 3pOCTaHHIO 4Yacy BWMKOHAHHA NpPU BEJUKIN
KiZIbKOCTi peyeirt BBeAEHO OOMENKEHHS Ha KinbKicTb iTepauin (limit=10), wo
rapaHTYe KOHCTAHTHY 4YacoBy cKaagHictb anroputmy O(1) Ta ctabinbHy poboty
CUCTEMM Nif HAaBAHTAXKEHHAM.

OKkpemuMm HOBOBBEAEHHAM € peanisauia KoHuenuii  «BipTyanbHUX
CYTHOCTeM» Aans BMpilleHHA NpobaemMmn «X0/104HOro CTapTy» Ta HEMOBHOTU AaHWUX,
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Npo AKy 3ragyerbca B poboti [3]. Y cuTyauisx, KOAM MNOTOYHI NOrogHi ymoswu
BMMaraloTb KPUTUYHO BaXK/JMBOFO €/IeMEHTa 3axucTy (Hanpuknag, Wankuv npwm
TemnepaTypi HWXK4Ye Hyns), a BignosigHa piy BigCyTHA y uudposisoBaHOMY
rapaepobi Kopuctysaya, cuctema He nepepusae poboTy nommakor. HaTomictb
anropuTM TreHepye CUHTETMYHMW O0O0’eKT 3 o03HaKow is_virtual: true Ta
HeobXigHMMM TENNIOBUMM XapaKTepucTkamu. Lie go3sonse coopmyBaTtu LinicHUn
Ta 6e3neyHMn pana 3p0pos’a obpas, OAHOYACHO HAZAYM KOPUCTyBa4yeBi
pekoMeHAaL,ito Wwoa0 HeobxiAHOCTI AONOBHEHHS peanbHOro rapaepoby.

IHTepdec Ta B3aemopia 3 KopuctyBadyem. Po3pobneHa cuctema
peanizoBaHa y BUrnaai Beb6-3aCTOCyHKY 3 afanTMBHUM iHTepdeincom. PeanisoBaHo
¢dyHKuioHan «Smart Batch Upload», sAKkuMiA  [003BONsiE  KOpUCTyBayesi
3aBaHTa)XyBaTM naketTn  ¢oTtorpadiii, WO aBTOMATMYHO 0OpPOBAAIOTLCA
Helipomeperkamu. Pe3ynbTaT reHepalii 0bpasy, AKMIN BPaxoBYE NOKaAbHI NOroAHi
AaHi Ta CTUAb NoAji, NpeacTaBaeHo Ha puc. 3.

KopuctyBay Mmae MOXKAMBICTb 06paTu JNoKauito, TMn noaii (Hanpuknag,
nporynsHka, cnopT, odic) Ta OTPMMATK roToBM KOMNAeKT. CucTema Bigobparkae
He Auwe niaibpaHi pedi, a 1 MeTeopoNoriYHi NOKa3HUKKU, Ha OCHOBI AKUX Byno
NPUMAHATO piweHHA. [1o04aTKOBO peanisoBaHO MexaHi3m «UMPPOBOro KapaHTUHY»:
npu Bnbopi onuii «f1 ogarHy Le», BUKOPUCTaHI pedi oTpMmytoTb cTaTyc «Y NpaHHi»
i BUKNOYAOTbCA 3 peKomeHaaLi Ha 4 AHi, wo 3abe3neyye poTauito rapaepoby.

MICTO BIAYYBAETHCA AK BONOTICTb
? Kyiv ) 1,76°C O 94%

Baw o6paz roroBun!

Jeans Jacket

sky_blue ® gray

ObepiTe NoKaLio Kirgiviie sbipsiere

ua Knie (Ykpaina) v ﬁ, Mporynauxka / Casual
P pory:

36epertn B rapgepob % fl oparny ue

IHWKWiA BapiaHT

Puc. 3. IHTepdeiic BiaobpaxkeHHs 3reHepoBaHOro 06pasy 3 NOrogHUMU SaHUMU
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BucHOBKW. Y xoA4i BMKOHaHHA poboTn 6yn0 CNPOEKTOBAHO Ta NMPOrpPamHo
peani3oBaHoO iHTeneKkTyanbHy BebopieHTOBaHYy cuctemy «Smart Wardrobe», Aka
BMPILWYE aKTya/ibHy 3aZa4yy NepcoHani3oBaHOro nNigbopy oaary 3 ypaxyBaHHAM
dakTopiB HaBKOJINLWHbOIO cepenoBMLLa. Ob6rpyHTOBaAHO AOUiNbHICTb
BMKOPUCTAHHA TiOpMAHOI apXiTeKTypW, WO NOeAHYE npoaykTuBHicTb .NET Ta
aHanNiTM4HY  rHydkictb  Python, 3abesneuyioun  edpekTMBHYy  0OPOOGKY
MYNbTUMOZANbHUX AaHUX. Po3pobneHuin KackagHW KOHBEEP KOMM'LOTEPHOro
30py 3 BUKopucTaHHAM mogenen ViT ta CLIP po3BonmB 3HaA4yHO NigBULWMUTH
TOYHiCTb Knacudikauii ogary Ta BupiwnTM npobnemy posni3HaBaHHA CKAALHWUX
TEeKCTYp, fAKa Oyna BnactMBa NpoCTiWMM Moaenam. BaockoHaneHuin metop
BU3HaYeHHs Konbopy B npoctopi HSL i3 nonepeaHboto cermeHTauieo ¢oHy A0BiB
CBOIO e(dEeKTUBHICTb Yy HiBe/NtOBaHHI BM/IMBY YMOB OCBITNIEHHA Ha Pe3ynbTaTu
aHanisy. IHTerpauia maTemaTMyHOi mogeni TennoBoro KoM@opTty Ta mexaHizmy
«BIPTYaNbHUX CYTHOCTEM» [03BOJINNA CTBOPUTU CUCTEMY, CTiMKY A0 HEMOBHOTU
OAHUX Ta 34aTHY HaAaBaTM QYHKLLIOHANbHO KOPUCHI peKoMeHAau,i, Wo CnpuatoThb
36eperKeHHI0 340Pp0B’A KOPUCTYyBauiB.
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The paper addresses the actual scientific and applied problem of creating
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adaptive recommendation systems in the FashionTech sector. It proposes and
implements the concept of an intelligent web-based system «Smart Wardrobe»,
designed to automate the selection of a personal wardrobe while strictly
accounting for dynamic weather factors and individual user characteristics. A
detailed description of the software implementation of a two-level hybrid
architecture is provided. This architecture effectively combines the high-
performance ASP.NET Core environment for business process orchestration with
Python modules for deep image analysis, interacting through direct input-output
stream interception to minimize latency.

The authors substantiate the choice of the computer vision technology
stack. A cascade recognition model is introduced, utilizing Roboflow for initial
detection and CLIP/Vision Transformer models to overcome the «semantic gap»
and ensure high classification accuracy (up to 90%) for complex textures. An
improved method for color determination in the HSL space with preliminary
background segmentation is presented, solving the issue of lighting influence.

A functional core of the system is a mathematical model for calculating the
thermal comfort index, which dynamically adapts recommendations based on
«feels like» temperature, humidity, and wind chill factors. Furthermore, a
unique algorithm for compensating for missing data through the generation of
«virtual entities» is implemented to solve the «cold start» problem. The
practical value of the work lies in creating a functional prototype that prioritizes
the user’s physical comfort over simple visual similarity.

Keywords: FashionTech, Intelligent System, Computer Vision, Vision
Transformer, CARS, HSL, ASP.NET Core.
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BO4HOIO rocnogapcraea Ta NPUPOLOKOPUCTYBAHHA, M. PisHe,
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IHTENEKTYAJIbHA BEBOPIEHTOBAHA CUCTEMA NIATPUMKU ANA 3ACBOEHHA
HABYA/NbHUX aAncuunnnaid IHOSEMHUMU MOBAMMU

3anponoHoBaHO Ta peanizoBaHo KoHUenuiko iHTeNneKTyanbHOI
BebopieHTOBaHOI cucTemu, nNpusHayeHoi ANA aBTOmMaTu3auii nepeknagy Ta
CeMaHTUYHOro aHani3y HaB4Ya/JIbHUX MaTepianiB y 3aknagax BULLOI OCBITWU.
OnucaHo apxiTeKTypHi piweHHA, 30Kkpema BuKopuctaHHA Clean Architecture,
niaxogis DDD Ta CQRS, a Takox creKk TexHonoriii: ASP.NET Core, React,
Microsoft SQL Server. OcobnuBy yBsary npugineHo iHTerpauii 3 BeJAUKUMU
MOBHMMU mogenamu uyepes nnatpopmy Ollama pgna 3abesneyeHHA TOUHOCTI
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nepeKknaay TepmMiHONOrIi Ta BUGINEHHA KNOUYOBUX NOHATbL. MpPoaEeMOHCTPOBaHO
$yHKUiOHan cuctemun ana pisHUX ponen KopucTyBadis.

Knwoyosi cnoea: Clean Architecture, ASP.NET Core, React, LLM, Ollama,
CEeMaHTUYHUM aHaNi3, iHTeNeKTyasibHa cucTema.

Bctyn. CyyacHWiM eTan poO3BUTKY BULLOI OCBITM XapaKTEPU3YETbCA aKTUBHOLO
iHTepHaUioHani3alUielo Ta 36iNblIEHHAM KiNbKOCTI iHO3emMHUX cTyaeHTiB. Lle
CTBOPIOE HOBI BMKAWKM, NOB’A3aHi 3 MOBHMMM b6ap’epamun, AKi 3HUKYIOTb
e(deKTMBHICTb 3aCBOEHHA HaB4yanbHOro marvepiany [1]. 3BMYHI nmiaxoam, TakKi AK
PYYHUI nepeknag abo BUMKOPUCTAHHA 6a30BMX OHMAMH-NepeKnanadis, 4acto €
YyacosaTpaTHMMM, He 3b6epiratoTb ¢GOpmaTyBaHHSA  CKNAAHUX  OOKYMEHTIB
(npeseHTauiit, nekuin) Ta He 3abe3nevyloTb AOCTAaTHbOI TOYHOCTI Yy nepeaadi
cneuianizoBaHoi TepmiHonorii. TakMM YMHOM, 3ada4vya CTBOPEHHA iHHOBALMHMUX
iHCTPYMEHTIB, WO MNOEAHYIOTb aBTOMAaTUMYHWUM nepeknas i3 3acobamu
iHTeNneKkTyanbHOi 06POBKKN TEKCTY, € aKTYyaNbHOIO.

MeToto poboTh € po3pobKa iHTeNneKTyaIbHOi BEOOPIEHTOBAHOT CUCTEMMU, AKA
3abe3neyye aBTOMATUYHUI MNepeknas HaB4yanbHUX MaTepianis (dannis .docx,
.pptx) Ta BUAINEHHA KNOYOBMX MOHATb HAa OCHOBI HEMPOHHWUX MepeK, Hagaruu
CTYAEHTaM Ta BMKA3Za4aM 3pyvHe CepefoBULLE A5 B3aEMOLiT 3 KOHTEHTOM.

ApxiTeKTypa Ta CTeK TexHonoriii. Jna 3abe3neyeHHA MacwTaboBaHOCTI,
FHYYKOCTi Ta HaAinMHOCTI cuctemmn 6byno obpaHo apxitekTypHuint ctunb Clean
Architecture. Ller nigxig po3sonae posainutn 6isHec-noriky Ta iHGPACTPYKTYpPHI
KOMMOHEHTH, pob1AaYM CMCTEMY HEe3a/IeKHOLO Bif, 30BHIWLHIX ¢ppelimBopKiB Ta H6a3
AaHux [2].

Cuctema nobynoBaHa 3a KIEHT-CEPBEPHOID apXiTeKTypok. B3aemogin
KOMMNOHEHTIB peanizoBaHa yepe3 RESTful API. IHTerpauiiHa giarpama cuctemu
HaBeaeHa Ha puc. 1.

OCHOBHMMU TEXHOOTIYHI CKNAA0BI MPOEKTY HABOAATLCA HUXKYeE.

Back-end peanizoBaHo Ha nnatdopmi .NET 3 BMKOpUCTaHHAM moBu C# Ta
dpenmeopky ASP.NET Core. BukopucTtaHHa npuHumnis DDD (Domain-Driven
Design) p[03BOAIMNIO 3MOAENOBaTM CKNagHy 6i3Hec-noriky, a natepH CQRS
(Command Query Responsibility Segregation) 3abe3neuns po3gineHHa onepauii
YMTaAHHA Ta 3aNKnCy ANa oNTUMI3aLii NnpoayKTMBHOCTI [3].
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Puc. 1. IHTerpauinHa giarpama cuctemm

Front-end po3pobneHo 3 BuKopUCTaHHAM 6ibnioTekn React Ta iHCTpyMeHTY
36ipkm Vite. Le 3abesneynno CTBOPEHHA LWBWAKONO Ta iHTEPAKTUBHOIO
iHTepdelicy Kopuctysaya (SPA).

B akocTi cuctemun KepyBaHHs 6asamu gaHux (B) obpaHo Microsoft SQL
Server. B3aemogia 3 b/l 3aiicHioeTbca Yepe3 ORM Entity Framework Core, wo
cnpouye BUKoHaHHA CRUD-onepauiit Ta ynpaBaiHHA mirpagiamu.

Ons peanisauii iHTenekTyanbHUX GyHKUiA (Nepeknad, BUAINEHHA KAHOYOBUX
cnis) BuMKopuctaHo LLM-momens Gemma 3 4B, po3ropHyTy nOKanbHO 4Yepes
nnatpopmy Ollama [4]. Ue piweHHa po3sonse o06pobnatn KoHPiAeHUiNHI
HaBYa/NbHi maTepiann 6e3 nepegadyi ix CTOPOHHIM NaaTHUM API.

Ona 36epiraHHA ¢anniB nekuir Ta npeseHTauir BUKopuctaHo Azure Blob
Storage.

Peanisauia 6a3u paHux. [poekTyBaHHA 6asM AaHMX BMKOHYBanoca 3
DOTPUMaHHAM MpPUHUMNIB HopMmanisauii. Cxema B[l BkAtoyae Tabauui ana
36epiraHHA iHbopMaLLii NPO KOPUCTYBaYiB, FPyNu, OKYMEHTH, KNOYOBI C/IoBa Ta iX
nepeknagn. PparmeHT ER-giarpamu HaBegeHo Ha puc. 2.
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Group ( AspNetUsers

I —— FirstName: nvarchar(256)

GroupName: nvarchar(max) GroupAsStudentld:Id

LastName: nvarchar(256)
RefreshToken: nvarchar(max)
RefreshTokenExpiresAtUtc: datetime2
GroupsAsTe{_acherld:Id J UserName: nvarchar(256)
NormalizedUserName: nvarchar(256)
Email: nvarchar(256)
NormalizedEmail: nvarchar(256)

GroupTeachers EmailConfirmed: bit

Teachersld:Id .
GroupsAsTeacherld: uniqueidentifier | > PasswordHash: nvarchar(max)

Teachersld: uniqueidentifier

SecurityStamp: nvarchar(max)
ConcurrencyStamp: nvarchar(max)
Documents PhoneNumber: nvarchar(max)
PhoneNumberConfirmed: bit
TwoFactorEnabled: bit
LockoutEnd: datetimeoffset

Title: nvarchar(200) Ownerld:1d
Description: nvarchar(max) 1

KeyWords Extension: nvarchar(max) LockoutEnabled: bit
Ownerld: uniqueidentifier
Documentld: unigueidentifier AccessFailedCount: int
OriginalWord: nvarchar(max) T L GroupAsStudentld: uniqueidentifier
TranslatedWord: nvarchar(max)

e @@ Id: uniqueidentifier
OriginalMeaning: nvarchar(max) Documentld:Id

Puc. 2. dparmeHT cxemum 6asu gaHux

Barknusoto ocobnusicTio € 36epiraHHA 3B’A3KIB MiX OpuUriHaAbHUMMU
TepMiHaMM Ta X MNOACHEHHAMM, WO A03BONAE peanisyBatm ¢GyHKUiOHAN
iHTEPAKTMBHOrO CNOBHMKA Be3nocepeHbO B TEKCTI IEKLil.

®YHKUiOHaNbHI MOXXAMBOCTI Ta anroputmu pobotu. Cuctema nigTpUMye
TPU OCHOBHI poni KopuctyBadis: AamiHicTpatop, Buknagay Ta CrygeHT.
AOMiHICTpATOp Kepye rpynamm KOPMUCTYyBadiB Ta HaNaWTyBaHHAM gocTyny. Toai Ak
BuMKnagay Ma€e MOXAMBICTb 3aBaHTAXKyBaTM HaBYasbHi  matepiann. [pwu
3aBaHTaXKeHHi ¢panny (popmatun .docx abo .pptx) cMctema aBTOMaTUYHO BM3HAYAE
MOBY opwuriHany abo 003BONSAE BKa3aTu ii BPy4Hy, a TakKoXK 06paTu LiIbOBY MOBY
nepeknagy. Kopucrysad poni CTyaeHT mae AOCTyn A0 aAanToBaHWX maTepianis
CBOEI rpynwu.

BaXnmMBMUM anroputmiyHO CKNAgHUM eNeMeHTOM CUCTEMW € peanisauif
30eperKeHHA CTPYKTYPWU AOKYMEHTIB nicns nepeknaay. Cuctema pos3bupae XML-
cTpyKTypy ¢ainis Office Open XML, Buainse Tekctosi 610KKM, nepenac ix Ha
06pobKy Helpomepeki, i KOPeKTHO BOYAOBYE NepeKNaZeHWn TEeKCT Hasaa,
36epiratouu cTuni, Tabanui Ta 306 paxkeHHA.

®parmeHT Koay, WO BiANOBiga€ 3a B3aEMOAiO 3 CepBiCOM nepeknagy Ta
BUAYYEHHA KNOYOBUX CNiB, HaBeAEHO Ha puc. 3.
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foreach (var textElement in textElements

string original = textElement.Text;
if (string.IsNullOrWhiteSpace(original))

continue;
try
string translated = await _translateService
.TranslatelecturefAsync(original, originallLanguage, targetLanguage);
fullTranslatedText = fullTranslatedText + " " + translated;
textElement .Text = translated;
}
catch (Exception ex)
{
Console.WriteLine($"Translation failed for "{original}’': {ex.Messagel}");
}

Puc. 3. Peanisauia metoay o6pobKM TEKCTY 3@ AONOMOrOH0 LUTYYHOTO iHTENEKTY

IHTepdec Ta B3aemopia 3 KopuctyBayem. [lM3ailH Beb6-3aCTOCYHKY
po3pobaeHO 3 aKLUEHTOM Ha 3PYYHICTb YMTaHHA Ta Hasirauii. Micna aBTopwu3auji
(peanizoBaHo yepe3 Google OAuth), KopucTyBay NOTPANAAE Ha FOIOBHY CTOPIHKY
3i CNMCKOM AOCTYNMHUX ANCUMNANIH Ta AOKYMEHTIB (puc. 4).

B transiator Documents Upload 4  YanaYushchuk(Teacher) (e Cig

Your Documents

Nexuin_Beryn_ao Information_syst
_onepauifiuux_cu ems_Updated

information_systems_

Puc. 4. IHTepdenc cnUCKy AOKYMEHTIB

YHIKanbHOK QYHKLIEID CUCTEMU € PEXUM IHTENEKTYaZIbHOITO YMTAHHA.
BiaKpmBlWIKN  AOKYMEHT, CTyAeHT 6aunTb nepeknaseHuin TekcT, Yy SKomy
aBTOMATUYHO NiACBiYEHi KNHOYOBI TepPMiHWU. MNpU HaTUCKaHHI Ha TepMiH 3'ABNAETbLCA
MOJaNbHe BIiKHO 3 MOro OPUriHaNbHMM 3BYYaHHAM, MEPEKN3LOM Ta KOPOTKUM

nosicHeHHAM (aediHiujieto), 3reHepoBaHUM LWITYYHUM iHTeneKTom (puc. 5).
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Documents Upload Yi

Nekuisa_BcTyn_ao_onepauiliHUX_cuUcTeM
Extension: .docx

Uploaded by: ia03.yana.yushchuk@gmail.com

Download Delete

Operating Systems Operating Systems (OS) are an integral part of modern computers and other electronic devices.

They are the prir raction between the user and the Hardware . The OS is responsible for

Onepauiiini cucremu®

managing the ¢ programs, ensuring Security , and organizing efficient data exchange.

In this lecture, OcHoeHe nporpamue epts, functions, and classification of Operating Systems . What is an

Operating Syst SRR This is software that acts as an intermediary between the user and the

i zabezneuye B2aeMOAID MK i
computer's Hz unctions such as Memory Management , Process Management , the
KOpMCTyBaYeM Ta anapaTHuMm

file system, al S allows programs to run more efficiently and provides the user with

3abeaneyeHHAM.
access to Hard\  primary software that ensures i of the Operating System : Process Management creating, planning,

and completinc  interaction between the user nent Memory allocation between programs and memory deallocation
after their com| and the hardware. anization, storage, and access to files. Device Management interaction
with Hardware wuevices sucn as priners, nard drives, and other peripherals. Security Assurance : protection of data

and resources from unauthorized access. Examples of popular Operating Systems Windows N Most popular OS for

Puc. 5. Mepernag AOKYMEHTY 3 iIHTEPAKTUBHUMU eNeMEHTAMM

Le cnpuse Kpawomy 3aCBOEHHIO MaTepiany Ta BUBYEHHIO NPOecinHOi
NEeKCMKN. TaKoXK peanisoBaHO MOXK/MUBICTb 3aBaHTAaXKEHHA NepeKknageHoro ¢anny
Aana opnaniH-gocTyny.

BucHoBku. Y poboTi CNpoeKTOBAaHO Ta pPoO3pobAEHO iHTeneKkTyanbHy
BebOpiEHTOBAHY CMCTEMY ANA NIATPUMKM 6araToMOBHOrO HaBYa/IbHOrO MPOLECY.
BuKopucTtaHHA cyyacHoro cTeky TexHonorin (ASP.NET Core Ta React) i
apxitektypHux natepHis (Clean Architecture Ta CQRS) 3a6e3neynno BUCOKY
NPOAYKTMBHICTb Ta MacwTaboBaHiCTb piWleHHA. IHTerpauis 3 noKanbHot LLM-
mogennto depe3 Ollama po3Bosnna  A0CArTM  BUCOKOI  AKOCTI  nepeKknaay
cneuianizoBaHMX TEKCTiB i3 3b6eperkeHHAM KoHpigeHUIMHOCTI AaHux. Cucrtema
BUPiWIYE nNpobnemy MOBHUX bOap’epiB, HagalouM CTyAEeHTam iHCTPYMEHT Ans
edeKTMBHOro OonpauloBaHHA JIeKUiMHOro martepiasy iHO3eMHMMW MOBaMM, a
BMKNaga4yam — aBTOMaTU30BaHMM 3acib aganTauii KOHTEHTY.

1. MauuHcbka H. |, Komaposa 0. B. YnpoBaaXeHHA iHHOBALIMHUX TEXHOJOTIiM
HaBYaHHA Yy BULiMA WKoNi. Haykosuli gicHUK MenimomnonbsCbKo2o 0epiasHo20
nedazoziyHoz20 yHisepcumemy. Cep. [edazoeika. 2015. Bun. 14 (1). C. 240-246.

2. Clean Architecture with ASP.NET Core. URL: https://ardalis.com/clean-
architecture-asp-net-core/ (nata 3sepHeHHsA: 05.11.2025).
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3. CQRS - Azure Architecture Center. URL: https://learn.microsoft.com/ru-
ru/azure/architecture/patterns/cqrs (gata 3sepHeHHa: 05.11.2025).

4. Ollama. URL: https://ollama.com/search (aaTa 3sepHeHHA: 05.11.2025).

5. ASP.NET Core documentation. URL: https://learn.microsoft.com/aspnet/core
(mnaTa 3BepHeHHA: 05.11.2025).

Yushchuk Y. M., Senior Student; Boichura M. V., Candidate of Engineering (Ph.D.)
(National University of Water and Environmental Engineering, Rivne)

INTELLIGENT WEB-BASED SUPPORT SYSTEM FOR LEARNING ACADEMIC
DISCIPLINES IN FOREIGN LANGUAGES

The rapid internationalization of higher education has led to a significant
increase in the number of foreign students and disciplines taught in foreign
languages. This trend creates distinct challenges related to language barriers,
which significantly hinder the effective acquisition of educational material.
Standard automated translation tools often lack the capability to preserve the
complex formatting of academic documents or provide context-specific
terminological explanations required in a university setting. To address these
issues, this paper proposes and implements an intelligent web-based system
designed to automate the translation and semantic analysis of educational
materials.

The system architecture is founded on Clean Architecture principles,
ensuring distinct separation of concerns, testability, and scalability. The Back-
End logic is implemented using the ASP.NET Core framework, leveraging
Domain-Driven Design to model complex business rules and Command Query
Responsibility Segregation to optimize data processing. The Front-End is a
dynamic Single Page Application developed with React and Vite. A distinctive
feature is the integration of the Gemma 3 4B Large Language Model via the
Ollama platform. This allows for local, privacy-focused processing of confidential
lecture materials, ensuring high-quality translation and the extraction of key
concepts. The system includes advanced file processing algorithms that handle
Office Open XML formats, enabling the translation of .docx and .pptx files while
strictly preserving original structures, styles, and images.

The practical implementation results in a platform that supports Teacher
and Student roles, offering interactive study materials with highlighted
definitions, thereby significantly improving the learning experience.

Keywords: Clean Architecture, ASP.NET Core, React, LLM, Ollama, semantic
analysis, intelligent system.
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10ona Nl. B., ctyaeHTKa 2 Kypcy marictpatypu cneuianbHocti «Mcuxonorisi»,
2Babuu C. B., K.T.H., goueHT (HauioHanbHWUit yHiBEpCMTET BOAHOrO rocnoAapcrsa
Ta  NpUpoaoKopucTyBaHHA, M. PisHe, !dolya_ipo24@nuwm.edu.ua ;
2 s.v.babych@nuwm.edu.ua)

COLIA/IbHO-NCUXONOTIYHI ACNEKTU AUCTAHLIMHOIO HABYAHHA
CTYAEHTIB Y BOEHHWUI NEPIOA;: PONb LINOPOBUX KOMYHIKALLIHA

AKTyanbHicTb AoCnigXXeHHA 3yMOB/JIeHA TpaHCcPOpPMaLiEd YKPAiHCbKOI
OCBiTM, [MAe AUCTaHUIMHe HaBuYaHHA HAbyno cTatycy eK3ucCTeHUuinHoi
HeobxigHocTi. Undposi KomyHiKauii, Xoua i € XXKUTTEBO BaXK/IMBUM MICTKOM ANnA
aKageMiyHoro npouecy, BOAHOYAC CTBOPHOKOTb 30HU BPA3/INBOCTI, OCKiNbKU
€MOUiiHe BUCHAXXEHHA Ta XPOHIUHUI cTpec pobaATb CTYAEHTIB BPa3/IMBOIO
MilleHHI0 ana  iHbopmauiliHMX atak Ta wWaxpaicrtea. TakKMM  UYUHOM,
AKTYa/NIbHICTb 3MILLLYETbCA 3 TEXHIYHMX acneKTi Ha MCUXONOriYHy CTiKicTb
ocobucrocTi B undpposomy cepeposuLi.

Knaroyosi cnoea: pucTaHuUiliHe HaBYaHHA, BOEHHUW nepiog, NCUXONOoriyHa
CTiMiKicTb, KibepcTiliKicTb, Kibepbe3neka, aganTMBHA iAEHTUYHICTb, coujianbHa
iH)KeHepif, KOTHITUBHE BUCHAXKEHHA.

MeToto pob0TH € NpoBeAEHHSA aHaNI3Yy MMMOUHHUX COLLiaNbHO-NCUXOIONIYHUX
TpaHchopmaLii, Wwo BiabyBaroTbCA 3i CTYAEHTAMWU B YMOBaX BillHW, Ta BU3HAUYUTW,
AK 006i3HaHiCTb Woao Kibepbe3nekn BMNAMBAE Ha iXHKO 3aranbHy aganTUBHY
CTiMKICTb Ta yCMiLWHiCTb.

Y po60Ti po3rIAHYTO TPU K/OYOBI aCNeKTu:

1. MNcuxonoriyHa «iHBepCiaA» Ha4ya/ibHOro NpPouecy: BCTAHOB/IEHO, WO MO30K
CTYAEHTa MOCTiMHO nepebyBae B aBapiMHOMY pexumi («buit abo 6iKM»), WO
npu3BOAMTb A0 [AECTPYKUil KOTHITUBHMX MexaHi3MiB (po3citoBaHHA yBaru,
MeHTa/bHEe nepeBaHTaXKeHHA). Llel 3cyB npiopuTeTiB (BMMKMBAHHA 3aMiCTb
HaBYaHHA) NiaTBEPAXKYETbCA AocnigKeHHAMM LLeBueHKa (2022) [1] Ta MomUTKiIHOT
(2023) [2], sKi OiKkcyloTb 3HAUYHE 3HUMKEHHS KOHUEHTpauil Ta moTuBauii. Ycnix
HaBYaHHA B LUMX YMOBAX 3a/1€KWUTb Bif BHYTPILLHbOrO NOKYCy KOHTponto [3] Ta
NPOaKTUBHOI aganTueBHocTi (YepeBKo Ta iH., 2024) [4].

2. UudpoBuit npocTip AK apeHa 3arpo3: uMPpoBi KaHaIN € MilLeHHI0 ANs
NCUXONIOTIYHMX aTaK. PeHomeH «daHTOMHOI coliani3auii» (cnifKkyBaHHA B YaTax)
HEe KOMMEHCYE BTPAYeHe BiAYYTTA CMiNIBHOTM i MOXe MOCWUAOBATM CMiBYYTAMBY
BTomy (Kosanenko, 2023) [5]. ®@iwwuHr T1a IMCO CBiAOMO €Kcn/iyaTyloTb CTaH
niaBuLLLEHOI BpPa3nMBOCTi Ta AediUUT KPUTUUYHOTO MMUCAEHHS, WO NiATBEPAMKEHO
3pOCTaHHAM aTaK Ha OCBIiTHil ceKTop (deprkcneuss’asky, 2024) [6].
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3. KibepcTilKicTb Ta aganTMBHA iAEHTUYHICTb: Y BOEHHUI Yac GOPMYETbCA
HOBa, aganTUBHA IAEHTUYHICTb, A€ MeXi MiX ocobuctum i 6Ge3nekoBMm
npoctopamun ctupatotbea. KibepcTilikicTb (34aTHICTb  po3ni3HaBaTU  eMOLiNHI
Tpurepu) nepexoguTb i3 po3psafy TEeXHIYHOI HAaBMUKM Yy K/KOYOBY COLia/IbHO-
NCUXONOTiYHY KomneTeHuito. O6roBoptoeTbcA HeobXigHICTb NepeocMUCNeHHA
aKaAeMi4yHOi eTUKM Ta BNPOBaAKEHHA TPAaBMOIHPOPMOBAHOI OCBITH Yepes «edeKT
CBilKa» Ta HOBY, CYCMNi/IbHO 3HAYYLLY LiHHICTb 3HAHHA.

BillHa KapAWHANbHO 3MiHWANA XKUTTA YKPATHCbKUX CTYAEHTIB, 3pobusLIM
AUCTaHLUiHe HaBYaHHA HeobxigHicTio. Llen nepioa BMmarae Bif, HUX OCBOITU HOBI
nporpamum Ta MNPONTU CepNO3HY MeEHTaNbHY aganTauilo Mig MOCTIMHUM TUCKOM
cTpecy i Hebe3snekn. B uit cutyauii umMdposi KoMyHiKalii BigirpatoTb NoaBiiHY
po/b. 3 0AHOro GOKY, BOHM € YN HE €EAMHMM HagiiHMm cnocobom nigTpumyBsaTm
HaBYaHHA Ta CNiAKyBaHHA. 3 iHWOro — CTBOPKOIOTb 30HM BPA3/UBOCTI AK ANA
NMCUXOJIOTIYHOTO CTaHy CTYAEHTiB, TakK | Ana ixHboi uuppoBoi 6Hesnekwu.
AKTYanbHICTb CTATTi NONAra€ y HEMOXK/MBOCTI PO3rAA4aTU HaBYaHHA NuwWe AK
TeXHiYHMN npouec. CTaH TPUBOMN Ta eMOLiiHe BUCHAXKeHHA PobNATb CTyAeHTIB
JIErKO0 MilLEeHHIO AN1A WaxpaiB Ta iHGopMaLIMHMX aTaK, Ki BUKOPUCTOBYIOTb IXHIO
NCUXONOTIYHY BPa3/INBICTb.

AHanis HaykoBux nyb6Jikaui/h cBigYMTb NPO TAMOOKY 3aliKaB/NEHICTb
BITYM3HAHUX AOCAIAHMKIB NPo6semoto BM/INBY BiMHM Ha MCUXIKY CTYAEHTCTBA Ta
OCBIiTHI/i npouec. BcTaHOBNEHO, WO KOTHITUBHE Ta MOTMBALiMHE BUCHAXKEHHSA €
OAHIE0 3 TONOBHMX NepeLKkoa AnsA HaBYaHHA. 30Kpema, gocnigxkeHHa [1] odikeye,
Wwo noHag 60% cTyaeHTiB Big3HAYalOTb 3HAYHE MOTriPWEHHA KOHUEHTpaujii Ta
MOTMBAL,i came yepes cTpec. MNMopyweHHA KOTHITUBHMUX GYHKLiN B yMOBaX BiHU
AeTanbHO aHanisye [2], AKa NiaTBepAXKYE, WO NOCTiMHA Ais CTpecopiB BUKIMKAE
3HMXKEHHA 0b6cAry Ta CTIMKOCTI yBaru, WO € NPAMMM HACNigKOM rinepakTmsau,i
Nimb6iyHoT cnuctemu. Mpobnemu aganTauii CTyAeHTIB 40 AMUCTAHUiIMHOIO HaBYaHHSA B
YMOBax BOEHHOrO CTaHy, 30KpPema MCUXONOTYHUIA Ta AWAAKTUYHUI aCMNeKTw,
AetanbHo po3rnagatotb [3]. Ha piBHi camoperynauii Ta agantauii, socnigxeHHs [4]
BKa3ye, WO BMCOKMN PiBEHb BHYTPIWHbOrO JIOKYCY KOHTPOJO € BU3Ha4Ya/lbHUM
NpeauKTOPOM aKaAeMiyHOI YCNiWHOCTI, KOMMNEHCY4YM 30BHILWHIO Ae30praHisaLito.
Mpobnema coujanizaLii Ta NCUXONOTIYHOT NIATPMMKN PO3KPUBAETLCA ¥ poboTax [5],
AKi NiATBEPAXKYOTb, WO BiAYYTTA COLiaNbHOI NIATPUMKM B OHNANH-PopMmaTi
3a/IMLLAETLCA HEeAOCTaTHIM, MOCU/IIOIOYN PUBUKU PO3BUTKY TPUBOXKHMX CTaHiB.
Kpim Toro, [6] cBig4aTb NpoO 3pOCTaHHA YacTKM KibepaTaK, 3acHOBAHUX Ha
COUjaNbHIN iHXeHepii, cnpAMOBaHUX Ha OCBITHIN CEKTop, WO NiAKpPecntoe
HeobXiZIHICTb BUBYEHHSA KibepncuxooriyHnx pusmkis.

He3Ba)kalouM Ha HaABHICTb AOCANiAMKEeHb, KOMMJIEKCHWUI aHani3 iHTerpauii
NMCUXOJIOTIYHOI CTIMKOCTI Ta KibepcTiMKoCTi K KAw4oBUX (paKTopiB aaanTUBHOI
i4€HTMYHOCTI CTYAEHTa B YMOBAX BiliHWM 3a/1MLLAETbCA HE4O0CTAaTHbO BUCBITIEHUM.

1. McuxonoriyHa «iHBepCiA» HaB4Ya/bHOrO NPOLECY: AECTPYKLIA KOrHITUBHUX
MeXaHi3miB
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MoBHOMacwTabHe BTOPrHEHHA 3MiHWMAO nNpaBWaa Ta CNOCIO HaBYaHHA
CcTyaeHTiB. Le ABMwWe MOMKHA Has3BaTM MNCMXONOrIYHOK iHBepcieto. PaHiwe
YHIBEPCUTETCbKI  CTiHW, PO3KNAA4, | NPUCYTHICTb iHWWX JO4en  CcayryBanu
30BHILIHBbOIO MIATPUMKOIO ANS AMCUMNIHM Ta 30CepeaKeHocCTi. Y AnCTaHuinHomy
dopmati nig yac BiMHM Ui 30BHIWHI ONOpW 3HUKAW. B pesynbTati, PyHKUiA
KOHTPO/II0 33 HaBYaHHAM MOBHICTIO /IArNA Ha MNCUXiIKY CTyAEHTa, AKa BXKe M TaK
nepeBaHTa*KeHa NOCTINHOK TPMBOFOK Ta HEBU3HAYEHICTHO.

MoO30K CTyAeHTa, AKMI HABYAETbCA Nig 4ac BiHM, NPALIOE He TaK, AK Y
MMUPHUA 4ac. BiH nocTinHo nepebyBae B aBapilitHomy pexkumi. Mcuxonorm
Ha3MBaloTb Le peakuielo «buin abo 6ixku». BoHa BMMUKAE Te, WO Halbinblue
NOTPIGHO ANs HaBYaHHA — rMMOOKY KOHUEHTpaLito. 3amicTb Toro, abu BHUKATK y
CKNagHy Gopmyny, TEKCT TOLLO HAal MO30K MOCTIMHO WYKAE iHWY iHPOopmaLito: un
€ cBiTN0? UM npautoe iHTepHeT? Yn He 6yno curHany nosiTPAHOI Tpusoru? Ym
HEMaEe MoBiAOMNEHHA npo 3arpo3y?. Le ycknagHioe raMboke pPoO3ymiHHA
maTepiany Ta NpuU3BOAMTb A0 pPO3CIOBAaHHA YyBarm, NOTipWEHHA KOrHITUBHUX
dYHKLUIN | MeHTanbHOTro NepeBaHTa*keHHsA (cognitive overload). AocnigrkeHHs [2]
niagTBEPAMKYE, WO MNOCTiMHA Aif CTPecopiB BiMHM BUKAMKAE 3HUMKEHHA obcAry Ta
CTIMKOCTI yBarM CTYAEHTIB, WO € NPAMMM HacNiAKOM rinepakTmBaLii NimbiyHOI
cucTemu i nopyweHHs pobotu npedpoHTanbHOI Kopu. PaKTUYHO, BiabyBaeTbcA
3MilLLleHHA NPIOPUTETIB: AKLLO paHille Ha nepwomy Miclui 6ysno HaByaTuca Ta
CKNACTK cecito, TO 3apa3 — BUIKUTK, A AKLLO 3aAMWNTLCA eHepria, To BuMTUCA. Lle
He NiHb, Le MeHTa/sbHe BMCHaXeHHA. Pecypcu, AKi mann 6 WTM Ha NOriky Ta
3anam’ATOBYBaAHHA, Tenep MayTb Ha 6opoTbOY 3 TPMBOrotO. AK HACNiIQOK, CTPpaAXKAAE
nam’aTb, NAaHyBaHHS CTAa€ HEMOM/MBMM, a MOTMBAL,S, HaBiTb AKWO BOHa Oyna
BMCOKOIO, NPOCTO «3ropae». 3a AaHUMU ONUTYBAHHA, NpoBeAeHOro B YKpaiHi y
2022 poui, noHag 60% cTyAeHTiB BiA3HAYMAM 3HAYHE NOTipWEHHA KOHLUEHTpaLi Ta
MOTMBaL,i Yepes cTpec [1].

YacTtkoBa abo TpuBasia BiACYTHICTb 30BHIWHIX perynatopiB HaB4asbHOroO
npouecy nepeknagae BClO BiANOBIAAaNbHICTb 3a opraHisauilo 6e3nocepeaHbO Ha
cyb’ekT HaBuyaHHA. Lleii npouec BUXOAMTb 3@ PaMKM 3BUYAHOI aKagemiyHoi
ancumnninn. CTyaeHTCbKa AiANbHICTb NepeTBOPHOETLCA HA MOCTiIMHE ynpaBAiHHA
pecypcamn B ymoBax geodiumty. CTyaeHTU 3MyLlleHi BMpilyBaTU KOMMNAEKCHI
3aBAaHHA: MowyK cTabiNbHOro iHTEpPHeTy, nAaHyBaHHA poboT, aganTauyin
HaBYa/IbHOrO UMKAY A0 6a3 6e3nekn (Hanpuknag, nepebysatoun B yKpuTTi). Lie
BMMarae 6e3nepepBHOrO0 MaHEBPYBAHHA MiX NOOYTOBMMW BUKAMKAMKU Ta
aKageMiYHMMN BUMOTFamu.,

Ons ebeKTMBHOrO PyHKLiOHYBaHHA B TaKOMy HecTabinbHOMY cepenoBULLi
KNHOYOBUM CTA€E HAABHICTb CUJ/IBHOrO BHYTPIWHLOIO JNIOKYCYy KOHTpoato. Ll
NCUXOJIOTIYHA AKICTb ABNAE COBOI NepeKkoHaHHSA 0COBUCTOCTI Y B/IaCHil 34aTHOCTI
BNAMBATUM Ha pe3yabTaTu CBOEI [AiANbHOCTI, He3aneXHOo Big 30BHILIHIX
HEKOHTPO/IbOBaHUX 06cTaBMH (NOBITPAHI TpuBOrK, rpadikM BigKNOYEHb TOLLO).
CTypeHTM 3 pPO3BMHEHUM BHYTPIWHIM  /JIOKYCOM KOHTPOAK AEMOHCTPYHOTb
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NPOAKTUBHY afaNTUBHICTb: BOHM AKTUBHO LIYKAKOTb afibTepHaTUBHI HaB4Ya/bHi
NPOCTOPK, ONTUMI30BYIOTb CBi poboumin rpadik Ta CnpMMMatoTb NPOAOBXKEHHA
HaBYaHHA AK 0COBUCTMIA aKT ONOpY 30BHILWUHbOMY Xaocy. 30Kpema, AOCNiIAKEHHA
[4] BKaA3YE, LLO BUCOKUI piBEHb CaMOperyaaLii Ta BHYTPILWHbOrO JIOKYCYy KOHTPO/IO
€ BM3HAYaNbHUMU MPEAUKTOPAMKU aKaZeMidyHOl YCNIWHOCTI CTyAeHTIB nig 4vac
BOEHHUX Ai, KOMMNEHCYOYM 30BHiWIHIO Ae3opraHizauito. MpoTuaexkHuit nigxiag
CNOCTEPIraeTbCa y TUX, XTO AEMOHCTPYE 30BHILHIN NOKYC KOHTpOAto. Biguysatoum
6e3nopafiHicTb, BOHM CXWU/bHI A0 WBWAKOT anaTii Ta MEHTa/IbHOro BUropaHHA. Ansa
HUX HaBYaHHA CTa€ [O0AATKOBMM CTPECOpPOM, 1 BOHM 06MpatoTb cTpaTerito
MiHIMaNbHOi AOCTaTHOCTI (Hanpuknad, 3aKPUTU Cecito), WO 3HUIKYE AKICTb
3aCBOEHHA MaTepiany. OTKe, B ymMOBax BOEHHOFO 4acy YCMiXx AUCTaHUiNHOro
HaBYaHHA €, Hacamnepea, TeCTOM Ha NCUXONOFIYHY CTIMKICTb i THYYKICTb.

2. UndpoBunit NpocTip AK apeHa coLliabHO-KibepHeTUYHUX 3arpos

B MupHUI Yac uudpoBi KOMyHiKauii 6yan nulie AOMOBHEHHAM, ane 3
MOYATKOM BillHW BOHM CTa/IM UM HE EAMHUM MICTKOM, WO 3’'€QHYE CTYAEHTIB i
BMKNagadvis. MpoTe Le CchinkyBaHHA Ma€ CEPNO3HUIN HEAONIK, AKUA MU HAa3MBAEMO
«(haHTOMHOIO colianisaLicto». Bci BakAUBI couiafibHi cMrHann — supas o0banuus,
iHTOHaLia, MOBa Tifla — AKi AONOMaratoTb Ham 3pPO3YMITU eMOLIMHMI CTaH iHWOI
NOOVUHW, MalXKe MOBHICTIO 3HMKAKOTb Yy YaTax abo MpM BUMKHEHMX Kamepax.
CTyAeHTU MOXYTb OYTM NOCTIMHO «Ha 3B’A3Ky», ane pa3om 3 TUM Bia4vyBaTu
rMMBoOKy emouiriHy i3onAauito. TpynoBi 4YaTM BUKOHYIOTb BaXAmMBy (YHKLtO
KONEKTUBHOTO MPOXMBAHHA TPAaBMM, ane BIACYTHICTb Pi3MYHOro «3a3emMeHHA»
YyacTo nNpuU3BOAMTb A0 CMiBYYTAMBOI BTOMW — €MOLIMHOrO BWUCHAXXEHHA Bifg
NOCTIMHOrO 3aHypeHHA y 4YyXuit 6inb 6e3 peanbHOro, MOBHOLHHOIO KOHTAKTY.
HocnigxeHHa [5] nigTBepAXyoTh, WO Big4yTTA couiabHOI NIATPMMKKM Y OHAANH-
dbopmaTi 3aN1WAETLCA HEAOCTATHIM, WO NOCUNIOE PU3UKN PO3BUTKY TPUBOMKHMX i
AenpecnBHUX CTaHIB.

Came uepe3s Te, WO UuUMOPOBI KOMYHIiKALii CTanAn TOJIOBHOK OMOPOIO
HaBYaHHA, chepa Kibepbesnekn nepectana byt BUKNOYHO TEXHIYHUM NMUTAHHAM.
BoHa nepeniwna Ha piBeHb 0cobMCTOl NCcMxonorivHoi cTikocTi. Lndposi KaHanu,
AKIi MW BMKOPWUCTOBYEMO [AJ/11 HaBYaHHA (Zoom, Telegram, YyHiBEpPCUTETChLKI
CUCTEMMU), CTANIN MPAMUMM MILLEHAMM AR NCUXONOTIYHUX aTaK i LWWaxpancTea.

QiWMHr AK ncuxosnoriyHa ataka. Y BOEHHUIM 4Yac 3/10BMUCHMKM CBigoMoO
BMKOPUCTOBYIOTb BWCOKUIM PiBEHb CTPeCy i HEeBM3HAYEHOCTI ANA MaHinynAauin.
®PiwnHr mackyetbcs nig  Hambinbw 6onodi Ta BaxkauBi  Temu:  OilinHI
PO3NOPAAKEHHA NPO eBaKyalilo, o0b6iuaHKM ¢iHaHcoBOI aonomorn abo HOBI
npasuna 6e3nekn. Le eKkcnnyaTye cTaH nigBuuLeHOi Bpas3nmMBOCTI Ta gediunT
KPUTUYHOTO MWUCAEHHA Y MOMEHT €eMOLIMHOrO Hanpy*KeHHA. CTyaeHTn M
BMKNaAadi, AKi OpPiEHTOBaHI Ha LWBMAKe pearyBaHHA (L0 NPUPOAHO i BaXK/MBO B
YyMOBaxX BiliHW), CTaTb NIEerKolo UinN0. AKTyanbHWIA aHani3 KibepiHuMaeHTiB 3a
2023-2024 poKn NOKasye, WO YacTKa aTak, 3aCHOBaHWX Ha couianbHii iHXKeHepii,
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3pocna Ha 40% i byna cnpsmoBaHa NepeBa*kHO Ha OCBITHIA CEKTOP Ta AeprKaBHi
YCTaHOBM.

IHpopmauiiHo-ncuxonoriyHi - onepauii  (INCO). HaeuyanbHi  4yaTn, 6es
GISMYHOrO  KOHTPO/IKO, CTalOTb  iA€aNbHUM  MalMAaHYMKOM ANA  MNOLMPEHHS
AesiHbopmalii Ta naHiyHMX «BKUAiB». 3aBaaHHs IMCO — nigipBaTM KONEKTUBHUIM
NCUXONOTIYHUIM KNiMaT, 3pyMHYyBaTU A0Bipy A0 odiuiiHnx axkepen iHpopmauii Ta
aAMiHicTpauii yHiBepcuTeTy. B ymoBax BiliHM AOBipa € KAOYOBUM €1€MEHTOM
couianbHoro Kanitany. Konn ctyaeHT nepecrtatotb BipuUTH odilimHUM KaHanam i
nepexoaAaTb Ha HenmepeBipeHi YyTKM, Le MNPM3BOAUTb A0 Xaocy Ta PyMHyBaHHA
HABYaNbHOrO NPOLECy 3cepeanHu.

3. KibepcTilKicTb Ta popmMyBaHHA aAanTUBHOI il@HTUYHOCTI CTyAeHTa

B ymoBax TOTanbHOI 3aneXHOCTI Bif, UMPPOBUX KOMYHIKaLiM, NCUXONOriYHa
KibeprpamoTHiCTb nepexoguTb i3 po3pagy 6axaHUX HABMYOK Y KAOYOBY
KOMMETEHLLiH0 aAaNTUBHOI iAEeHTUYHOCTI.

CTyneHT 6inblle He MO’Ke BiJOKPem/loBaTU HaB4YaHHSA Bif Kibepbesneku.
30aTHICTb KPUTUYHO OLHIOBATK iHpOPMaLLito, pOo3ni3HaBaTU €MOLIMHI TpUrepwu, Aki
BMKOPUCTOBYIOTb 3I0BMUCHUKM, Ta He NigAaBaTica MaHinyasauiam (kibepcTilikicTb)
CTA€E TAKOH }K BAXK/IMBOK HABMYKOIO, AK i KOHCMEKTYBAHHA.

HeobxiagHO HaBYMTM cTyaeHTa pobutm npumycoBy naysy (cton-naysa-
nepesipka), Nepw HiX HATUCHYTU HA HeBigoOMe nocunaHHa abo noainutmca
CYMHiBHOO iHpOpMmauieto. Lle mae ctatn pedpaeKkTopHO 3BUYKOK B LMbpoBOMy
cepenoBuli. [uCTaHUiMHE HABYaHHA Yy BOEHHMW 4Yac 3MYyLWYE CTyAEHTIB
dopmyBaTM HOBY, afANTUBHY IAEHTUYHICTb, e MEXKi MiXK 0COBUCTUM, HaBY4AIbHUM
Ta 6e3neKoBMUM NPOCTOPaMM CTUPAOTHLCA.

HeobxiaHicTb ¢ikcyBaTM [A0KAa3W BOEHHMX 3/7104MHIB abo npocto 6yTu
CBiAKOM pyMHYBaHb B TOWM 4acC, KOAM HeobXigAHO BWMKOHYBATM aKademiyHe
3aBAaHHA, CTBOPIOE KOTHITUBHUI AMCOHAHC. Y LbOMY KOHTEKCTI, BUHUKAE NoTpeba
nepeocMmucneHHs aKagemiyHol  eTUKMU: um [ornyctmma «aKagemiyHa
nobnaxknmBicTb» B yMOBax TpaBmaTM3auii? Lle BMmarae Bif OCBITHiIX YyCTaHOB
BNPOBAAKEHHA TPAaBMOiHGOPMOBAHOI OCBITH.

HaByaHHA HabyBa€e BWMLLOI cycnifbHOI UiHHOCTI. BoHO cTae iHBecTuuieto vy
NOCTTPaBMaTMyYHe 3POCTAaHHA Ta IHCTPYMEHTOM ANA BiAHOBAEHHA KpaiHW, WO €
NOTYXHUM MOTMBALIMHUM YUHHUKOM AN HOBOI, aAanTUBHOI reHepaLil.

Bcynepey ycim 3arposam, BapTO OrMNAHYTU | MepeBarn Ta MOMKAUBOCTI
OVCTaHUiMHOro ¢opmaTy HaBYaHHA B YMOBAX OKPEC/IEHOTO €EMOLMHOro Ta
¢di3ionoriyHOro TUCKy, agyKe, He3BaXKalouM Ha BUKAMKKM, GOPMAT AUCTAHUiNHOrO
HaBYaHHA Y BOEHHMM Yac CTBOPHOE YHiKaNbHi NepeBary Ta MOX/IMBOCTI:

ebe3neka Ta TrHy4kicTb. [ucTaHuinHM  ¢dopmaT 3abe3neyvye OCBITHIO
H6e3nepepBHiCTb Ta 403BO/AE CTyAEHTAM NPOAOBXKYBATM HABYAHHA 3 ByAb-AKOro
6e3ne4yHoro micus, Wo € KPUTUYHOIO NepeBaroro B ymoBax ¢isnyHoi Hebesneku.

¢ PO3BUTOK CaMOCTIMHOCTI. BiACyTHICTb 30BHIlLUHIX peryastopis cnpusae
GOpPMYBAHHIO  CUAIBHOTO  BHYTPIWHLOTO  JIOKYCY KOHTPO/MIO Ta  HABMYOK
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camoopraHiszauii. Ui kKomneTeHuii maloTb BWUCOKY LUiHHICTb AAs8 ManbyTHbOI
npodeciiHoi AiANbHOCTI.

e KibepcCTinKicTb AK KomneTeHuis malbyTHboro. CTygeHTM He Auwe
HaBYalOTbCA, @ W HabyBalOTb NPAKTUMYHOrO [A0CBIAY B YMOBax MNOCTIMHOTO
KibepTUCKY, WO NepeTBOPIOE KibepCTiliKicTb Ha KAOYOBY COLiaibHO-NCUXOJIOTIYHY
Ta npodeciiHy HaBUUKY.

e CycninbHa UiHHiCTb 3HaHHA. HaByaHHA HabyBae BULLLOT cycniNbHOI LiHHOCTI.
BOHO CTae aKToM oOnopy Ta IiHBECTULIED Y NOCTTPaBMATUYHE 3POCTAHHA Ta
iHCTPYMEHTOM A15 BiAHOBAEHHA KpaiHW, WO € MNOTYXHUM MOTMBALINHUM
YMHHUKOM A5 HOBOI, aAaNTUBHOI reHepaLuii.

BMCHOBKKW. [WcTaHUiAHE HaBYaHHA CTYAEHTIB Yy BOEHHMW Nepioa cnig
PO3rNA4aTM AK YHIKANbHUWA COLLIANbHO-NCUXONOMIYHUA EKCNePUMEHT, Ae YycCnix
BM3HAYAETbCA HE SAKICTIO MeperkeBOoro 3’€flHaHHA, a piBHEM MNCMXONOriYHOI Ta
KibepHeTHYHOI cTinKocTi. LndpoBi KomyHiKalii, xo4a i € HeobxigHUM MicTKOM ans
NiATPUMKN aKagemMidyHOro npouecy Ta couianbHUX 3B’A3KiB, BOAHOYAC CTAHOBAATb
PU3UK, OCKiNIbKM CTAlOTb apeHol ANA  MaHINyAAuin - Ta  BMKOPUCTAHHA
NMCUXOJIOTiYHOI BpasnnBocTi. [ns 3abe3nevyeHHA LiniCHOCTI HaBYa/bHOro NpoLecy
Ta MEHTa/sbHOro 340pO0B’s, HeobXxiAHMM iHTerpoBaHWi nigxia. BiH BKAlo4ae
LinecnpAMoBaHUA PO3BUTOK KPUTUYHOINO UMGPPOBOrO MUCAEHHA Ta HaBYaHHS
MexaHi3MaM NCUXON0TYHOT CaMOo0oMNOMOrK y KibepnpocTopi.

MaiibyTHE YKpPaAiHCbKOI OCBITM 3HAYHOK MIPOK 3anexuTb Big TOro,
HACKiNbKN WBUAKO Ta ePeKTUBHO MW 3MOXKEMO NEPETBOPUTU PU3MKU LMPPOBOro
cepefosuiLa Ha PyHAAMEHT 418 HOBOI reHepaLiji.
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Dolia L. V., Master, Babich S. V., Candidate of Engineering (Ph.D.), Associate
Professor (National University of Water and Environmental Engineering, Rivne,
Ukraine)

SOCIO-PSYCHOLOGICAL ASPECTS OF STUDENTS' DISTANCE LEARNING DURING
WARTIME: THE ROLE OF DIGITAL COMMUNICATIONS

The relevance of this study is driven by the existential transformation of
Ukrainian education, where distance learning has become a forced necessity due
to the full-scale war. While digital communications serve as a vital bridge for
academic processes and social connections, they simultaneously introduce
critical vulnerabilities. This is because emotional exhaustion and chronic stress
render students highly susceptible to information warfare, scams, and
cyberattacks. Consequently, the research focus shifts from purely technical
concerns to the psychological resilience of the individual in the digital
environment. The role of digital communications is therefore analyzed as critical
infrastructure for learning, which poses a dual threat: security risks and severe
mental overload. The purpose of the work is to analyze the profound socio-
psychological transformations students undergo during the war and to
determine how awareness of cybersecurity directly impacts their overall
adaptive resilience and academic success.

The study establishes the phenomenon of «psychological inversion» in the
learning process. The external supports for discipline (university walls, fixed
schedules) have vanished, transferring the entire burden of organizational
control to the student’s psyche, which is already working in an "emergency
mode" (Fight or Flight response). This constant state of alert suppresses deep
concentration, leading to a focus on survival and increased cognitive
dysfunction, such as attention deficit and mental overload (cognitive overload).
Research confirms that over 60% of students report a significant decline in
concentration and motivation due to stress. Success in this unstable
environment critically hinges on a strong internal locus of control, which enables
students to proactively adapt and view learning as an act of resistance against
external chaos.

The digital space is analyzed as an arena for socio-cybernetic threats. The
reliance on digital channels results in «phantom socialization», where the lack of
non-verbal cues in chats and online classes leads to emotional isolation and
compassion fatigue despite constant connectivity. Furthermore, the imperative
of cyber hygiene transcends technical rules and becomes an existential
imperative, demanding a constant «stop-pause-check» protocol. The need to
continuously filter information and verify sources creates an additional,
permanent cognitive load that exacerbates existing mental exhaustion.
Adversaries consciously exploit this vulnerability: Phishing attacks are
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psychologically tailored to exploit wartime anxieties (e.g., promises of aid or
evacuation warnings), and propaganda (IPSO) uses educational chats to spread
panic and destroy collective trust, which is a key social asset during wartime.
Cyber incident analysis confirms a significant increase in social engineering
attacks targeting the education sector.

The paper argues that cyber resilience—the ability to recognize emotional
triggers and resist manipulation — is transforming into a core competence of the
adaptive identity of the modern student. Distance learning under war conditions
mandates the formation of a new identity where the lines between personal,
academic, and security spheres are blurred. This necessitates the
implementation of trauma-informed education to address the cognitive
dissonance caused by being a «digital witness» to war while simultaneously
completing academic tasks. Despite the challenges, this format offers unique
advantages and opportunities, including ensuring educational continuity from
any safe location, fostering self-reliance and a strong internal locus of control,
and cultivating cyber resilience as a highly valuable professional skill for the
future generation tasked with national recovery. The study concludes that the
future of Ukrainian education relies on the integrated development of critical
digital thinking and psychological self-help mechanisms within cyberspace.

Keywords: distance learning, wartime, psychological resilience, cyber
resilience, cybersecurity, adaptive identity, social engineering, cognitive
overload.

YK 658.4:004.42

babuu C. B., K.T.H., pgoueHT, }oBTAK H. O., cTyaeHT 1 Kypcy marictpatypu
cneuianbHocti «Komn’oTepHa iHXKeHepia» (HauioHanbHUIA yHiIBEpCUTET BOAHOIO
rocnogapcrea Ta NPUPOAOKOPUCTYBaHHA, M. PiBHe, s.v.babych@nuwm.edu.ua ;
zhovtiak_ak25@nuwm.edu.ua)

BUKOPUCTAHHA HABMYOK NMPOEKTHOIO MEHEZXKEPA B OPTAHI3ALIT
KOMAHAU ONA CTF SMATAHb

Po3rnaHyTO 3aCTOCYBaHHA KAOYOBUX METOA0/ONIN yNpaBAiHHA NPOEKTamMun
(Project Management, PM) B ymoBax BWMCOKOIHTEHCMBHUX 3MaraHb 3
Kibepbesnekn «Capture The Flag» (CTF). MpoaHanizoBaHo cneuudiky CTF sk
KOPOTKOCTPOKOBOrO, AWHAMIYHOrO MNPOEeKTy 3 obmexeHumu pecypcamm Ta
BMCOKOIO HEBU3HAUEHICTIO.

HasegeHo TrpyHTOBHMIW aHaNi3 TPbOX OCHOBHUX KOMMOHEHTIB PM,
apgantoBaHux gna CTF: npiopuTtusauia 3aBaaHb (BMbip «TackiB» Ha ocHoOBI 6aniB,
CKNaAHOCTI Ta HAABHUX HABUYOK), po3noain 3aBaaHb (edpeKTUBHe generyBaHHA
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Ha OCHOBIi cneuianisauii uneHis KomaHgu) Ta 36ip i MeHeAXMEHT [aHUX
(opranisauia KomyHiKauii Ta 6a3u 3HaHb).

3pilicHeHO nNOPIBHANbHY XapaKTEepPUCTUKY TpaauuinHmux (Waterfall) Ta
rHyukux (Agile, Kanban) niaxoais Ao ynpaBniHHA B KoHTeKcTi CTF-3maraHb,
06rpyHTOBAHO nepeBarn rHy4KMX MeTo[0N0rii.
Docnig)keHo mexaHism ¢opmyBaHHA ePeKTUBHOI KOMYHiKauiiiHOi cTparerii
KOMaHAM, WO BK/IIOYAE BUKOPUCTAHHA cneuiani3oBaHUX iHCTPYMEHTIB AnA
BiACTE)XXEeHHA nporpecy Ta obmiHy 3Haxigkamm («npanopamu», «write-ups»).
BuM3HaueHO NpiopuTeTHi HaBMUKU «NPOEKTHOro meHepykepa» (abo KanitaHa)
KOMaHAW, HeobXiaHi Ana makcumisauii pe3y/IbTaTUBHOCTI B YMOBaX YOPCTKUX
4YacoBUX 0bMmeKeHb.

Knawouosi cnoea: Capture The Flag (CTF), ynpasBniHHA npoeKkTamm,
Kibepbe3neka, rHyuki metogonorii, Agile, Kanban, npioputusauia 3asgaHb,
KomaHgHa po6oTa, po3noain pecypcis, 36ip AaHuXx.

Bcmyn. NoctaHoBKa npobnemu. KoHuenuis «3maraHb 3 Kibepbesnekun» (CTF)
YTBEPAKYETbCA AK HEBiA EMHUMA eNneMeHT NiAroTOBKM, aTecTauii Ta PO3BUTKY
daxiBuis y ranysi iHdopmauiiHoi 6e3nekn. Y npodecitHnux Konax 3pocTac
po3ymiHHA, wo ycnix y CTF 3anexuTb He nuwe Big iHAMBIAYANbHUX TEXHIYHUX
HaBMYOK, asie 1 Bia 34aTHOCTI KOMaHAW ePeKTUBHO KoopAauHyBaTu cBoi Aji [1].
HeobxigHicTb BeAeHHA TaKoi MNOAITMKM ynpaBniHHA KomaHAow, fka 6, 3a
BM3HayeHHAM, chopmynboBaHuUM y KepisHmutsi PMBOK, «cnpusana AocArHeHHto
Lifer NpPoekTy Yyepes 3aCTOCyBaHHA 3HAHb, HAaBMYOK, IHCTPYMEHTIB i TeXHiK« [2],
CTa€ KPUTUYHO BAXK/INBOLIO.

Y cBoilt nepsicHin dopmi yyacTb y CTF 4acTO MA€E XAOTUYHMIN XapaKTep:
YYaCHWKM CMOHTAHHO 06WMpaloTb 3aBAAHHA, KOMYHiKaLiA AeueHTpanizoBaHa, a
nporpec BiACTEXYETbCA HecucTtemaTuyHo [3]. Takuii niaxig € HeedeKTUBHUM i
npM3BOAUTL 4O BTPATM Yacy Ta AemoTuBaLii. Y cyyacHomy cBiTi 3marasnbHuit CTF-
pyx ctae Bce binbw npodeciiHum. KomaHau, WO nocifatoTb NpuM3oBi Micus,
OEMOHCTPYIOTb He Anuwe rAMOOKI TexXHIYHI 3HaHHA, afe W BUCOKUN piBEHb
OopraHisauii, Wwo HabauKae iXHIO AIANbHICTb A0 YNPaBAiHHA KOPOTKOCTPOKOBMM
R&D npoektom [4].

AHQs1i3 ocMaHHix 0ocnionceHs i nybaikayil. MUTaHHAM KOMaHAHOT AMHaMIKM
y 3MaraHHAx 3 Kibepbe3nekn NpUCBAYEHO HU3KY Mpaub. 30KpPema, MeToAMUYHI
niaxoan Ao ¢opmMyBaHHS KOMaHA Ta aHani3y iXHboi ePeKTUBHOCTI po3pobaeHo Y
npauax Ox. Cmita [5], T. A. JlesueHko [6], Ta K. M. 3apoaHoro [7]. Cepep, iHWMX
AOCNIAHUKIB  BAaroMMi BHECOK Yy AOCAIAMEHHA nNpobnemMaTUKM THYYKOro
ynpasaiHHA npoekTamm 3pobunu K. LLiBabep Ta . Casepnens (TBopui Scrum) [8]
Ta [l. AHaepcoH (ocHoBonosoXHMK Kanban-meTtoay) [9]. YcniwHi cBiTOBI NpaKTUKK
3acTtocyBaHHsA Agile B HeTexHiYHUX chepax BMBYaNM y cBoil npaui . KoeH Ta A.
®poct [10]. MeTa TaKoro aHasi3y — OLUiHKa He suile TexHiYHux Hasu4yok (hard
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skills) y4yacHuKiB, ane I cTpaTerii ynpaBAiHHA Ta KOMyHiKauii (soft skills),
30PIEHTOBAHMX HA MaKcUMi3auito 6anis y obmexkeHnin yac. MpoTe, Nnonpu YNCNEHHI
pocnigreHHsa y chepi PM Ta okpemo — y cdepi CTF, 6pakye pobiT, Wo cuctemHo
NOEAHYIOTb Ui ABi ranysi. binbwictb nybnikauyin npo CTF ¢oKycyloTbcs Ha
TEXHIYHUX pilleHHAX («write-ups»), @ He Ha npouecax ynpaB/iHHA, WO CTOAM 3a
LM,

LlikaBMMM ANnA BUBYEHHA Ta aHaNi3y € NCUXONOTiIYHI acnekTn poboTn B Manmx
rpynax nig TUCKOM, fIKi po3rnaaatoTbea AK Kawovosi ana ycnixy [10]. M. IBaHoB
BBarkae cucremy CTF-3amaraHb «ifeanbHUM MOAIFOHOM ANA TECTYBAaHHA THYYKMX
MEeTO,0/10Ti1 B peasibHOMY Yaci» [6].

ApanTauis metoponorin Project Management gna CTF. 3maraHHa CTF
(ocobnuneso dopmaty «Jeopardy») 3a CBOEIHO CYTTIO € MNPOEKTOM: YiTKa MeTa
(HabpaT maKkcMmanbHy KinbKicTb 6anis), }KOPCTKi YacoBi pamKu (3a3Buyaii 24 abo
48 roguH), obmerkeHi pecypcu (3HAHHA Ta 4YaCc KOHKPETHUX YNEeHiB KoMaHAaMm),
Habip 3aBAaHb («TackmM» B pi3HMX KaTeropiax: Web, Crypto, Reversing, Forensics,
Pwning Towo).

TpaauuiiHuin - «BogocnagHuii» (Waterfall) nigxia 4o ynpasaiHHs TyT
HEMOX/IMBMA  4Yepe3 BMUCOKY HEBM3HAYEHICTb: HEMOX/AMBO  3a3ganerigb
CNNaHyBaTW, CKIZIbKM Yacy 3aiMe KOXKHe 3aBAaHHA, i unm byae BOHO B3arani
BUpileHe. ToMmy HambinblWw peneBaHTHUMM € THYYKI (Agile) meTomonorii, 30kpema
Kanban.

YnpasniHHA CTF-KOMaHAOI0 AK NPOEKTOM MOXHA PO34I/IMTU Ha TPU K/IHOYOBI
dasn, wo BiabyBaOTbCA LMKAIYHO: NPiopUTM3aLifa, po3noain Ta 36ip AaHMX.

Mpioputnsauisa 3asaaHb (Task Prioritization). Le HaiBaxnusiwa o yHKLUiA
KanitaHa (abo «PM-a») KOMaHAM Ha CTapTi Ta MNPOTArOM YCbOro 3MaraHHs.
XaoTnyHMn BMbIp 3aBAaHb NPU3BOAUTL A0 TOro, WO KOMaHAa BUTPaAya€e yac Ha
CKNlafiHi, HU3bKOOLHEHi 3aBAAHHA, iITHOPYOYM «1erki 6anmy».

EdekTMBHA npiopuTM3auia 6a3yeTbcA Ha 6aratodakTOpHiIN mogeni, wWo
Haragye matpuuto EiseHxayepa («Baxanso/TepmiHOBO»), ane aganTtoBaHy nig
CTF:

1. «BapTictb» (Banu): 3aBgaHHA 3 BMLWOM  KilbKicTio  6aniB €
NpiOpUTETHILLNMMU.

2. «CknagHictb» (OuiHka KomaHawu): LUeuakuii aHanis 3asaaHHs (5-10
XBUAWH) ANsi BUSHAYEHHSA MOro MMOBIPHOI CKNaAHOCTI Ta HEOBXiAHNUX HAaBUYOK.

3. HasBHicTb KomneTeHUiin: Yn € B KomaHai dpaxiBelb, AKWIA 3apa3 BiIbHUM i
cneuianisyeTbecs Ha Wil KaTeropii (Hanpuknag, Crypto-aHanituk).

4. «First Blood»: Y 6aratbox CTF nepuie BupilleHHA 3aBAaHHS Aa€ OOHYCHI
6anu. Lle niasuwye npiopuTeT 3aBAaHb, AKi KOMaHAa BBAXKAE, LLLO MOXKE BUPILNTH
LWBMAKO.

5. KinbKicTb BUpiWeHb: IHAMKATOP, WO NOKA3YE, CKiNIbKM iHLWNX KOMAHA, BXKe
BMUPIWIMAN 3aBAAHHA. AKWO «TacKy» Ha 100 6anis Bupiwmnam 90% KomaHg, a Halua
— Hi, Ue cTae BUCOKONpPiopuUTeTHNUM 3aBaaHHAM («low-hanging fruit»).
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KaniTaH KomaHAM MOBMHEH MNOCTIMHO MepernsgaTy «OLWKy 3aBAaHb» (3a
aHanorieto 3 Product Backlog B Scrum) Ta oHoBAtOBaTK NpiopuTETH, CNPSAMOBYHOYN
3yCMANA KOMaHAM Ha HanBinbl LiHHI B MOTOYHUA MOMEHT KTaCKmn».

Po3noain 3asgaHb (Task Distribution). EpekTusHumii posnogin 3asaaHb €
KAacuyHolo npobnemoro meHeameHTy pecypcis B PM. Y CTF «pecypcu» — ue
YHiKa/NbHi HABUUKM YN1EeHiB KOMaHAMW.

1. Cneujanisayifa: binbWwicTb ycnilWHUX KOMaHA, CKAA[AETbCA 3i cnewianicTie
(1-2 «peBepcepu», 1-2 «Bebekcneptu», 1 «kpuntorpad» Towo) Ta 1-2
«reHepanicTiB», AKi MOXKYTb AONOMAraTi Ha PisHMX HaNpAMKax [7].

a. Momusnka: 3mywysatn BebdaxiBLa BUPiLYyBaTU CKNaAHE 3aBAAHHA 3
peBepcC-iHXUHIpUHrY. Lle nemoTUBYE Ta MapHYE Yac.

b. PiweHHa (PM-nidxid): KanitaH («PM») 3Ha€ CWAbHI CTOPOHM
KOXKHOTO i po3noAinae 3aBaaHHsA BiANoBigHoO Ao npodinto.

2. YHUKHEHHS «BYy3bKMX Micub» (Bottlenecks):

a. Mpobnema: Bci cknagHi 3aBaaHHA 3 «Web» noTtpannsioTe ao
eAnHOro BebeKkcnepTa, AKUM «3ab0KOBaHWM», B TOM 4ac, AK iHWIi daxisLi
NPOCTOOOTb.

b. PiweHHa (PM-nioxid): BWKOpUCTaHHA NapHOro nporpamyBaHHA
(apanToBaHoro 3 Agile). «leHepanicT» abo monoawunii dpaxiseup MNiAKNOYAETLCS
[0 eKcnepTa, wob pgonomaraT 3 PYTUHHUMMM 3agavamu (nowyk iHdopmauii,
HanMCcaHHA CKPUNTIB), NOKK eKcnepT GOKYCYETbCA HA KOYOBIM npobaemi.

3. BukopuctaHHsa Kanban-gowku: HahnpocTiwnii Ta HanedpeKTUBHILINMA
iHCTPpyMeHT ana Bi3yanisauii npouecy. CTBOPHETbCA BipTyanbHa AOLWWIKaA
(Hanpuknag, y Trello, Notion abo HaBiTb Google Sheets) 3i croBnuamu [9]:

a. Backlog (To Do): Bci poctynHi 3aBgaaHHa CTF, BigcopToBaHi 3a
npioputeTom.

b. In Progress (B pob6oTi): 3aBaaHHA, fAKi 3apa3 XTOCb BUPILUYE.
Basknuso BKkasatun, xmo came (WIP-nimiT).

c. Blocked (3abnokoBaHo): 3aBaaHHA, Ae nNoTpibHa gonomora abo
CBiXKWi nornaa.

d. Done (BupiweHo): 3aBaaHHA, Ae 3HalAeHO npanop.

Le po3Bonde KaniTaHy MWTTEBO 6ayMTM 3arasibHy KapTUHY: XTO YMM
3aMHATUI, ae € npobnemu, i AKi 3aBAaHHA cnig 6paTh HACTYNHUMMW.

36ip paHux Ta KomyHikauia (Data Collection & Management). Ha
3maraHHax CTF «aaHi» — ue Bce, W0 reHepye KOMaHAA: 3HaWAeHi BPa3MBOCTI,
KOPUCHI MOCUNAHHA, WMATKU KOAy, EKCNAOWTWU, naponi, i, 3pewTolo, cami
npanopu. Brpata abo HecBoeuacHa nepegaya UUX [aHUX € KPUTUUHOIO
NOMMUJIKOIO.
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1. UenTpanizoBaHa KomyHiKauin:

a. Mpobnema: O6roBopeHHA KWAe Yy NPUBATHUX MNOBIAOMIEHHAX,
3Haxigku rybnartbcs. [BOE NtoAen MOXKYTb Napasie/ibHO BUPilLYBaTU OAHe U Te
Ccame 3aBAAHHA, He 3HAOUYM NMpPO Le.

b. PiweHHsa (PM-nioxid): CTBOpeHHA €AMHOrO KOMYHiKauiiMHOro xaby
(Hanpwuknag, cepsep Discord abo Slack).

2. O60B'A3KOBI KaHaNW:

e f#igeneral: 3arasbHa KOOpPAMHaLiA, OroNOLWEHHA Big KaniTaHa.

e #iflags: KaHan minbku pnsa nybnikauii 3HanaeHMx nNpanopiB Ta KOPOTKOro
onucy.

e f#i<category-web>, #<category-crypto>: TemaTuuyHi KaHann  anAa
06roBopeHHA KOHKPETHUX 3aBAaHb, 0OMiHY ineamu Ta pannamu.

e #Hrandom: [na 3HATTA Hanpyrn (memu, *KapTu), WoO He 3acmivyyBaTtu
poboui KaHanwn.

3. basa 3HaHb (Knowledge Base): Le KpuTW4YHMI acnekT 360py AaHuX.
KomaHga NnoBMHHA mMaTu eanHe micue ANA AOKYMEHTYBaHHA Npouecy BUPILLEHHA.
LUe He «write-up» ans nybnikau,ji, a BHYTPILIHIN pobOUYMIA OKYMEHT.

a. IHcmpymernmu: Google Docs, Notion, OneNote, Git-penosutopii.

b. Cmpykmypa: [Ona KOXHOro 3aBAaHHA, B3ATOro B poboTty,
CTBOPHOETLCA PO3A4iN, KYAM BHOCATLCA:

e [locnnaHHA Ha Gannm 3aBAaHHSA.

e OcCHOBHI igei Ta rinotesn.

e Hespani cnpobu (w06 iHWI He noBTOpPIOBaANMN iX).
e KOpMCHI NnoCcKUNaHHA.

e Po60Yi CKpUNTK Ta EKCNAIONTH.

e 3HalaeHwit npanop.

LA 6a3a 3HaHb BUKOHYE HACTYMHi GYHKLIiI:

CuHXpoHi3auina: byab-AKMN YNeH KOMaHAM MOXKE LBUAKO «BKAOYUTUCA» B
3aBAAHHA, AKe BUPILLYE KOMEra, NPOCTO NPOYMUTABLUM AOKYMEHT.

36ip pgaHux ans «Write-up»: Micna 3maraHb UA 6a3a CTae OCHOBOW A/A
HanUcaHHA Ny6iYHUX PillieHb, LLO € BaXKANBUM AN penyTaLii KomaHaun.

PerynapHi «CtreHganu» (Check-ins): AganTauia Daily Stand-up 3 metogonorii
Scrum [8]. B ymoBax 24-roanHHoro CTF, ue He «WoOAeHHi» 3ycTpidi, @ KOPOTKi
5-XBUAMHHI CUHXPOHIi3au,ii KOXKHi 2—3 rogmHu.

c. Mema: KaniTaH WwWBMAKO ONMTYE KOMaHAy (abo ynTae cTaTyc B YaTi):

i LWo v pobuw?
ii. AKuni nporpec?
iii. Yn noTpibHa gonomora (4M TM «3a6NOKOBAHNIN»)?

d. Ue po3sonse KanitaHy-PM onepaTtMBHO nepepo3noginatn pecypcm
— Hanpuknag, 3HATU NIANHY 3 «be3HaailiHoro» 3aBaaHHs abo gogaTtu gonomory
TOMY, XTO 6B1M3bKMIN A0 BUPILLEHHSA.
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Ponb KanitaHa Ak «[lpoekTHoro MeHegxepa». Ycnix OnUcaHoOl cuctemu
3a/1eXUTb Bif OAHiel NtogmMHK, Aka bepe Ha cebe ponb PM (ue He ob6oB'A3KoBO
«KaniTaH» Aae-tope, ane ue nigep ge-dpakro). Ua noauHa — He 060B'A3KOBO
HaMCUNBHIWMIA TEXHIYHWI daxiBeUp.

Kntoyosi Hasn4ukn PM-a komaHan CTF:

CTpaTeriyHe 6ayeHHs: 34aTHICTb 6aunTK 3aranbHy KapTUHY (score board), a
He 3aHYPHOBATUCA 3 FTON0BOIO B O4HEe 3aBAaHHA Ha 8 roguH.

KoMyHiKaTMBHi HaBM4YKK: YiTKO CTaBUTU 3aBAAHHA, BUPiWIYBATU KOHODAIKTH,
NigTPUMYBATN MOPASIbHUIA OYX.

Tanm-meHegMeHT: BiguyTTa yacy, 34aTHICTb «BOUTM» 3aBAAHHA (NPUIHATK
PilLEHHA NPUAMHUTK POBOTY Hag, «TAaCKOKO», WO HE MPUHOCUTL pPe3ybTaTy).

TexHiyHa epyanuia: Po3ymiHHA Bcix KaTteropin CTF Ha 6a3oBomy piBHi, W06
A[,eKBATHO OLLiIHIOBATU CKMA4HICTb Ta PO3NOAINATU 3aBAAHHA.

UAa ponb 4acto € «HEBAAYHOW», OCKiNbKM PM meHWwe vacy BMTpa4vae Ha
b6esnocepesHE BUPpilLEHHA 3aBAaHb, ajie CaMe BOHAa € TUM «KNEEM», LIO
nepeTBOPIOE FPYNy TaNaHOBUTUX iHOMBIAIB HA ePEKTUBHY KOMAHAY.

BucHOBKM. Pe3tomytoun BuLe3a3HavyeHe, HeobxiaAHO 3a3HAUYMTH, WO 3aBAAKM
3POCTaHHIO KOHKYpPEeHLii, ToTanbHiIiN npodecioHanisauii 3maraHb, ynpoBaaKeHHo
HoBuXx ¢popmaTie CTF, cTUXiliHWIA Ta XaOTMUYHMI Niaxia A0 KoMaHAHOI poboTu cTae
HeedeKTUBHUM.

CborofHi HaBMYKM ynpasniHHA npoektamu (PM) ctanuM Hesig' emHoo
YyacTUHO AianbHocTi yeniwHnx CTF-KomaHa,. Y pO3BMHEHUX CNiNbHOTAX YNCNEHHI
OOCNIAMEHHA  AOBeNM  MO3UTUBHMM  BMJIMB  THYYKMX  METOAO/OrM  Ha
pe3ynbTaTUBHICTb KOMaHAW, HAaTOMICTb Y CRiJIbHOTax, WO PO3BMBAOTbCA, TaKi
BMCHOBKM Le NoTpebyoTb 06rpyHTYBAaHHA Ta BNPOBAAKEHHA.

B Kibep-3maraHHAxX 3pocTae piBeHb 3rypTOBaHOCTI 3aBAAKMU
LEeHTPaNi3oBaHMM KOMYyHiKauUiiHMm nnatdopmam (Discord) Ta iHCTpymeHTam
Bisyanisauii (Kanban-gowku). MopiBHiotouM nigxoam, 3asHaunmmo, wo Kanban e
Hanbinbw npugatHoto mogennto PM pna CTF yepes ii BidyanbHy NpocToTy Ta
FHY4YKiCTb, Ha BiAMiHy Big b6inbw cTpyKTypoBaHoro Scrum. Ana CTF-KomaHawn
XapaKTepHMM € NpeBatoBaHHA THy4yKoro niaxondy, Tob6To npouec He € KOPCTKO
pernameHTOBaHMM, ane Ma€E uiTKi npasBuna wWwoao npiopuTusadii, posnoainy
3aBAaHb Ta 360py AaHMX.

Ponb KanitTaHa B peryntoBaHHI LMX NPOLLECIB € A0CUTb 3HAYHOLD, 30Kpema,
BiH BiZINOBiAA€E 3a OHOB/IEHHA NPIOPUTETIB, BUPILLEHHA 6/I0KYBaHb Ta MiATPUMKY
€AuHOi 6a3n 3HaHb. KoHuenuia PM B CTF, 3 Haloi TOYKM 30pYy, € MOBHICTIO
N0OpPOBINbHOIO iHILaTMBOIO KOMaHAM, ane BoAHO4YaC € Mapkepom ii 3pinocTi Ta
KOHKYPEHTOCNPOMOXKHOCTI.

dopmyBaHHA «HauioHanbHOI» wWKoan CTF — ue He KonitoBaHHA YCRiLHUX
3apybixHUX 3pa3kiB noBeAiHKN. BUKOPUCTAHHA HalKpalloro CBiTOBOro A0CBiay
(Agile, Kanban) B KOXHili KOMaHAi Mmae 06’EKTUBHO MOEAHYBATUCA 3 YpaxXyBaHHAM
MicUeBMX TpaguLin, MeHTaniTteTy Ta ocobnmBocTelr KomyHiKaljii. OCHOBHUM
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iHCTpyMeHT ¢opmyBaHHA edeKTUBHOI MoAeni — BiAKPUTUIA Aianor BcepeauHi
KOMaHAM, coliasibHe MapTHepPCTBO (A0Bipa) Ta NOWMpPEHHs 3HaHb Npo PM cepes
TeXHiIYHMX daxiBLiB.

ToxK, BapTO 3a3HAYUTK, WO XO4Ya CUCTEMA YNPABAiIHHA NpoekTamMmn 6asyeTbes
Ha igesx 3 6isHecy Ta po3pobku MO, y Hilh Hemae HiYoro Takoro cneundiyHoro, Wo
3aBaxano 6 ii 3actocyBaHHo B CTF. 3a A0CTaTHbOro pPiBHA AUCUUNAIHM Ta
HaaBHOCTi nigepa (PM-a), 3a3HayeHa cuctema Mmoxke OyTM BNpPOBaAKEHOW B
HanbamKyomy MalibyTHboMy B ByAb-AKiM KOMaHAI, WO nparHe nokpawmTu cBoi
pe3ynbTatn. ToMy B)Ke 3apa3 MOXHa CMINMBO CTBEPAXKYBATW, WO cama iges
3actocyBaHHA PM B CTF € HOBMM eTanom y pPO3BWUTKY 3MarajibHOro pyxy, Lo
nepeBoauTb MOro Bif, «x0bi» N0 «KibepcnopTy».
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USING PROJECT MANAGEMENT SKILLS IN ORGANIZING A TEAM FOR CTF
COMPETITIONS

This paper examines the application of key project management (PM)
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methodologies within the high-intensity, competitive environment of «Capture
The Flag» (CTF) cybersecurity competitions. It analyzes the specific nature of a
CTF as a short-term, dynamic project characterized by severely limited
resources, rigid time constraints, and high uncertainty. As the professional CTF
circuit evolves, there is a growing understanding that success depends not only
on individual technical skills but increasingly on the team's ability to effectively
coordinate its actions. While participation in its original form is often chaotic
and inefficient, top-performing teams now demonstrate high levels of
organization, mirroring the management of short-term R&D projects. This study
addresses a gap in existing literature; most publications focus on technical
solutions («write-ups») rather than the management processes and team
dynamics that lead to success. The goal is to evaluate strategies and soft skills
that maximize point acquisition under extreme pressure.

A comparative analysis of management approaches is conducted, asserting
that traditional «Waterfall» models are impossible to implement due to the
inherent unpredictability of CTF tasks. The paper argues for the superiority of
flexible (Agile) methodologies, with a specific focus on Kanban as the most
relevant and effective model. The study provides a thorough analysis of three
core PM components adapted for the CTF context: task prioritization, task
distribution, and data/knowledge management. Effective task prioritization is
identified as the most critical function of the team captain (or «<PM»), moving
beyond spontaneous task selection. This involves a multi-factor assessment
based on point value, estimated complexity, the availability of specialized team
competencies (e.g., Crypto, Reversing), "First Blood" bonus opportunities, and
the number of solves by other teams, which helps identify «low-hanging fruit».

The paper investigates mechanisms for efficient task distribution. It frames
this as a classic resource management problem, where the «resources» are the
unique skills of team members. This PM-driven approach aims to avoid
«bottlenecks»—such as overwhelming a single web expert. It does so by using
adapted Agile techniques like pair programming, where a «generalist» might
assist a specialist with routine tasks. A significant focus is placed on establishing
an effective communication and data management strategy. This includes the
use of specialized tools, such as a centralized Kanban board (e.g., Trello, Notion)
for workflow visualization with columns for 'Backlog’, 'In Progress', 'Blocked’,
and 'Done’'. This is paired with a unified communication hub (e.g., Discord,
Slack), featuring dedicated channels for flags, categories, and general
coordination. The paper also explores the critical importance of a centralized
Knowledge Base (e.g., Notion, Google Docs). In this space, all hypotheses, failed
attempts, working scripts, and findings are documented to ensure team
synchronization and to facilitate post-competition «write-ups».

Finally, the priority skills for the team captain acting as the «Project
Manager» are defined. This role, which is not necessarily the strongest technical

54



specialist, must possess strategic vision, strong communication skills, robust
time management (knowing when to «kill» an unproductive task), and broad
technical erudition. This PM role functions as the «glue» that transforms a group
of talented individuals into a cohesive, effective team. The paper concludes that
the adoption of PM practices is no longer optional but a marker of a team's
maturity and competitiveness, signaling the evolution of CTF from a «hobby»
into a structured «cybersport».

Keywords: Capture The Flag (CTF); project management; cybersecurity;
agile methodologies; Agile; Kanban; task prioritization; teamwork; resource
allocation; data collection
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BUKOPUCTAHHA OSINT TA LM®POBOIO Cniay Ana ®OPMYBAHHA
NEPCOHANI3OBAHUX CTOBHUKIB NEPEBOPY MAPO/JIIB

Y cTaTTi AocnigrKeHo meToguMuHUI niaxia Ao niaBuweHHA edeKTUBHOCTI
aTaK i3 nepebopy naponis WAAXOM BUKOPUCTAaHHA iHopmauii, oTpumaHoi 3a
[ONOMOrol0 po3BiAKM 3 BigKPUTUX AxKepen. Po3rnaHyTo cyTHictb uudposoro
cnigy AK KAOYOBOro Aepena paHux Ana popmyBaHHA NepCcoOHaNi30BaHUX
CNOBHUKIB gna atak. MpoaHanizoBaHo iHcTpymeHTn CUPP, CeWL, Mentalist, wo
BMKOHYIOTb YHKUii aBTOMmaTu3auii 36opy Ta 06po6KM JaHUX ANA CTBOPEHHSA
LiNbOBUX  CNOBHUKIB. HaBeaeHO NOPIBHANbHUMWA  aHani3  yCNiWHOCTI
BUKOPUCTAHHA cTaHAApTHUX Ta OSINT-opieHTOBaHUX CNOBHUKIB, LLO AEMOHCTPYE
3HauHe 3POCTaHHA KoedilieHTa ycniXy aTtaKk y LifboBUX cueHapiax. 3pobneHo
BMCHOBOK, WO MNOWUpPEeHHA UMPPOBOro cnigy B CYCNiNbCTBi € KPUTUYHUM
daKkTopom pusuky agna inpopmauiiHoi 6e3neKu, Wo BMmarae po3pobKu HOBUX
cTpaTterin 3axmcry.

Knwwuosi cnosa: OSINT, undposui cnig, nepebip naponis, cnoBHUKoBa
aTaka, 6pyrdopc, Kibepbesneka, nepcoHanizosaHuii cnosHuk, CeWL, CUPP.

BcTtyn. 3pocTaHHA KinbKOCTi 06/1iKOBMX 3anMUCiB Ta YCKAAAHEHHA Cy4aCHUX
cucTemM ayTeHTUiKaLii He ckacoByloTb GyHAaMEHTaIbHOI Npobaemu, NoB'A3aHOI 3
NOACBKUM paKkTopom: BinblicTb KOPUCTYBaYiB MNPOAOBMKYIOTb BUKOPUCTOBYBATH
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cnabki, nepepbadyBaHi nNaposi, 3acHOBaHi Ha nNepcoHanbHMX AaHux [1].
EdeKTuBHiCTb TpaauuiMHMX aTak i3 noBHoro nepebopy (bpyrdopcy) 3HUKYETLCA
yepe3 3pOCTaHHA BUMMOr A0 €eHTponii MaponiB, MNPOTEe 3POCTAE aAKTYaNbHICTb
LiNIbOBUX CNOBHMKOBMX QaTaK, AKi BMKOPWUCTOBYIOTb nonepegHbo  3ibpaHi
KombiHaLii.

Y ubomy KoHTeKcTi Po3BigKa 3 Bigkputux Oxkepen (OSINT), ska € neranbHum
Ta €eTUYHO HenTpanbHMM MeToAOM 360py Ta aHanily 3aranbHOAOCTYNHOI
iHbopmalii [2], HabyBae KpUTUYHOrO 3Ha4yeHHA Yy codepi Kibepbesnekn Ta
TECTYBaHHA Ha MNPOHUKHeHHs. CyyacHuit iHcTpymeHTapin OSINT po3Bonse
aBTOMAaTU3YBaTU 3HAYHY YacTUHY PO3BiAyBabHMX onepauilt [3, 4]. Metoau OSINT
[03BONAOTb 3ibpath UMdpPoBUIA CNif, LiNIbOBOT 0COBU — iMeHa PoandiB, KINYKK
AOMaLLIHIX TBAPWH, AaTU HAaPOAXKeHHA, ynobaeHi xobi, micus poboTu, reorpadiyHi
HasBuM [1]. Ha ocHOBi UWMX [JaHUX MOMKHA CTBOPUTM BUCOKOIMOBIPHICHWUI
nepcoHanizosaHuit cnosHuKk (Wordlist).

CTBOpPEHHA TaKMUX C/AOBHMKIB 3HAYHO MiABULLYE WMMOBIPHICTb YCRilWHOro
niabopy napons NopiBHAHO 3i cTaHAapTHMMMKM Habopamu (Hanpuknag, Rockyou),
LLLO € KNHOYOBUM €TarnoMm y peanisauii atak Ha 06nikoBi 3anucu.

MeTolo CTaTTi € TeopeTuyHe OOrpyHTyBaHHA Ta pPO3pPobOKa MNPaAKTUYHOI
meTom00rii popmyBaHHA BUCOKOEDEKTUBHUX MNEPCOHANI30BAHMX CNOBHUKIB ANA
nepebopy NaponiB Ha OCHOBI aHani3y umgpposoro caigy 3acobamm OSINT, wo €
HeBiAAiNbHOK YaCTUHOIO CY4aCHUX Niaxoais A0 TeCTYBaHHA HA MPOHUKHEHHSA.

CyTHicTb undpoBoro cnigy Ak gxepena spasnusoctenn. Undposuii cnig — e
YHiKanbHUIM Habip JaHUX Ta AiN, AKI KOPUCTYBAY 3a/ULWAE B MepeXKi IHTepHeT. BiH
NoAINAETLCA HA ABi OCHOBHI KaTeropii:

AKTMBHUI cnip: IHGopmaLis, AKy KopucTyBad nybnikye csigomo (noctm B
couiafibHUX Meperkax, pestome, ¢oTorpadii 3 reonokauieto, KOMeHTapi Ha
dopymax).

MacmBHUM cnig: OaHi, 3i6paHi aBTOMaTUYHO 6€3 NPAMOI y4acTi KOpUCTyBaya
(IP-appecn, meTagaHi 306parkeHb (EXIF), daiinum cookie, ictopia nepernaais, aAaHi 3
nybniyHMX peecTpis).

Ona ¢dopmyBaHHA CNOBHMKA KAKOYOBMMWM € [AaHi akTuBHoro cnigy [5].
IHpopMaLia NpPo 0CcOBUCTE KUTTA, AKA YaCTO BUKOPUCTOBYETLCA AK OCHOBa ANA
naponiB, BK/AKOYA€E: iMeHa (BnlacHe, 6AM3bKUX, AOMALLHIX ynobneHuis), AaTu
(HapoaskeHHs, toBinei), reorpadiyHi Ha3BM (Mmicue nNpPOXKMBAHHSA, HaBYaHHS,
poboTK), 3axonneHHA Ta bpeHan (ynobneHi Ginbmu, irpu, CNOPTUBHI KOMaHAK).

JocnigXeHHA NOKa3yroTb, WO iCHYE NpAMa KOpenauia MiXK Nerkictio goctyny
A0 NepCcoHaNbHUX AAHUX Ta MMOBIPHICTIO IX BUKOPUCTAHHA y naponsx [1]. Takum
ymHom, OSINT nepeTBOpPOE HEAOCTATHIO LMPPOBY FiriEHY KOPUCTYBAYiB Ha NPAMUN
BEKTOp aTaKu.

AKTyanbHicTb BUKopuctaHHA OSINT ans nigBuuweHHA epeKTUBHOCTI aTaK Ha
naponi nNiaATBEPOKYETbCA YUCAEHHUMM CYYaCHUMWU OOCNIAXKEHHAMKU Yy coepi
Kibepbe3nekn Ta Kpuntorpaodii. HMKYe HaBeaeHO ornag Hanbinblw BNANMBOBMX Ta
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peneBaHTHMX HAYKOBMX CTaTel, WO CTOCYOTbCA TeMaTUKnM ¢OopMyBaHHS
NnepcoHanisoBaHUX CAOBHUKIB.

BennkomacwTtabHMi aHani3 npaBua CTBOPEHHA MaponiB Ta 0cobuctmx
AaHux. JdocnigeHHa Cmit i OxoHcoH, 2023 [6] 34iMCHUAN CTaTUCTUYHMIA aHani3
3n1amaHux 6a3 AaHWX NapoJiiB i3 METOK BUMIPATU TOYHY KOPEenAuUilo Mix
enemeHTamMmn MNepcoHasbHUX AaHMX Ta YacTMHaMM MNaponiB KOpucTysadiB. byno
eMnipMYHO A0oBeAeHO, Lo Halbinblua MMOBIPHICTL ycnixy niabopy npvnaaac Ha
KombiHaLii, AKi BKAKOYAOTb iIMEHa pPOAMYIB, AAaTM HaPOAKEHHA Ta KANYKM
OOMALLHIX TBApPMH, PO3TAlLOBAHI B MepLMX CMMBOAAX Mapona. e niaTeepaxye,
wo 36ip umx gaHmx yepes OSINT € Hanbinbll BMCOKOLLIHHOK PO3BiAyBasbHOO
iHbopmaLieto.

Ponb coujanbHux megia y ¢dopmyBaHHI Li/IbOBUX C/NOBHUKIB. PoboTH, L0
GOKYCYIOTbCA HAa BMKOPMUCTAHHI COLiaNibHUX MeperK AK OCHOBHOIMO ArKepena anA
aKTuBHOro uudposoro cnigy Yen i N, 2024 [7], nigkpecnooTb ePeKTUBHICTb
CKpaniHry (aBTomatn3oBaHOro 360py) yHikanbHUX TepMiHiB. Byno BCTaHOBAEHO,
O K/OYOBi CNoBa, OTPMMaHi 3i cTOpiHOK «[lpo cebe», «YnwbneHi untatn» Ta
XelwTeri, fAKi BMKOPUCTOBYE LUiAb, MaloTb 3HAYHO BULLY MMOBIPHICTb CTaTH
YyacTMHoto napona. Lle o06rpyHTOBYE HeobOXiAHICTb 3acTOCyBaHHA  TaKMUX
iHcTpymeHTiB, Ak CeWL [8], ana uinboBoro napcuHry Beb-pecypcis, NOB'A3aHMX 3
ocoboto.

I[HTerpaujia mawKnHHOro HaB4YaHHA (ML) gns NporHosHoi reHepauii naponis.
HocnipxkeHHa Tlapcia i Poapirec, 2023 [9] aKTMBHO BNPOBaAXYOTb MoAenNi
MawwunHHoro HaByaHHsA (30Kpema, LSTM-mepesKi), HaBYEHI Ha 31aMaHMX NAPOAAX.
Ui mogeni 3aaTHi BUKOpucTOBYBATK iHGOpMaUito, 3ibpaHy Yepe3 OSINT, AK BXigHi
o3Haku (features) anAa CTBOPEHHA KOHTEKCTHO-OPIEHTOBAHUX, WMOBIPHICHMX
naponbHUX KombiHauin. ML-niaxig 403B0ONAE MOAENOBATU HENiHIMHI MyTaUii, AKi €
CKNAAHUMWN AN TPaAMUIMHUX TreHepaTopiB, WO 3HA4YHO MiABULLYE TOYHICTb
NPOrHO3yBaHHA.

EdeKktuBHicTb npasun myTtauii (Leet-speak Ta KombiHauji). Pobotn, wo
aHanisyloTb eQpeKTUBHICTb TexHiYHMX myTauinn (Binbamc i BpayH, 2024) [10],
KiIbKICHO OUiHMAKM, AKI came npaBuna nocTtobpobkn paHux € Hanbinbw
ycnilwHUMKn. byno BCTaHOBAEHO, WO 3aMiHa undp Ha KiHeup H6a3oBoro cnosa Ta
BMKOPUCTAHHA Leet-speak pna 3amiHM ronocHUX € Hakbinbw nowMpeHnmm
3BMYKaMKM KopucTysadiB. Lli pocnigkeHHA € npAMMM OBrpyHTYBaHHAM ANA
BMKOPWUCTAHHA [HCTPYMEHTApIto, WO NiATPMMYE FHYYKE HaNalTYyBaHHA MpPaBun
(Hanpukrnag, Mentalist [5]), a TakoX HeobOXiAHICTb BKAOYEHHS UMX NpaBua Ao
meTtoaonorii GopmyBaHHA CIOBHUKIB.

Ekcnnyatauia MacusHoro Lindposoro Cniay ta MeTtagaHux. 3aasanoca 6,
HelwkignmMei meTtagaHi, Taki ak EXIF-gani 3 nybniyHo po3miweHnx ¢oTorpadii,
MOYTb MICTUTU TOYHI KOOPAMHATU, AKIi BUKOPUCTOBYIOTbCA KOPMUCTYBaYaMM fK
YyacTMHa napona (HanpuKknag, Hasea By AMLUi, iHAEKc). e po3wunploe TpaauLiliHi
mexi OSINT i BKasye Ha Te, WO HaBiTb Yy pa3i 0bepexkHOro BMKOPMUCTaHHA
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COLia/IbHUX MepeX, MACUBHWUM CANiJ, 3a/IMWAETLCA BPA3/MBICTIO, AKY MOMKHA
BUKOPUCTAaTU  ANA  CTBOPEHHA  BMCOKOTOYHMX  reorpadivyHoO-OpieHTOBAHMX
KombiHaUi ana CNOBHMKA.

MeTogonoria TpaHchopmalLii osint-gaHMX y NepcoHanisoBaHMi CNOBHMK. Ha
ubomMy eTani 3ibpaHi 6a3oBi cnoBa nNpoxoAATb aBTOMaTM30BaHy 06POOKy 3
BMKOPUCTAHHAM CrMeLiafNi3oBaHOro iHCTPYMEHTapilo Ta NpaBua myTauii, wob
CTBOPUTK PiHaNbHUIN, BUCOKOIMOBIPHICHUIA CTIOBHUK.

IHCTpyMeHTapii aBTOMaTM30BaHOI reHepauji. 3ibpaHi KA4YOBI CnoBa
noAaloTbCs Ha BXif, crneljianizoBaHnUm yTuaitam [8; 5], AKi aBTOMaTUYHO CTBOPIOIOTL
TUCAYI BapiaLiii, iMiTyrouM NOTiKy cTBOpPeHHA naponis AoanHo: CUPP (Common
User Passwords Profiler: iHCTpyMeHT reHepye CNOBHMKM Ha OCHOBI Bignosigen
KOpMCTyBaya Ha HM3KY NUTaHb NpPoO uinb (im's, npisBuwie, KAWYKKM, aatu, xobi),
CeWL (Custom Word List generator: iHCTPyMeHT NapcuTb BKasaHWN Beb-calT i
NMOBEpPTAE CMUCOK YHiIKaNbHUX CAiB, WO iAeanbHO NigXoAnTb ANA UiNen, AKi Yacto
BUKOPUCTOBYIOTb TepPMiHO/MOril0 CBOElI poboTn um xobi.), Mentalist (6inbL
NPOCYHYTUIA TeHepaTop, AKMA BUKOPUCTOBYE CKAQLHI MNpaBuaa MyTauin Ta
KombiHaLin ansa ctBopeHHsA highly-targeted cnosHukiB).

3acTocyBaHHA npaBua myTauii. OTpMmaHi 6a308Bi cnoBa MiggaroTbCA MyTaLil
3a gonomoroto npasua (Rules), Aki imiTyt0oTb HaliMoOLWMPEHILLi 3BUYKN KOPUCTYBaYiB
[5, 10]. Ui npaBmaa € KPUTUYHO BAXKJANBUMM, OCKiNbKKN BiNbLLICTb KOPUCTYBAYiB He
BMKOPUCTOBYIOTb "4MNCTI" cnoBa siK Naponi, a 404al0Tb A0 HUX CUMBOAN Ta Undpu:
Leet-speak (1337) (3amiHa niTep Ha cxoxi umdpu abo cumBoan (Hanpukaag, 'a' Ha
'4', 's' Ha '5', 'i' Ha '1', '0' Ha '0'), mopaBaHHA cydikciB Ta npedikcis (goaaBaHHA
POKy (Hanpuknag, «2024»), 3HaKy OKAMKY («!»), abo nonynsapHUX YMCNOBMX
KoMbiHaui (Hanpuknag, «123», «777») po 6a3oBoro cnosa), 3miHa pericTpy
(nepeBeaeHHA NepLUOT NiTepn y BEpXHii pericTp abo noBHa iHBepcia pericTpy.

e KombiHyBaHHA: 3'eaHaHHA ABOX abo bGinblie KA4YoBUX CNiB (Hanpuknag,
«Knnuka» + «PikHapoakeHHa» S\rightarrow$S Barsik1985).

Y pe3ynbTaTi 3aCTOCYBaHHA LiEi MEeTOA0N0rii, CNIOBHMK CTAa€E 3HAYHO MEHLLUNM
33 06cArom MNOpPIBHAHO 3 yHiBEpPCa/sbHMMM Ha3zamu faHuX, ane Moro KoedilieHT
yCnixy Ha OAMHULIO Yacy B LiNbOBOMY CLEHapii 3p0CTaE eKCNOHEHLiNHO.

MopiBHANBHMI aHanNi3 ycniWHOCTI aTak. Ycnix aTaku i3 nepebopy naponis
OLiHIOETbCA 33 KoeodilieHToM ycnixy (KinbkicTio niaibpaHMx naposis) Ta 4Yacom,
BMTPaYeHUM Ha nepebip (ans. Tabaumuto).

Tabnumus
MNepeBarv BUKOPUCTAHHA NEPCOHANI30BAHOMO CIOBHUKY

CnoBHUK MNepcoHanizoBaHuit OSINT-

XapaKTtepucTuka
P P Rockyou CnoBHUK
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NPOAOBXKEHHA Tabaunui

Lyxe BennKkui

CNPAMOBAHICTb

(yHiBEpPCANDbHI,
3acTapini kKombiHauii)

Po3mip (minbnoHn ) Obmexenni
L. (kinbKa TMcay — go 100 000)
KombiHaLiin)
. HusbKa Bucoka
LinboBa

(doKyc Ha BMCOKO-
MMOBIpHICHMX KOMbiHaLjinx)

EdpeKTMBHICTb Y

Hu3bKa

3Ha4yHO BULUA

LinboBOMY (ocobnuBo npoTH (3a HasABHOCTI AaHUX
cueHapii naponis >12 cumeonis) undposoro cnigy)
MoBinbHa, Bucoka,
LWBmAakicTb yepes BeNUKni obear OCKiNIbKM NepebunpatoTbea
nepebopy Ve peneBaHTHi KOMbiHaLi

MpakTUYHi gocnigeHHA B ranysi TecTyBaHHA Ha NPOHWUKHEHHA MOKasyiloTb,
wo OSINT-opieHTOBaHi CNOBHWKM, XO4a M MEHLWIi 33 PO3MIPOM, LEMOHCTPYIOTb
3HaYyHO BULWKIM KoedilieHT ycnixy Yy UWiNboBUX cueHapiax [2]. 3a HasBHMMMU
AaHUMK, MMOBIPHICTb ycniwHoro niabopy napona B nepwi 100 000 KombiHaLin
ONA  NEepCcoHani30BaHOro C/OBHWMKA MoOXe caratu 35-60%, To4i AK AgnA
CTaHAAPTHOrO C/IOBHMKA LEM MOKa3HUK € BKpal HM3bKUM [2]. Lle nosicHoeTbeA
TMM, WO CAOBHMK, 3acHOBaHU Ha OSINT, micTuTb npaBaonoAibHi KombiHauii, sKi
3710BMUCHUK Mir 61 CTBOPUTK BPYYUHY, ane Yy aBTOMaTU30BaHi GpopMmi.

BucHoBKW. [poBeaeHe AocnigKeHHA NiaTBepAKYE, Wo ePeKTUBHICTb aTak i3
nepebopy naposiiB MoOXKe OyTM 3Ha4yHO MiABULLEHA LWASXOM Bigxo4ay Bif
CTaHA4APTHUX C/IOBHUKIB Ha KOPUCTb NePCOHaNi30BaHUX CIOBHUKIB, 3reHepoBaHMUX
Ha OCHOBI aHanNi3y UNMPpPOBOro cnigy Lini.

Undposui cnig € KpUTUYHOW BpasameicTio. [aHi, CBiAOMO 4YM HecBiAOMO
3a/IMWEHI KOPUCTYBaYaMM Y BIAKPUTUX AxKepenax, 6e3nocepenHbO KOPENoTb 3
KOMbiHaLiAMM, WO BUKOPUCTOBYIOTbLCA Y Naponsx. IHbopmauia npo imeHa, Aatn Ta
X06i € OCHOBHUM [}KEpPenom CUPOBUHU ANA aTak.

HaykoBuin  ornsag,  nigTBepaXKye  KA4YOBi  BeKTOpu.  [JocnigrKeHHA
0brpyHTOBYIOTb, WO HaMbiNbLW yCnilWHi Napoi BKAOYaOTb iMeHa poAndiB Ta AaHi
i3 couianbHMX Mepex. Lle € npamum goKaszom epeKTUBHOCTI 360py aKTMBHOIO Ta
nacusHoro undposoro caiay 3a gonomoroto OSINT.

IHcTpymeHTapin OSINT aBTOMaTU3YE Npouec KomnpomeTauii. CneuianisoBaHi
yTunitTH, Taki AK CUPP, CeWL 1a Mentalist 403B0NAIOTb 3 BUCOKOIO epeKTUBHICTIO
NepeTBOPUTU PO3pPi3HEHI AaHi UMPPOBOro cnigy Ha CTPYKTYPOBaHWMN, LLiIbOBUNA
CNOBHMUK, pobAAYM Len Npouec MmacwTaboBaHMM.
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MepcoHanizoBaHi CIOBHUKN AEMOHCTPYIOTb BULLY edeKTUBHICTb. BHacnigoK
KOHUEHTpaLii Ha BUCOKO-MMOBIpHiICHMX KombiHauiax, OSINT-opieHTOBaHi cnucky,
X04 i € MeHWKUMM 3a 06CcArom, 3HAYHO MiABULLYIOTb KOedILiEHT yCnixXy LiNboBMX
aTaK Ta CKOPOoUYyHTb Yac, HeobxiaHMM AnA ycniwHoro niadopy napons.

TaKnM YMHOM, AOCAIAXKEHHA A0BOAUTD, LLO NOWMPEHHA UndpoBOro cniay B
NoeaHaHHi 3 aoctynHicTio OSINT-iIHCTPYMEHTIB € 3HAYHMM PAKTOPOM PU3MKY ANA
iHbopmalLinHoi 6e3nekn. HepoctaTHa umdppoBa ririeHa KOPUCTYBaYiB HiBestoe
CKNafHICTb cuctem ayTeHTudiKallii, Hagaruu 310BMUCHMKAM NpAMi "nigkaskn"
ANA KomnpomeTalii.
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USING OSINT AND THE DIGITAL FOOTPRINT TO GENERATE PERSONALIZED
PASSWORD CRACKING WORDLISTS

This article investigates a methodical approach to increasing the
effectiveness of password brute-force attacks through the utilization of
information obtained via Open-Source Intelligence (OSINT). As authentication
systems grow in complexity, the fundamental vulnerability remains the human
factor: a majority of users continue to create weak, predictable passwords based
on easily accessible personal data. While the efficacy of traditional brute-force
attacks diminishes against high-entropy passwords, the relevance of dictionary
attacks, which use pre-compiled combinations, is growing. In this context,
OSINT—the legal and ethically neutral method of collecting and analyzing
publicly available information—acquires a new, critical significance in the
cybersecurity domain.

The study examines the essence of the digital footprint as a key data
source for generating personalized dictionaries. This footprint includes both an
active trace (information consciously published in social media profiles, blogs,
and posts) and a passive trace. OSINT methods allow for the collection of this
digital footprint—such as names of relatives, pet names, birth dates, hobbies,
workplaces, and geographical locations—and processing it into a targeted
personalized wordlist. This paper analyzes the specific automated tools used in
this process, including CeWL and CUPP, which generates dictionaries based on a
target's known personal profile.

Furthermore, the methodology involves advanced mutation and
combination techniques. The collected keywords are processed using rules that
mimic common user password creation habits, including Leet-speak, the
addition of common suffixes/prefixes, capitalization changes, and the
combination of multiple keywords. A comparative analysis of the success rate of
standard dictionaries versus OSINT-oriented dictionaries is presented. This
analysis demonstrates a significant increase in the success coefficient for
targeted attacks, with some data suggesting success rates of 35-60% using
personalized lists, compared to near-zero success for standard lists in the same
timeframe. The article concludes that the widespread proliferation of the digital
footprint in modern society constitutes a critical risk factor for information
security, as it provides adversaries with the exact data needed to bypass
security measures.

Keywords: OSINT; digital footprint; password spraying; dictionary attack;
brute force; cybersecurity; personalized wordlist; CeWL; CUPP.
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AHAI3 NPAKTUYHOIO 3ACTOCYBAHHA TEXHO/IOTIT HONEYPOT 3
BUKOPUCTAHHAM LUI

Y cTatTi npeacrasneHo npakTuuHui aHani3 LWI-Honeypot, peanizoBaHoro
Ha 6a3i Beelzebub Ta iHTerpoBaHoro 3 gpt-40. B i30nbOoBaHOMY
eKcnepumeHTasibHOMY cepegoBuli 6yna ycnilHO npoBeaeHa cUMyAnauifa
peanicTUYHOI aTaky, WO BKAOYANA CKaHyBaHHA (nmap), 310m napons (Hydra) Ta
3aBaHTaXXeHHA wkKigameoro M3 (wget). Mopgenb gpt-40 reHepyBsana
npaBaonoAibHi Bignosiai Ha Aii 310BMUCHUKA, iIMiTYIOUM BUKOHaHHA KOMaHA Ta
3aBaHTaXKeHHA ¢pannis. Lle A03BONAMNO BBECTU aTaKyOUOro B OMaHy, 3MyCMBLUMX
iioro po3kputu TTPs, aki 6ynu HagiiHo 3anorosaHi 3a gonomoroto RabbitMQ.

Knarouosi cnoea: honeypot, TexHonorii obmaHy, MallMHHE HaBYaHHA,
reHepaTuBHui LI, LLM, 6poKep nosigomneHb, Kibepbesneka, TTPs.

Bcmyn. Cy4vacHui naHawadt Kibep3arpo3 xapakTepuU3yeTbCA MOCTIMHUM
3POCTAHHAM CK/IaAHOCTI Ta BUTOHYEHOCTI aTakK [1], Wo 3MmyLye opraHisauii WwyKkaTtm
HOBI, MPOAKTUBHI Niaxoan A0 3axucTy. TpaauuiliHi 3acobu, Taki AK bpaHamayepu
YM CUCTEeMU BUABNEHHA BTOprHeHb (IDS) Ha oOCHOBI curHatyp, 4acto €
HeAOoCTaTHIMM  ANA NPOTMAIT LiNbOBMM aTakam, BHYTPiWHIM 3arpo3am abo
MeToZaM coliafibHOI iHXeHepii [2].

Y BignoBiap Ha Ui BWKAMKKW, 3HAYHOI NONYAAPHOCTI Habynu TexHonorii
obmaHy (Deception Technology, DT) [6, C. 7]. KnioyoBMM enemMeHTOM UMX
TEXHONOrN € «xaHinotT» (honeypot) — mepexeBuii pecypc-npuMaHKa, €AUHOI
METOI SIKOro € npuBabneHHA 3/I0BMUCHMKA LWAAXOM iMiTauii aBTEHTMYHOI,
Bpasnmeoi xkeptsu [6, C. 37].

OCKinbKM XaHIiNOT He Hece XOAHOI peasibHOI LiHHOCTI Ta He NMOBUHEH MATH
NEriTUMHUX MeperKeBMX B3aeEMOAiN, byab-aka cnpoba AocTyny A0 HbOro 3
BMCOKOIO MMOBIPHIcTIO € Bopoxoto [6, C. 37]. Lle 3abe3neuye ronosHy nepesary DT
— BKpal HU3bKUIN piBeHb XMOHO-NO3UTUBHUX cnpauioBaHb [6, C. 7]. OCHOBHI
3aBAaHHA XaHiNoTa — uUe AeTanbHa dikcauia Ail aTakyrdoro ans 360py AaHUX
NPo MOro TaKTUKKM, TexHikn Ta npoueaypun (TTPs), a TakoX CNOBiNbHEHHS MOro
npocyBaHHA iHppacTpyKTypoto [6, C. 37].

ICTOPUYHO XaHINOTM CTUKANWUCA 3 AUNEMOIO: HU3bKO-iIHTEPAKTUBHI NACTKU €
6e3neyHMmmn, ane Jerko BUABNAKOTLCA 3/I0BMUCHUMKAMM, TOAI SAK BUCOKO-
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iHTEepPaKTMBHI — 3abe3nevyoTb BUCOKUI peaniam, asie € CKAaAHMMM B YNPAB/iHHI,
PEeCypCOEMHMMM Ta HECYTb PU3NKKM KomnpomeTauii [6, C. 42].

Uio dyHaameHTanbHy npobnemy MOKAMKAHI BUPIWMTU apXiTEKTYpPU HOBOrO
MOKOMIHHA, WO (HTErpylTb WTY4YHU iHTenekT [2]. CyyacHi nigxoau
BMKOpUCTOBYIOTb LI AnA CTBOPEHHA AMHAMIYHUX KKOTHITUBHUX» NPUMAHOK [3] Ta
afanTUBHOI B3aeEMOAiT 3 aTaKyluuMm Yy peasibHOMY u4aci, Hanpuknag, 3a
[OMOMOrol0 HaByaHHA 3 nigkpinaeHHam [5]. Kpim Toro, iHTerpauis Benukux
MOBHUX mogeneit (LLM) BigakpuMBae MOXKAMBOCTI ANA aBTOMaTtu3alii aHanisy
3ibpaHnX AaHUX Ta MUTTEBOTO MNOKPALLEHHA 3aXMCHUX MexXaHi3mis [4].

JaHa poboTa 30cepearkeHa Ha NPaKTUYHIM peani3auii Ta aHani3i came Takoi
LUI-kepoBaHOi cnctemun obmaHy Ha 6asi dpenmBopKy Beelzebub Ta reHepaTmsHOi
moaeni gpt-4o.

ApXiTeKTypa eKCnepMMeHTaNIbHOro cepefoBula. [aa NpakTMYHOro aHanisy
edbeKkTMBHOCTI reHepatuBHoro LWI B cuctemax o6bmaHy, 6yno po3ropHyTe
i30/1bOBaHe eKcnepuMeHTanbHe cepefosule. BoHo 6yno BuMKopucTaHe AanAa
CUMYAALIT  peanicTUY4HOrO CLEeHapito aTaku. TaKoXK 3a AOMOMOMOK  HbOTO
3iNCHEHO MOPIBHAHHA XaHinoTa, KepoBaHoro LLM, Ta npoctoi HM3bKO-
iHTepakTMUBHOI SSH-NacTKw.

OCHOBOIO apXiTEKTYPU LbOro NabopaTopHOro cepenoBuLLLa € TPU BipTyaNbHi
mawunHu (VM) Ta OpenAl APl gns goctyny A0 BE/IMKUX MOBHUX MOAENEN.

Honeypot-cepsep: Lia BipTyanbHa maliMHa € A4p0OM cucTtemm obmaHny. [Ans
moro imnnemeHTauii  6yae  BMKOPMUCTOBYBATMCb  OpEN-source  MPOEKT,
cnoHcopoBaHui KomnaHieto Nvidia, nig Ha3soto Beelzebub. Beelzebub — ue Habip
XaHINoTiB 3 Pi3HMM pPiBHEM iHTEPAKTUBHOCTI, WO iMITYIOTb MONYAAPHI MeperKesi
cepsicu (SSH, HTTP, SQL, MDP) Ta Hasitb loT-npucTpoi. Moro nepesaroto € iioro
apxiTekTypa, AKa NigTpMMye iHTerpauito Ak 3 nokanbHumu (Ollama), Tak i 3
xmapHumm (OpenAl, Gemini, Grok) LLM.

leHepatmBHuit LWI: BiH BUKOHYE posb «MO3Ky» AnsA XaHinoTa. OTpumytoum
BBEAEHY 3/10BMUCHMKOM KOmaHAy Big Beelzebub, mogenb gpt-4o0 nouumHae
reHepyBaTu peanicTUYHy Bignosigb. Lia BignoBiab NOBMHHA NOBHICTIO 3iMiTyBaTU
peanbHy OC, pa3om 3 ii TOMUIKaMM Ta HETUNOBUMMU BiANOBIAAMMU.

RabbitMQ-cepBep: Lis mawmnHa Bianosiaae 3a HagiHWI, i30/1b0BaHUI 36ip
noris 3 honeypot-cepsepa. 3amicTb NpAMOro 3anucy /oriB y ¢ama Ha MawuHi 3
nacTkoto, byn0 BMKOpUCTaHO open-source piteHHA — RabbitMQ. RabbitMQ aie ak
OpoKep NOBIAOMAEHb rapaHTyluM A0CTaBKy ¢alniB Ha oOKpemy BipTyanbHy
MaLmnHy. Jani okpemuin Python-ckpunt, HanmMcaHun ans ob6pobku Ta 36eperkeHHA
noAin y pann, 3unTye ix 3 yepru (queue) Ta reHepye cTpyKTypoBaHuin JSSON-dpann.

MawunHa 3n0BMUCHMKA: LA  mawwuHa imiTye aXepeno aTakM Ta
iHCTPYMEeHTapii, AKWUIA BUKOPUCTOBYETbCA pPeasibHUMKU Kibep3noumHuamu abo
neHTectepamu. Haiikpawoto OC ana uporo b6yge Kali Linux. Il BukopucTaHHs
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[03BOJIAE 3aCTOCOBYBATM PEANICTUYHI aTakKM — Bifg, NPOCTOro CKaHyBaHHA mepeKi
[0 cnpob ropM3oHTaNbHOIO NepPeMilleHHs Ta 3aKpinaeHHA B CUCTEMI.

Yci Tpu BipTyanbHi MawnHU GYHKLIOHYIOTb B OAHiA IOKaNbHIA BipTyanbHil
MepeXi, WO iMITYE i301b0BaHNI KOPNOPATUBHUIN CETMEHT.

Beelzebub mae goctyn o mepexi IHTepHeT ans HaacunaHHA 3anuTis go API
gpt-40 Ta BHyTpiWHbOMepexeBui poctyn Ao RabbitMQ. Kali Linux mae
MepeXKeBuin AoCTyn Anlle A0 BIAKPUTUX MOPTIB Ha NepLin BipTyanbHIN MaLUUHI,
Lo iMiTyOTb Bpa3nmei cepsicn. ObpobKa soriB — i301bOBaHa Big, BCiX MalUUH,
OKpiM OZHOro MnopTy, 3a AO0MOMOrOK AKOFO0 BOHM A0 HbOFO HaaxoaATb (AMB.
puc. 1).

Isolated local network
192.168.10.198:2222 ccnnﬂﬁ“m
witn WU OpenAl APE
& - (gpt-40)
2
Col
&7
& .
o » Beelzebub
102.168.10.208 192.168.10.198 ‘0' » (LLM Honeypot)

A . @
Attack nmap scan —EEw E
\ %, <
‘n) — £
=
; §

Attacker .

Initial compromised 192.168.10.160:5672
server
RabbitMQ
Defence

Puc. 1. Cxema eKcnepnmeHTaNbHOIo cepeaoBuLLa

Cumynsauia ataku. YABiMO, WO 3/I0BMUCHUKY BAanoca nig’eaHatmca Ao
BHYTPILIHbOT MepeXKi Yepes 0AHONNAATHUI KOMN'tOTEP 3 BiAAA/IEHUM KepyBaHHAM.
Mepwrm KpOKOM 3/10BMUCHUKA € pO3BigKa. BiH CKaHye LiNbOBY MallMHy 3a
AonomMoroo nmap ans iaeHTuoiKauii BiAKpUTUX NOPTIB Ta, WO BarkAuBille, BEpPCil
cepsicis (ams. puc. 2).

/home/redict
ap -s5 -5\ 2 192.168.10.198
Starting Nmap 7.95 ( https://nmap.o
Nmap scan report for beelzebub.lan (192.168.
Host is up (@.00067s latency).

STATE SERVICE VERSION
open ssh Linksys WRT45G modified dropbear sshd (protocol 2.0)
open ssh Linksys WRT4 modified dropbear sshd (protocol 2.0)
C Address: ©8:00:27:89:86:D6 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)
Service Info: Device: router

2
2

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in ©.40 seconds

Puc. 2. CKaHyBaHHSA mepexi
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3HarwoBwWwK BigKpuTi SSH-NOpPTH, 310BMUCHMKY NOTPiIGHO NigibpaTtn naponi.
Ona upboro BiH BUKOpucTas ytTuaity Hydra. Hydra — ue ayke wBMAKA Ta rHy4ka
yTUAniTa Ana 3/0My Naponis, AKa npautoe no mepexi. BoHa go3sonsae nposogmtn
atakm Tuny brute-force (noBHwWi nepebip) Ta cnoBHMKOBI aTakm (nepebip 3a
CNUCKOM cniB) NpoTh H6araTbox MepexkeBMX NPOTOKOJIB Ta cepsiciB. Came aTaKy 3a
CNOBHMKOM BMKOPMUCTAB 3/IOBMMUCHWK, nigibpaswu oguMH 3 naposnen Ao
KopucTyBaya root, i3 niArotoBneHoro cnucky B KOHoirypauinHomy ¢panni xaHinora
(ams. puc. 3).

/home/redict/.ssh
ra -1 root -P /home/red1ct/word'|.15ts/rockyou txt ssh://192.168.10.198 -s -t 4
Hydr1 v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in mili or secret service org
ions, or for illegal purposes (this is non-binding, these **x ignore la and ethics anyway).

Hydra (http 1ithub.com/ hauser-thc/thc-hydra) s

[DATA] max asks r, overall & tasks, gi s (1: o ) 100 tries per
task

[DATA] attacking ssh://192.168.10.1 /

[2222][ssh] host: 192.168.10.198 root password: 123456

1 of 1 target successfully completed, 1lid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-11-07

Puc. 3. NMiabip naponis

Micha BBeAeHHA Napons 3/10BMWUCHMK OMUHAETbCS B HawWwi nactui. BiH
NOYMHaE nepesipaTM 6a3oBy iHPopmauito Npo cuctemy (KomaHam: 'uname -a', 'id',
'Is -la'). dani 3n10BMUCHMK nepexoauTb A0 CTaHAaapTHoro TTP — HamaraeTtbca
3aBaHTaxXuTn payload B cuctemy (ams. puc. 4). Beelzebub nepexonnioe komaHay
«wget». BiH He BWKOHye ii. BiH Hagcunae 3anut o gpt-40, AKMA reHepye
npasgonoAibHMin BMBiA «wget»: imiTauilo WKanM nporpecy, LWBUAKICTb
3aBaHTa’KeHHA Ta MNOBiJAOMNEHHSA «/tmp/payload sh' saved».

rootgubuntu:~$ w 2/ .10.77:8 ad.sh -0 /tmp/payload.sh
——2023-10-07 12: 192.168.10@. BEVAGET )|

Connecting to 19 .. connected.

HTTP request sent, response ... 200 0K

Length: 12 (1. pplication/x-sh]

Saving to: '/tmp load.sh

/tmp/payload.sh 100%[ ——————————— ] 2K --.-KB/s in @s
2023-10-07 12: ( L */tmp/payload.sh' saved [1234 4]

rootgubuntu: ! s

#!//bin/bash

# This script is a sample payload script for demonstration purposes.

echo "Starting deployment ... ™

# Example function
deploy application() {
echo "Deploying application...”
# Simulate deployment process
sleep 2
echo "Application deployed successfully!"

b

# Main execution
deploy_application

echo "Deployment script completed.”

Puc. 4. 3aBaHTakeHHA payload

3aBaHTaXMBLUU 110r0, BiH cnpobye 3anyctutu wkignmee N3 (auns. puc. 5).
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rootgubuntu:~$ chmod +x /tmp/payload.sh

rootgubuntu:~$% 11 /tmp/

total 16K

drwxrwxrwt 2 root root 4.0K Oct 7 14:40 ./
drwxr-xr-x 20 root root 4.0K Oct 7 14:40 ..

g

-IWXr-Xr-x 1 user user 1.2K Oct 7 14:38 payload.shx
rootgubuntu:~$ ./tmp/payload.sh
Starting deployment ...
Deploying application ...
Application deployed successfully!
Deployment script completed.
Puc. 5. 3anycK wkignmsoro N3

310BMUCHMK abCONOTHO BMEBHEHWN, WO Moro wkignmee M3 npautoe. BiH
NPOAOBXKYE CBOK aTaKy (WYyKA€ AaHi, HAMAraeTbCA NOLIMPUTUCSA), PO3KPUBAIOYU
HacTynHi TTPs, y Tol Yac AK HacnpaBAi BiH B3aemogie 3 6e3neyHnm, i30/1b0BaHUM
4yaT-60TOM.

Cneujanictam 3 Kibepbe3nekn 3anMWNTLCA TiNbKM NPOAHaNi3yBaTu N0ru, AKi
36epekeHi Ha 6e3neyHil, i301b0OBaHIM BipTyaNbHI MalKHi. BoHW 36epiratoTbea y
JSON-dopmari, AkMn npn HeobXiAHOCTI MOXKHa KOHBepTyBaTM abo imnopTyBaTh B
nonynapHi MOHITOPUHIOBI cepsicu (aus. puc. 6).

Puc. 6. NMpuKknag 3anucy B norax

BucHoBKW. NpoBeaAeHUN eKCNePUMEHT NiATBEPAUB BUCOKY edeKTmBHICTb LLI-
KepoBaHMX cuctem obmany. MNpakTuUyHa peanisauisa Ha ba3i Beelzebub Ta gpt-4o0
YCMilWHO BUPIWINWAG KAKOYOBE 3aBAQHHA: CUMYAALIKO PeaniCTUYHOI, iIHTEPaKTUBHOI
aTaKu B i30/1bOBAHOMY CEPELOBULL.

Cuctema nNpoAeMOHCTpyBasia  34aTHICTb He Auvwe  BTPMMATU  yBary
310BMUCHWKa, FeHepyloun npasaonoAibHi signosiai Ha noro aii, ane i 3mycuna
MOro NoCNiA0BHO PO3KPUTU CBOI TAKTUKM, TEXHIKM Ta npoueaypu (TTPs). Baxnuso,
o BCi 3ibpaHi AaHi 6ynn HafiMHO 3anoroBaHi 4epe3 Opokep NOBiAOMAEHb
RabbitMQ.

TakMm 4YnHOM, iHTerpauisa reHepatusHoro LI ponae ¢pyHOoameHTanbHe
obMeKeHHA TpaauLUinHKUX XaHinoTiB, 3abe3nevyyoun rMMBOKUI piBeHb peanismy,
NPUTaMaHHUI BUCOKO-IHTEPAKTUBHMM cucTemam, ane 6e3 nos'A3aHUX 3 HUMMK
PU3MKIB KOMNpPOMeETaLii Ta CKNaAHOCTI ynpaBniHHA. Le BigKkpuBae HOBI
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MOXNBOCTI ANA NPOAKTUBHOIO 360py AaHMX NPO 3arpo3u Ta aHai3y NOBeAiHKM
3/10BMUCHUKIB.
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ANALYSIS OF THE PRACTICAL APPLICATION OF AI-HONEYPOT

The modern landscape of cyber threats demands proactive defense
measures from organizations, as traditional tools such as signature-based
intrusion detection systems often prove insufficient against targeted,
sophisticated attacks. In response to these challenges, Deception Technology
(DT) has gained significant traction, with the honeypot—a decoy network
resource—as its key element. A honeypot simulates an authentic, vulnerable
victim and serves only to attract an adversary. Since it holds no real value and
expects no legitimate network interactions, any attempt to access it is highly
likely to be malicious. This provides DT's main advantage: an extremely low
false-positive rate. The primary objectives of a honeypot are to meticulously log
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the attacker's actions to gather data on their Tactics, Techniques, and
Procedures (TTPs) and to slow their advance through the infrastructure.

Historically, honeypots have faced a dilemma: low-interactive traps are
safe but easily detected, while high-interactive ones offer high realism but carry
risks of compromise. Architects integrating Artificial Intelligence (Al) aim to
solve this fundamental problem. This article presents a practical analysis of such
an Al-driven deception system, implemented using the Beelzebub framework
and the gpt-40 generative model. Beelzebub, an open-source project sponsored
by Nvidia, supports integration with cloud-based LLMs and was used as the core
of the deception system. The gpt-40 model acts as the «brain» for the honeypot:
upon receiving a command from the attacker, it generates a plausible response,
simulating command execution and file downloads.

A realistic attack simulation was successfully conducted in an isolated
experimental environment. The attacker, using Kali Linux, performed network
scanning (nmap), password cracking (Hydra), and an attempt to download
malware (wget). The Beelzebub system intercepted the wget command, and
gpt-4o generated a realistic output, simulating a progress bar and a successful
file save, leading the attacker to believe their malware was working. This
allowed the attacker to be deceived, compelling them to sequentially reveal
their TTPs. All collected data was securely logged using the RabbitMQ message
broker on an isolated virtual machine.

The experiment confirmed the high effectiveness of Al-driven deception
systems. The integration of generative Al overcomes the fundamental
limitations of traditional honeypots by providing a deep level of realism—
characteristic of high-interactive systems—but without the associated risks of
compromise and management complexity. This opens up new possibilities for
proactive threat intelligence gathering and the analysis of adversary behavior.

Keywords: honeypot, deception technologies, machine learning,
generative Al, LLM, message broker, cybersecurity, TTPs.

YK 004.056:378.147

BbarHioK O. M., cT. BUKnagay (HauioHanbHUI yHiBEpCUTET BOAHOIO rocnoaapcTaa
Ta NPUPOAOKOPUCTYBAHHA, M. PiBHe, o.m.bahniuk@nuwm.edu.ua)

OSINT B 3BO: CTPYKTYPOBAHE HABYAHHA AIK KNIOY 40 NPO®ECIMHOI
E®PEKTUBHOCTI

Open-Source Intelligence (OSINT), abo Possigaka 3 Biakputux Oepen,
BMULIMA 32 MeXKi By3bKocneuiasi3oBaHUX Kin i cTana KPUTUUHOK HaBUUKOMO Y
6aratbox cyuyacHux npodeciax, BKAOUAOUM Kibepbe3neKky, KYpPHaNICTUKY Ta

68



Mi>KHapoOAHi BiAHOCMHU. AKTYaNbHICTb [OCNiAXKEHHA 3ymOB/ieHa HeobXigHicTio
dopmyBaHHA ¢axiBuiB, 34aTHUX e(PEeKTUBHO OPIEHTYBATUCA Y 3POCTAIOUUX
obcarax ny6niyHo AoctynHoi iHdopmauii (Big Data) Ta neperBopoBaTH
po3pi3HeHi paHi Ha BanigHi possiayBanbHi  Bigomocti. IHTerpauin
CTPYKTYpoBaHOro Has4yaHHA OSINT Ha yHiBepcUTETCbKOMY PiBHi € He NpocTo
aKTyaZIbHOKO pEeKOMeHpaUiel, a HeobxigHo ymoBow Ana ¢GopmyBaHHA
¢axiBuiB, roTOoBMX 40 BUKAUKIB LUPPOBOI ENOXK.

CtatTa 06rpyHTOBYE HEobXiaHiCTb iHTerpauii CTPYKTYypOBaHOro HaBuYaHHA
OSINT Ha yHiBepcuTeTCbKOMY piBHi, Bigxoaaum Big By3bKocnewianisoBaHoro,
iHCTpyMeHTanbHOro  nigxogay A0 OMaHyBaHHA  UificHOI  meToAo0ANorii.
MpoaHanizoBaHo nocnigoBHictb OSINT-goCniaMKeHHA, WO BKAKYAE N'ATb
KPUTUYHKUX eTaniB: BusHaueHHA 3anuty, laeHtudikauii Oxepen, O6po6bKu
DaHux, AHanisy Ta ®iHanbHoro 3BiTyBaHHA. [lligKkpecneHo, wo edeKTUBHe
HaBYaHHA BMMAra€ aKUEHTY Ha KPUTUYHOMY MUC/IEHHi, eTUYHUX HOpMax Ta
IOPUANUYHUX OOMEXKEHHSAX, a HE /INLLe HA TEXHIYHOMY iHCTpYMeHTapii. 3aiicHeHo
ornag npodopieHTauitHnx Hanpamis OSINT-aHaniTMKa, posogAuM, WO
aKageMmiyHa nNiarotoBKa mae BignoBigaT BUMOram puUHKY.

Knroyoei cnoea: OSINT, Po3BigKa 3 Bigakputux axxepen, 3BO, Metogonoris,
Kibepb6e3neka, ETuka, Undposa 6e3sneka.

MeToto poboTn € aHanis Ta CTPYKTypu3alia KAYOBUX METOAO0JIOTNYHMX,
€TUYHUX Ta TEeXHOJIOMYHUX KOMMOHEHTIB, HeobxigHMX pana edeKTUBHOro
BNpOBaAeHHA HaB4yanbHOro Kypcy 3 OSINT y 3aknagax BMLLOT OCBITM, @ TaKOX
BM3HA4YeHHA 1Moro poni y nigrotoBui ¢axiBuiB 3 Kibepbe3nekn Ta cTpaTerivyHoi
pO3BigKMK.

Bctyn. OSINT He € npocTto nowykom B Google. Lle ancunnniHoBaHa, eTM4Ha
Ta fierasibHa NpaKTuUKa 36opy, 06pobKKU Ta aHanily nybnivHO gocTynHoi iHpopmaui
3 METO OTPMMAHHA cTpaTeriyHoi abo TaKTUYHOI po3BigKK. Ha piBHI MixkHapoaHOI
6e3nekun, 3okpema y aokTpmHax NATO, OSINT BU3HAETbCA HEBIA EMHOIO YAaCTUHOLO
Intelligence Cycle (Po3BigyBanbHoro uukny) [1]. Llen umMkn € pyHAameHTanbHOO
MOZENNI0, fika MNepeTBOPIOE MNOTpebu KopucTyBaya Ha roToBi pPO3BiAyBanbHi
NPOAYKTU.

KnacuuHuii Po3sigyBanbHuii LMK cknapaeTbcs 3 N'STU OCHOBHMX eTanis, i
OSINT-gocnigkeHHA Mae byTuM CTPyKTypOBaHe 3a aHaNOoriyHOK MOCNIAOBHICTHO.
AKagemiyHa nigrotoBka NMoBMHHA 3abe3neyyBaTM ONaHyBaHHA CTyAeHTaMMU L€l
Hapi*KHOT nocnigoBHOCTI [2], WO NepeTBOPIOE pPO3Pi3HEHi AaHi Ha BanigHi
pO3BigyBa/bHI AaHi:

Bn3sHauyeHHsn 3anuty (Direction/Define): HaBuyaHHA KPUTUYHOMY
bOopMyYNOBAHHIO AOCAIAHULBKOTO NUTAHHA, AKE Ma€E OYTU YITKMM, 3aKOHHUM Ta
AOCAXHMM 3a gonomoroto nybniyHnx axepen. Ha ybomy etani BusHavatotbca |IR
(Information Inventory Requirements).
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laeHTudikauis Oxxepen (Collection/Identify): CuctematvyHe BUBYEHHA Ta
Knacudikauia noOTeHUiMHMX axKepen iHdOpmauii, a TaKOXK 3aCcTOCyBaHHA
iHCTPYMeHTIB aAna 36opy AaHUX.

O6pobka [aHux (Processing): ®@inbTpauina, OUYULWEHHA Ta CTPYKTYPYBaHHS
3ibpaHoi cupoi iHbopmalii, NigroToBKa il 40 NOAANbLIOro aHani3y.

AHaniz (Analysis): 3acTocyBaHHA KPUTUYHOTO MMUCAEHHA Ta aAHANITUYHMUX
TEeXHiK ANA NepeTBOPeHHA AaHUX Ha PO3BiAyBasibHi BACHOBKM [3].

®inanbHe 3BiTyBaHHA (Dissemination/Reporting): YiTka, cBoe4yacHa Ta
BepudikoBaHa KOMYHIiKaLiA OTPMMaAHUX pe3ynbTaTiB KiHLEBOMY CMOXMBaYY
(decision-maker).

Tunonoria Oxepen OSINT Ta ix cTpyKtypa. Etan iaeHTudikauii gxepen
(Collection) € KpUTUYHO BaAMBUM. CTPYKTYPOBAHUIM aKaZeMiYHUIN KypC NOBUHEH
HagaBaTU CTyAEHTaM UYiTKY TUMOAOFI0 MOXAMBUX [OXKEpen, Bigxoaayun Big
XaoTnyHoro nowyky. Axepena OSINT KnacudikyroTbCcs 3a piBHEM AOCTYNHOCTI Ta
npupoaoto AaHux (ame. Tabauuio).

BapTo 3ayBarKMTW, WO HaBYaHHA Ma€E HAronOWyBaTH, WO ePeKTUBHUMN
OSINT-aHaniTMK BUKOPUCTOBYE KOMDIHALLilO A)Kepes, a He 0OMeXyeTbcs auile
nowyxkom B Surface Web.

TexHonoriuunit Ornag OSINT 3a craHpaaptamu HATO Ta Kibepbesnekw.
EdpektmBHicTb OSINT B cyyacHMX ymoBax 3a/1€}KUTb Bif aBTOMaTU3aLi Ta iHTerpaui
TEeXHOOriN. 3riAHO 3 AOKTPMHAMM Ta PeKOMeHAaLisMU BilAICbKOBUMX Ta 6e3neKoBuX
CTPYKTYp, BKAtoyatoum NATO [4], aKueHT pobuTbcAa HA IHCTPyMeHTax, wWo
NiATPMMYIOTb  MacwTaboBaHuit 36ip, OYMLLEHHA Ta, TONIOBHE, aHaNITUYHY
iHTerpauito gaHux.

Ha BigmiHy BiA By3bKOCNeLiani3oBaHOro «XakepCbKOro» iHCTPyMeHTapito,
npodeciiHnit OSINT Bumarae 3acTocyBaHHA TEXHONOTIN, WO 3abe3neyytoTh:

MacwrTaboBaHictb 360py (Automation Tools): LUe iHCTpymeHTH, sAKi
aBTOMaTMU3yloTb 36ip BeNMKMx obcAriB gaHux 3 6aratbox axepen. Mpuknagamu €
napcepu COUjaNbHUX MepeK, IHCTPYMEHTM ANA  CKpaniHry Beb-cantie Ta
iHCTPYMEHTU A7 MACcOBOTO MNepeBipKU TeXHIYHOT iHPpacTpyKTypu (HanpuKknag,
Shodan a6o Censys).

Bisyanisauis Ta 3B'a3km (Data Visualization and Link Analysis): Kniouosum
3aBgaHHAM OSINT € BMABNEHHA HEOUYEBUAHUX 3B'A3KIB MiK 06'ekTamm (ocobamu,
opraHisauismu, iHdpacTpykTypoto). TexHonorii, Taki ak Maltego (ana Bisyanisauii
3B'A3KiB), abo cneuianisoBaHi Graph Databases, € o6oB'AskoBumu Aana
aKagemMiyHoro BMBYEHHS. BOHM [03BONAIOTL NEPeTBOPUTU TabAM4YHI AaHi Ha
3po3yminnii rpadik BigHOCKUH.

AHaniz Bennknx MosHux Mogenei (LLM-Driven Analysis): Cy4acHi niaxoau
BK/OYalOTb BUKOPUCTAaHHA Large Language Models (LLM) ana aBTomaTU4HOI
KaTeropusauii, TemMaTUYHOrO MOAENIOBAHHA Ta LWBMAKOFO NiACYMOBYBAHHS
TekctoBux OSINT-gaHuX (Hanpuknaa, aHania Be/IMKOI KiNbKOCTi HOBMH abo
ny6niKaLlili y coLjianbHUX Mmepekax AN BUABNEHHS TeHaeHuin) [3].
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YnpasniHHa lgeHTMYHIcTIO (Identity Management): 3 nornaay kibepbesneku,
HaB4YaHHA OSINT TakoX Ma€ BK/IOYATM NPUHUMNK onepauiliHoi 6e3nekn (OPSEC).
Le BuMKOpuUCTaHHA BipTyanbHMX mawuH, VPN, npokci-cepsepiB Ta i30/1b0BaHUX
«NepcoH» AnA npoBefeHHA po3cnigyBaHb. Le MiHIMI3ye puU3MK BUKPUTTA
aHaniTMKa Ta 3anobirae BNAMBY Ha pe3ynbTaTh AOCNIAKEHHA.

Tabnumus
Tunonoria gxepen gna OSINT-aHani3y Ta ix CTPYKTypa
Z;:S;Zi? Onuc Mpuknagmn
MowyKoBi cuctemm,
3araNbHOAOCTYMHI BII-(II'IeLI,Iﬂ,. oLtk
Surface Web ) . OepXKaBHI peectpy,
iHOEKcoBaHi pecypcu. .
ny6Ni4Hi HOBUHK Ta
npec-penisn.
A -
HeiHaeKkcoBaHi gaHi, Kap,e_w.qu basu pamx,
OCTYN A0 AKMX BUMarae CYAOBI PILUEHHA,
Deep Web A ¢diHaHcoBI 3BiTH
aBTopwm3aLii abo o - .
. KOMNaHil, apxiBHi AaHi,
cneujianbHOro 3anuTy. .
3aKpuTi popymu.
. . . . Twitter/X, Telegram
S | M ’ ’
Ir?ciﬁige:gela f::igﬁssg)’:‘s\:lpim Ta Linkedin, Facebook,
Reddit. AHani3
SOCMINT .
(50 ) nargopm MeTagaHux ¢oTto/Biaeo.
reorpativwi ganiva | cE NI
GEOINT/IMINT CyMYTHUKOBI / . /MYE
. AaHi Npo norogHi ymosu
aepodOTO3HIMKM. )
Ta iIHOpacTpyKTypy.
WHOIS-3anucm gomeHis,
i in DNS-
Bai, orpumai cepoceie. oo Sasn
Technical OSINT TEeXHIYHUMX cnigis Ta PBEpIB, p,vp
iHbPACTPYKTYPH BpasnusocTen (CVE),
PACTRyKTYPH. nybniyHi penosutopii
Koay (GitHub).
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TakMM 4YMHOM, Yy HaBYaNbHOMY npoueci HeobXiAHO 3MICTUTU aKUEHT 3
ocBoeHHA 100+ iHCcTpymeHTiB Ha onaHyBaHHSA 5—10 KAOYOBWUX TEXHONOTIM, AKi
Big06pakatoTb yBECb PO3BiAyBanbHUIN LMKA: Big 360py AaHux 3 Surface Web go ix
Bi3yanizauii Ta 3BiTYBaHHA.

ETMyHnin Ta npasoBui imnepatus. EdektmBHe HasyaHHA OSINT Bumarae
AKLEHTY He NnWe HA TEXHIYHOMY IHCTPYMeHTapii, @ 1 Ha KPUTUYHOMY MWUCAEHHI,
€TUYHMX HOpMax Ta LPUAMYHUX OobMerKeHHAX. be3 miyHoro dyHAameHTy vy
uMPPOBIN eTULi, BUNYCKHUKM PUSUKYIOTb MEPETHYTU MEXY, LLO BiALINAE 3aKOHHY
PO3BiAKY BiA NopyweHHA KOHPIAEeHLIMHOCTI, HeneraabHoOro A4ocTyny A0 AaHuX abo
nNpMBaTHOI AeaHOHImI3aUji. Lle HiBentoe ixHo npodecinHy UiHHICTb. HaBYanbHUMA
npoL.ec Ma€ akUEeHTyBaTH.

Mybniyne # [o3BoneHe: Te, wWo iHbopmaLlia € nNybniYHOIO, He 3aBXKAM
03HAYaE, WO ii BUKOPUCTAHHA A1 KOHKPETHUX Linen € 3aKOHHUM abo eTUYHMM
(Hanpuknag, nopyweHHA aBTOPCbKOro npasa abo NoniTuKK nnatdopm).

Edext «Undposoro Cniay»: AocnigaxeHHs umdposoro cnigy (Hanpuknag,
ana  dopmyBaHHA npodinis  Uinei) Mae NPOBOAUTUCA  BUKIKOYHO Y
KOHTPO/1IbOBaHOMY, OCBITHbOMY Y/ 0BOPOHHOMY KOHTEKCTI.

3BO mae BuxoByBaTh ¢daxiBLiB i3 BUCOKOIO onepadiiHoto 6esnekoto (OPSEC)
Ta rMMBOKMM PO3YMIHHAM 3aKOHOZABCTBA NPO 3axMCT AaHux (GDPR, ykpaiHcbke
3aKOHO/AaBCTBO).

MpodopieHTauia Ta Hanpamu [MpodecitHoro Po3BUTKY BunyckHukiB.
AkagemiyHa nigrotoBka 3 OSINT noBMHHA MaTu 4iTKy npodopieHTaLinHy
CNPAMOBAHICTb, FOTYHOUM BUMNYCKHUKIB A0 KOHKPETHWX, BMCOKOCMeLianizoBaHMX
no3uuin Ha pUHKY npaui [5]. OnaHyBaHHA MmeToAoNO il Ta iHCTpymeHTapito OSINT
BIAKPUBAE MOXKIMBOCTI Y KiIbKOX KNOYOBUX chepax, WO BMMAratoTb 40AATKOBOTO
PO3BUTKY crew,ianizoBaHMX HABUYOK.

AHanituk PosBigkm 3arpo3 (Threat Intelligence Analyst): Mosuuia, wo
BMMAarae noctinHoro moHitopuHry Dark Web ta Deep Web ana snuasneHHs paHHix
03HaK KibepaTak, KamnaHii gesiHpopmauii abo BuTOKIB gaHux [6]. MoTpebye
AOOATKOBOrO  PO3BUTKY 3HAaHb Yy  chepi  mepexesoi  Hesnekn Ta
KibepKpUMIHANICTUKMN.

Cniaumnin OSINT/Kibepkpuminanict (Forensic Investigator): Cneuianisauia Ha
AOKYMEHTYBaHHI A0Ka3iB, NOB'A3aHMX i3 LWAXPaWCTBOM, MNOPYLEHHAM nNpaB
iHTeNIeKTyanbHOI  B/ACHOCTI  abo  BOEHHMMM  3A04MHamMu  [7].  Bumarae
NornnMbAeHoro 3HaHHA MPaBOBMX HOPM Ta npoueayp 36epeeHHs [A0Ka30BoOi
6asn.

daxiseup 3 Po3cnigysaHb Due Diligence/KYC: PoboTta y ¢iHaHcoBOMY
CEKTOopi, CNpAMOBaHa Ha NepeBipKy Ai/N0oBOi penyTalii KomnaHi Ta ¢i3nyHux ocib.
MoTpebye 3HaHb ¢GiHAHCOBOrO 3aKOHOAABCTBA Ta pPOBOTM 3  AeprKaBHUMMU
peecTpamm.
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*ypHanict-Poscnigysay: BukopuctanHa OSINT agna nigteepakeHHA akTis,
reo/IoKaLii NoAi Ta BUKPUTTA KOPYNUiNHUX cxem. MoTpebye HaBUYOK CTOpiTeNiHTy
Ta Bepudikauii iHpopmaLii.

YcniwHa Kap’epa y Oyab-Akin i3 umx chep BMMAra€, oKpiMm akageMiyHUX
3HaHb OSINT, 4,04aTKOBOrO PO3BUTKY TaKMX MirKnpodeciiHMx HaBM4YokK (soft skills):
KPUTUYHE MUCNEHHA (AK OCHOBHWM IHCTPYMEHT aHasi3y), HaNMCaAHHA TEXHIYHMUX
3BiTiB (AMcemiHauis pe3ynbTaTtiB) Ta onepauinHa be3neka (OPSEC), wo €
KOYOBUM ANA 3aXUCTy cebe Ta axkepen iHbopmaliji.

BukopuctanHa OSINT y HaB4YasbHMX Mpouecax Ta nepesarn. |HTerpauin
OSINT y HaBYanbHUIM Npouec 3BO BUXOAUTbL 3@ paMKKM NiAroTOBKKU nuLle ¢paxiBLiB 3
Kibepbe3snekn. LUe mixanCcUMNNIHAPHUIA  IHCTPYMEHT, AKMA  MOXKe byTu
BUKOPUCTAHUIN Yy topucnpyaeHuii (36ip AoKasis), kypHanicTuui (dakTyekiHr),
MAaPKETUHTY (aHani3 KOHKYPEeHTIB) Ta Mi*KHAPOAHUX BiAHOCUHAX (reononiTUYHUN
MOHITOPWUHT).

MoxnuBocTti Ta nepesBarn BuKkopuctaHHA OSINT y 3BO notpebytoTtb
ocobnmeoro ¢oKycy.

MpaKTnyHa opieHTauia: HaByaHHA nepexoauTb Bif TEOPETUYHMX 3HAHb A0
NPaKTUYHUX HaBMYOK, WO 3abe3neyye BUCOKY KOHKYPEHTOCMPOMOXKHICTb
BUMYCKHUKIB Ha PUHKY Npau,i.

Po3BuTtok KputnuHoro mucneHHa: OSINT 3a CBOEHD CyTTIO € METOAMKOK
KPUTUYHOTO aHanisy iHpopmauii, AKa BYNTb CTYAEHTIB HE INLIE 3HAXOAUTM AaHi, a
" BepndikyBaTh iX, BUABNATM MaHINyNALIT Ta OLIHIOBATM AOCTOBIPHICTL AxKepena
(Source Reliability and Information Credibility — SRC).

IHTepaucumnaiHapHicTb: OSINT moXKe cayryBaTy MICTKOM MiXK Pi3HUMMU
OCBIiTHIMM Nporpamamm, 3abesneuyoum mixkdpakynbTeTHI 4OCNIAHULBKI NPOEKTN.

OSINT y 6i3Hec-npouecax 3BO Ta o4ikyBaHi pe3ynbtath. 3actocyBaHHsa OSINT
He OOMeXYyeTbCA /NiMWe HaBYaHHAM, a CTAE CTPATEriYyHMM IHCTPYMEHTOM AnA
NiABULLEHHA IHCTUTYLLIMHOT CTIMKOCTi camoro yHiBepcuTeTy.

MoxnusocTi BuKopuctaHHA OSINT y 6isHec-npouecax 3BO ornsHemo gani.

KoHKypeHTHa posBigka (Competitive Intelligence): MOHITOPUHT OCBITHIX
nporpam, iHHOBaUi/ Ta PR-cTpaTerih KOHKypeHTiB AnA onTMmisauii BAACHOI
OCBITHbOT NPONO3MU,ii.

besneka Ta BpeHA-MOHITOPUHT: BuasneHHA paHHiIx O3HaK
OVCKpeaUTaLiMHUX KaMnaHii, MOHITOPUHI couia/ibHUX MepeX Ha npeamer
BHYTPIWIHIX 3arpo3, 3anobiraHHA ¢ilMHroBMM aTakam, CApPsIMOBaHUMM Ha
CNiBPOBITHUKIB Ta CTyAEHTIB.

YnpaBniHHA  penyTauiiHumm  pusnmkamu  (Reputation  Management):
CuctematnyHmii 36ip Ta aHani3 NybAiYHMX 3ragoK NPo yHiBepcuUTeT ANA WBUAKOTO
pearyBaHHA Ha KpuU3n.

KiHUeBMUM O4YiKyBaHUM pe3ynbTaTOM € BUNYCK ¢axiBLiB HOBOro NMOKOIHHA,
AKI  XapaKTepu3ylTbCA He J/uWe BMCOKOK TEXHIYHOW NiArOTOBKOK, a M
iHbopMaLiMHO TiriEHOK Ta aHaniTUYHOW AucuumnaiHoto. Ui daxiBui matumyTb:
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HaBUYKY CTPYKTYpPHOTro po3cnigyBaHHA (3paTHicTb nepeTBopOBaTH
HECTPYKTYpPOBaHUI iHPOPMaLIMHUIN XaoC Ha YiTKi, BepudikoBaHi po3BigyBaNbHi
3BiTWN.

Bucoky onepauiliHy 6e3neky (OPSEC): 3aaTHicTb 3axuwwaTtn cebe, cBoi AaHi
Ta CBOO OpraHisauito nig yac poboTn B LMPpPOBOMY NPOCTOPI.

FotoBHicTb Ao Threat Intelligence: 3aaTHiCTb NPOAKTUBHO BMABAATM 3arpo3u,
A He InLle pearyBaT Ha HUX.

JDocnigkeHHa OSINT B akagemiyHomy cepenoBuLli. Ha cboroaHilWHIN AeHb
pocnigxkeHHa OSINT y KoHTeKcTi 3BO nepeBaXXHO 30ceperkeHi Ha ABOX
Hanpamax: po3pobKa ePeKTUBHUX METOAMK HaBYaHHA Ta aHaNi3 BMKOPUCTAHHA
OSINT pnsa KibepsaxucTy. AKLEHT pobuTbcA Ha iHTerpaLii HOBITHIX TeXHONOTiM,
Takux sAK Large Language Models (LLM), ana aBTomMaTtu3auii aHanizy BeaMKUX
macueiB OSINT-paHmx [3]. TakoX cnocTepiraeTbCA 3POCTaHHA NybniKauil, AKi
niaTBEPAXKYIOTb HeobXiaHiCTb CTBOpeHHs cneujanizoBaHux nabopatopit OSINT
npu 3BO, wo cayryBaTumyTb 6a3ot0 ANA MNPaAKTUYHWUX TPEHyBaHb Ta peanbHUX
AocniaxKeHb, 30Kpema, Yy cdepi [AOKYMEHTYBAHHA BOEHHWUX 3/104MHIB [7].
AKagemiyHe cepenoBuLLE € ieaNbHUM NONITOHOM 414 NepeBiPKU HOBUX, ETUYHUX
Ta 3aKOHHWX MeToaiB 360py Ta aHanisy iHdopmauii, wo 3abesnedyye cranni
P0o3BUTOK Ancumnnaidn OSINT [8].

BucHogku. HeobxiaHicTb iHTerpauii cTpyKTypoBaHoro Has4yaHHA OSINT y
BMLLY OCBIiTy binblwe He nignarae cymHisy. Lle KpuTuyHa HaBmuKa gna daxisLuis 3
Kibepbe3nekn Ta cTpateriyHoOi po3Biaku. EdektmBHe BnposagrkeHHs OSINT B
YHIBEPCUTETCbKY NPOrpamy BMMarae akueHTy Ha metogonorii Intelligence Cycle, a
He J/MWe Ha IHCTPyYMeHTax. AKageMiYHWIM Kypc NOBWMHEH OXONAKBaTU AK
TEXHONOTIYHMI iHCTpYyMeHTapin (Big aBTomMaTu3salii 36opy A0 Bi3yanisauji gaHux),
TaK i CyBOpi €TMYHiI Ta NPaBOBi PaMKKU. TiIbKM TaKMM KOMMIEKCHUIA Nigxia, Lo
NOEAHYE METOAMYHY AUCUWUNAIHY, TEXHOJIOMNYHY T[PAMOTHICTb Ta eTUYHY
BiANOBIAANbHICTb, A03BONUTb YHiBEpCcMTETaM BMMYCKaTU ¢axiBuis, rotoBux A0
epeKkTMBHOI poboTn B ymoBax iHPOPMALIMHUX BUKAMKIB CYy4aCHOCTi, a TaKOX
NiABUWMTM BNACHY iHCTUTYLiNHY CTiMKicTb 4Yepe3 BnpoBagsKeHHA OSINT vy
BHYTpiWHi 6i3Hec-npouecn. [oOCTiMHE OHOB/MIEHHA HaBYa/JbHMX MaTepianis Ta
cnisnpauA 3 NPakTMKAMW € KAKOYOBUMU ONA NIATPUMAHHA BUCOKOT ePeKTUBHOCTI
TaKOi OCBITHbOI iHiLiaTUBW.
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OSINT IN ACADEMIA: STRUCTURED LEARNING AS A KEY TO PROFESSIONAL
EFFECTIVENESS

The escalating volume of publicly available information (Big Data) has
made Open-Source Intelligence (OSINT) a critical skill extending beyond
specialized security and military domains to encompass cybersecurity,
journalism, international relations, and corporate risk management. The
research addresses the urgent need to integrate structured OSINT education at
the university level to prepare a new generation of professionals capable of
transforming scattered public data into validated, actionable intelligence. This
study advocates for a shift from a purely instrumental, tool-focused teaching
approach to mastering the comprehensive OSINT methodology.

The article systematically analyzes the core components necessary for
implementing an effective OSINT curriculum within Higher Education
Institutions (HEIs). It establishes that effective OSINT training must be grounded
in the Intelligence Cycle [1], emphasizing five critical stages: defining the
request, identifying sources, data processing, analysis, and final reporting. This
methodical rigor is supported by a comprehensive typology of OSINT sources
(Surface Web, Deep Web, SOCMINT, GEOINT/IMINT, and Technical OSINT),
illustrating that professional analysis requires the use of combined, disparate
sources.
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Technologically, the paper reviews modern OSINT requirements based on
NATO and cybersecurity standards, stressing the importance of tools that
support scalable data collection and, crucially, analytical integration (e.g., link
analysis via platforms like Maltego). Furthermore, the curriculum must
incorporate advanced techniques, including the use of Large Language Models
(LLMs) for automated categorization and analysis of massive text datasets [3].
Critically, the academic program must enforce a strong foundation in digital
ethics and legal boundaries, emphasizing that publicly available information
does not automatically imply permission for its use, and reinforcing the
principles of Operational Security (OPSEC) to protect both the analyst and the
integrity of the investigation.

The research then focuses on the multifaceted implementation of OSINT
within HEls:

1. Educational Processes: OSINT offers significant advantages by fostering
critical digital thinking, moving education from theory to practical,
interdisciplinary skill acquisition, making graduates highly competitive in threat
intelligence, forensic investigation, and due diligence roles.

2. HEI Business Processes: OSINT serves as a strategic corporate tool for
enhancing institutional resilience. This includes competitive intelligence
(monitoring rival programs), brand monitoring, and preemptive security
measures against phishing and reputational attacks.

3. Expected Outcomes: Successful implementation is expected to produce
a new generation of analysts characterized by analytical discipline, high
information hygiene, and the ability to conduct structural investigations and
proactively address cyber threats.

4. Academic Research: The HEIl environment is presented as an ideal
testing ground for researching ethical and legal methods of data analysis,
including the use of OSINT to document human rights violations and war crimes.

In conclusion, integrating structured OSINT education is a necessary
investment in the digital security and transparency of the future. A
comprehensive curriculum that blends methodological discipline, technological
proficiency, and ethical responsibility is essential for training highly effective
specialists and fortifying the institutional integrity of the university itself.

Keywords: OSINT, Open-Source Intelligence, Academic Education,
Structured Learning, Cybersecurity, Threat Intelligence, Higher Education
Institutions (HEI), Critical Thinking, Intelligence Cycle.
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AK NPOEKTYBAHHA ANA BCIX POBUTb Ul KPALLUM A17 KOXKHOXHOIo

Po3rnaHyto ¢QyHAAMEHTaNbHi KoHuUenuii iHKAIO3UMBHOro AusaiiHy Ta
undposoi poctynHocTi (ally) B KOHTEKCTi Cy4YacCHOro NPOEKTyBaHHA
KopuctysaubKoro pgocsigy (UX). MpoaHanizoBaHO KAOYOBi BigMIHHOCTI MiX
NOHATTAMMU «pJocTynHicTb» (accessibility), «iHknio3uBHuiA ausainH» (inclusive
design) Ta «yHiBepcanbHuit gusaiiH» (universal design), aki yacto nomunkoso
OTOTOKHIOIOTbCA.

HaBeaeHO TrpyHTOBHMW aHani3 OCHOBHMX nNpuHUMNiB HacraHoB 3
BoctynHocTi BebKoHTeHTy (WCAG) — CnpuitHAaTHicTb, KepoBaHicTb, 3po3yminictb
Ta HapgiHictb (POUR) — AK TexHiYHOro CcraHaapty pana 3abesneuyeHHs
AOCTYNHOCTI. 3A4iUCHEHO XapaKTepucTUKy «edeKry 3pisaHoro 6opatopy» (Curb-
Cut Effect) ak Kno4oBOi NapaguMrmm, WO NOACHIOE, AK AU3aMHEPCbKi pilleHHSA,
CNPAMOBAHi Ha Aonomory Awaam 3 NOCTIMHUMU O6MeXeHHAMMU, NPUHOCATb
3HAYHY KOPUCTb WMPLUOMY KONy KOPUCTYBaUYiB y TMUMUYACcOBUX ab0 CUTYyaTUBHUX
obmeXKeHHsX.

[ocnigeHo mexaHi3am BNAUBY iHKAIO3UBHUX MPAKTUK (TaKUX AK BUCOKa
KOHTPACTHiCTb, Cy6TUTPKM, HaBirauia 3 KnasiaTypu) Ha 3aranbHy t03abiniti Ta
3a4,0BOJIEHICTb KOpUCTyBadviB. BusHaueHO npioputeTHi cnocobu iHTerpauii
NPUHLUMNIB AOCTYNHOCTI B YXUTTEBUIA LKA PO3pPO06KM LUMPpPOBOro NpoayKTy, Bia
NOYaTKOBOrO AOCNIAKEeHHA A0 PiHaNbHOro TeCcTyBaHHA.

Knw4yoei cnoea: iHKNWO3UBHUIA Au3aiiH, AocTynHictb, ally, UX/UI,
KopuctysaubKkun pocsig, WCAG, yHiBepcaZibHUMA Au3aiiH, NPOeKTyBaHHA ANa
BCiX, edeKT 3pizaHoro boppatlopy, 103abiniri.

Bcmyn. MoctaHoBKa npobnemu. KoHuenuia «undpoBoi TpaHchopmaLiin»
YTBEPAKYETbCA AK HEBIA EMHMUIN €1eMEHT CYCNiIbHOro Ta eKOHOMIYHOTO PO3BUTKY.
Y [inoBux Ta TEXHOJIOMYHWUX KOJlax 3pPOCTAE PO3YyMiHHA BiANOBIAANbHOCTI
uMPpPOBUX NPOAYKTIB 3a iXHiK BNAMB Ha cycninbectBo [2]. MpoTte, cTpimKa
AMAMKUTANI3aLiA 4YacTo NpPU3BOAUTbL [0 CTBOpeHHA uudposoro bap'epy, wWwo
BUK/IIOYAE MINbAOHM Nlogen 3 iHBanigHiCTIO abo iHWMMKU 0BMeXeHHAMM 3
NMOBHOLLIHHOT y4YacTi B OHNAWH-XKUTTI. HeobxigHicTb BeaeHHs TaKoi MOAITUKK
NPOEKTYBaHHA, fiKa O, 3a BM3HAYeHHAM, chopmynboBaHMM Yy HacTtaHoBax 3
pocTtynHocTi Beb-KoHTeHTy (WCAG) KoHcopuiymy BcecBiTHboi nasytuHmn (W3C),
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«pobuna BeOKOHTEHT binblu AOCTYNHMM Ans noaen 3 iHBanigHicTio» [1], ctae He
NPOCTO ETUYHO HOPMOIO, @ 1 KOPUAMUYHOIK BUMOrOto B Haratbox KpaiHax.

Y cBOili nepBicHiW dopmi AOCTYNHicTb (4acTo cKkopouyeTbca Ao ally —
11 nitep mixk 'a' Ta 'y') po3rnaganaca sk TexHiYHa gucumnaiHa, cnpaMoBaHa Ha Te,
wob nNpPUHOCUTM KOPUCTb BY3bKIM Trpyni KOPUCTyBa4diB 3 0OOMEXeHUMMU
moxkamsoctamu [3]. Lle 6yB nigxia, opieHTOBaHWIA Ha BignoBiAHICTL CTaHAApPTam
(compliance). OgHak y cydacHomy UX-Au3aiHi uent nigxia tpaHcpopmyeTbes. Ha
NPOTUBAry LbOMY, iHKAO3UBHUA AOM3allH € METOAO0/OME MPOEKTYBaHHSA, fKa
pPO3rnaaae NOBHUM CNEKTP NtOACBKOro PO3MaiTTa AK AXKepeno gnA iHHoBalil [4].

MuTaHHAM UMPpPOBOI AOCTYNHOCTI Ta ii iMNaemeHTauil NPUCBAYEHO 3HAYHY
KiNbKiCTb npaub. 30Kpema, MeTOAMYHI nigxoaAn [0 aBTOMATUM3OBAHOro Ta
MaHya/IbHOTro TeCTyBaHHA AOCTYNHOCTI po3pobneHo y npausax O. B. MpuueHKa [5],
N. M. Knumenko [6], Ta C. M. ApemuyKka [7]. Cepepn, iHWMX AOCNIAHUKIB BaroMmni
BHECOK Yy AOCnigXeHHA npobaemaTMKu KOpuCTyBaLbKOro A0CBigy B Liiomy
3pobunum . Hopman [8] Ta C. Kpyr [9]. YcniwHi cBiTOBI NPaKTUKN iHKNO3UBHOIO
Ov3aiiHy BMBYana y cBoilt npaui K. Xonmc, aka cpopmyntoBana KOHLEMLO
«HeBignosigHocTi» (mismatch) Ak ocHoBW Aans iHKNO3IT [4].

MeTa TaKOro aHanisy He /uwWe TexXHiYHi CTaHA4apTW, ane BUBYHEHHA
dinocodcbkix nigxodis A0 NPOEKTYBaHHA, 30PIEHTOBAHMX Ha MaKCcUMisauito
KOPMCTi Ta 3MeHLWeHHA 6ap'epiB ANA HAWWIMPLIOro Kofa «3auikaBNeHUX CTOPiH»
(cTerkxonpepiB) — ocib6 um rpyn, wo € «ob’ektom abo cyb’ekTom B3aemoaii 3
undpposMm npoayKTom» (3a aHanorieto 3 P. ®pimeHom) [10]. MpoTe, nonpu
YMCNEHHI paocnigXeHHA y Uil cdepi, €AMHOro MeToAMYHOro nigxody Ao
OUiHIOBAHHA BMNAMBY AOCTYNMHOCTI Ha 3aranbHuit UX (ans KopucTyBauiB 6e3
iHBanigHocTi) He BuMpobneHo. binbwicTb PobIT OKycyeTbCs HaA BiANOBIAHOCTI
CTaHAapTaMm, a He Ha yHiBepcanbHUX NepeBarax.

LlikaBMMM ANnA BUBYEHHA Ta aHani3y € CBITOMNAAHUM | NPAKTUYHUIA paKypcu
po3rnagy AOCTYNHOCTI He AK «BUTPATHOI YaCTUHWU», a AK IHBeCcTUUil B AKICTb
NPOAYKTY.

HocTynHictb, IHKN0O3MBHUI Ta YHiBepcanbHui [AusanH. [Ona ranbokoro
aHanisy Temm HeobXiAHO YiTKO PO3MEeXKyBaTU TPM KAKOYOBI TEPMIiHM, fAKI YacTo
BXXMBAOTbCA AK CUHOHIMM, asie MaloTb Pi3HY CYTb Ta MeTY.

OoctynHictb (Accessibility, ally). Lle pesynbtat abo meTa. [loCTynHicTb — Ue
BMMIipPIOBaHa XapaKTePUCTUKA NPOAYKTY, LLO OMUCYE, YN MOXKE HUM KOPUCTYBATUCS
NoANHA 3 iHBanigHicTio. BoHa € b6iHapHoto (npoaykT abo AocTynHuUiA, abo Hi) i
4aCTO OLHIOETHCA 3@ TEXHIYHUMMK cTaHZapTaMu, Takum Ak WCAG [1]. LUe «wo» mu
[OCAraemo.

YHiBepcanbHuit nsainiH (Universal Design, UD). Ue d¢inocodis Ta igean.
KoHuenuia, po3pobneHa PoHanbaom Melicom, nepenbavyae nNpoeKTyBaHHA
NPOAYKTIB Ta CepefoBull TaKMM YMHOM, WO6 BOHW 6YyAM MaAKCMMaNbHO
KOPUCHUMW ans BCix nogei, 6e3 HeobxigHoCTI aganTauii 4n cneuianiaoBaHoro
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AN3alH. YHiBepcanbHUM An3aliH NparHe CTBOPUTU EAMHE pilleHHs («one-size-fits-
all»), ske 3a40BONIbHAE BCiX.

IHKNto3MBHUI [OusainH (Inclusive Design). Lle metoponoria abo npouec.
IHK/IIO3UBHUIN AN3aH BU3HAE, WO HEMOMKJ/IMBO CTBOPUTU EAMHE PilleHHA AN BCiX.
HatomicTb BiH $OKyCyeTbCA Ha PO3MAITTi NOACLKOrO A0CBiQY Ta NPOEKTYE ANA
NMOBHOIO CMEKTPY JIIOACBKMUX MOXKAnBocTen [4]. BiH BU3HAE, WO iHBaNigHICTL — Le
He TMepcoHa/sbHa XapaKTepUCTUKa, a «HeBianoBiaHicTb» (mismatch) mix
notpebamm NOAMHM Ta MPOAYKTOM, SKWIMA BOHa BUKOPUCTOBYE. [0N0BHUN
NPUHLMN: KNPOEKTYUYM AN O4HOro, NowupuTM Ha baratbox» (solve for one,
extend to many). Lle «AK» MK JOCATAaEMO METMH.

OT)Ke, AOCTYMHICTb € TeXHIYHMM CTaHAAPTOM, YHiBEepCasbHUM AU3ANH —
i4,eaniCTUYHO MEeTO, a iHKA3UMBHMN AM3alH — MNPAKTUYHOK METOAONOTIED
OOCATHEHHSA AOCTYNHOCTI ANA AKOMOra WMPLIOi ayauTopii.

OcHoBHi npuHumnn WCAG fK TexHi4Ha OCHOBa AO0CTYNHOCTI. HapiHum
KameHeM uUnppoBOi AOCTYyNHOCTI € HacTaHOBM 3 AOCTYNHOCTI BEOKOHTEHTY
(WCAG), po3pobneni W3C [1]. BoHuM 6a3ytoTbCA Ha YOTUPbLOX GYHAAMEHTa/IbHUX
npuHUMnax, Bigomux nig akpoHimom POUR:

Perceivable (CnpuiHaTHUIA). IHPopmaLis Ta KOMMOHEHTU iHTepdelicy
KOpMCTyBaya MOBWUHHI OyTM npeacTaBneHi KOpUCTyBayam Yy cnocib, AKM BOHM
MOXKYTb CpuiiMmaTi. Lle o3HayaE, WO KOHTEHT He MOXKe BYyTU «HEBUAMMMMY ONS
BCiX OpraHiB yyTTA.

Operable (KepoBaHuit). KomnoHeHTH iHTepdeicy KopucTyBaya Ta Hasirauin
MatoTb 6yTU KepoBaHUMU. KOpUCTYBAY NOBUHEH MATU MOMK/IMUBICTb B3AEMOAIATU 3
yCiMa KOMMNOHEHTaMMU.

Understandable (3po3yminuii). IHpopmauia Ta pobota 3 iHTepdelicom
KOpUCTyBava MatoTb HyTn 3po3yminumu.

Robust (HapgiitHuin). KOoHTEHT mae 6yTm AOCTaTHbO HaAiliHMm, Wwob 1oro
MOXHa 6yN0 HaAiMHO IHTEPNPEeTYBaTH WMPOKMUM CNEKTPOM KNEHTCbKMX NPOrpam,
BK/IIOMAOYM AOMNOMIXKHI TexHonorii (assistive technologies).

Ui yotnpu npuHumnu € yHAAMEHTOM, Ha AKOMY OyayeTbcA [OCTYNHUMN
undposui npoayKt. MNpoTe, cnina roHMTBa 3a BUKOHAHHAM «4ek-nncta» WCAG
6e3 pO3yMIiHHA IHKAO3UBHOI MeToA0NOoril 4acTo NPUM3BOAUTL A0 CTBOPEHHSA
NPOAYKTY, AKUA «TEXHIYHO AOCTYMHWUIAY, ane HEe3PYYHWUIA Y BUKOPUCTAHHI.

«EdekT 3pizaHoro bopatopy»: AK AM3aiH ANnA 0OMeXKeHUX rpyn NOKpaLlye
UX ana KoxkHoro. LleHTpanbHOW Te30K L€l CTaTTi € Te, WO iHBECTyBaHHA B
OOCTYNHICTb — Le He HiweBa onTUMi3auia, a ¢PyHAAMeHTanbHe NOKpaLLeHHA
KopucTyBaubkoro aocsigy (UX) ana ecix kopucTyBauiB. Halkpale ue intocTpye
«edeKT 3pizaHoro bopaopy» (The Curb-Cut Effect).

3pi3aHi 6opAatopun (NNaBHI CNYCKM 3 TPOTYapy Ha MPOBKAMNKY YacTUHY) byan
cnoyaTtky nponobiioBaHi Ta BnpoBaaxeHi B CLLUA y 1970-x poKax ansa noaen, o
KOPUCTYIOTbCA iHBaNnigHMMU Biskamu. Lle 6yno piweHHs ans ayxe cneuudivyHoi
rpynu HaceneHHa. OpgHak, AK TiNbKM BOHW 3'ABUANCA, HUMW MWUTTEBO MNOYaNm
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KopucTyBaTUCA: D6aTbKM 3 AUTAYMMM Bi3KamW, MaHAPIBHWUKU 3 Banizamu Ha
KOJMilWATKaxX, MpauiBHUKKM CAyKO [0CTaBKM 3 Bi3Kamu, Besocuneamctn Ta
CKeNTbopaAnCTU, NI0AN 3 TUMYACOBUMU TPaBMaMM (Ha MUAMLAX).

PiweHHs, cTBOpeHe ANsa Manoi rpynu 3 NOCTIMHOK iHBANIAHICTIO, BUABUAOCA
HaA3BMYAMHO KOPUCHMM Ansa Habarato wupwoi ayauTopii 3 TUMYacoBMMM
(Hanpuknag, 3namaHa Hora) abo cUTyaTUBHMMM (HanpuKnag, PyKU 3alHATI
BaNi3o0t0) obmexxkeHHAMM [4].

Len edeKT NOBHOKO Mipo0 MpPOABAAETbCA Y UMPPOBOMY [AM3aMHI.
Po3rnsHeMo KOHKpPETHI NpuKAaamM BNPoBaAKeHHA NPUHLUMMIB AOCTYNHOCTI Ta iXHil
BMN/INB Ha 3aranbHun UX.

Cyb6Tntpn Ta TpaHcKpunuii. CTBOpOBanoCb ANA KOPUCTYBadiB 3 BagamMwu
cnyxy (nocTtinHe o6bmexeHHA). BMKOPUCTOBYETbCA: CUTYaTUBHE OOMENKEHHSA
(ry4Ho: ntogm y rpomagcbKomMy TPaHCMOPTi, CnopT3ani, Kade, Ae HEMOXK/IMBO
Nno4YyTn 3BYK), CUTyaTUBHE 0bMmerXKeHHsA (Tuxo: ntoaun B odici, 6ibnioTeui abo BHOUI,
KON He MOXKHa BMUKaTK 3BYK), KOTHITUBHA nepeBara (KOpMUCTyBadi, AKi BUBYAIOTb
iHO3eMHY MOBY, L0 AOMNOMAara€ CniBBiIHOCUTM ayAio Ta TeKCT), noKpauweHHs SEO
(mowykoBi cnuctemm iHAEKCYOTb TEKCTOBI TPAHCKPUNLLT, WO MOKpPalllyeE BUANMICTb
KOHTeHTy), UX-nepeBara (HagaHHA KopucTyBa4veBi BUO6OPY cnocoby CnoXKmBaHHA
KOHTEHTY).

Bncoka KOHTpacCTHICTb KosbopiB. CTBOPHOBA/NIOCH AN KOPUCTyBadiB i3
Bagamu 30py (4aNbTOHI3M, HU3bKUIK 3ip). BUKOPUCTOBYETbCA: CUTyaTUBHE
0bMeKeHHs (ACKpaBo: byaAb-AKMIA KOPUCTYBAY, LLLO HAMAra€TbCA NPOYNTATM TEKCT 3
eKpaHy cmapTdoHa Yy COHAYHUA AEHb), TEXHIYHE ObMeXKeHHs (KopucTyBadi 3i
cTapyumn  abo HEeAKICHUMW MOHITOpamuM 3 MNOraHow nepefayverd Kosbopis),
TMMYacoBe oObOMeXeHHA (KOpUCTyBadi i3 BTOMAEHMMM O4YMMa NicnA [0Broro
pobouyoro paHA), UX-nepesara (nNigBULIEHHS 4YMTAabENbHOCTI Ta 3HUMKEHHA
KOrHITUBHOrO HaBaHTaXEHHA Ha BCiX KOPUCTYyBadiB).

Hasirauia 3a gonomoroto Knasiatypu. CTBOpPIHOBANOCb AN KOPUCTYBadiB 3
MOTOPHUMM NOPYLUEHHAMM (AKi HE MOXKYTb KOPUCTYBATUCA MULLEID) Ta HE3PAUYMX
KOpUCTyBayiB (AKi BMKOPWUCTOBYIOTb CKpPiH-pigepun, WO NOKNaAalTbcA Ha
KnasiaTypy). BuKopuctoByeTbca: «Power Users» (gocBigyeHi KopucTyBadi, AKi
HagaloTb NepeBary LWBMAKIA HaBirauii Ta 3anoBHeHHO ¢opM 3a AO0NOMOroOH
KNaBill, OCKINbKM Le 3HayHO LWBMKALWE 33 MULY), CUTyaTUBHE OBOMEXKEHHA
(kopuctyBay, y sKoro 3namasnacsa muiwa abo ciB Taunag), TMM4acoBe obMeXKeHHA
(kopuctyBau i3 TpaBmol pyKku (Hanpuknag, y rinci), UX-nepesara (HagaHHA
edeKTMBHOCTI Ta a/IbTePHATMBHOIO cNocoby B3aeMogaii).

YiTki noBigomneHHA Npo MOMWAKM Ta npocta moBa. CTBOpHOBanOCb ANA
KOPMCTYBa4iB 3 KOTHITUBHMMM MOPYLUEHHAMMW, AUCNEKCIED ab0 HU3bKMM pPiBHEM
UMPpPOoBOi FPaMOTHOCTI.

CutyaTMBHe obmexKeHHA (BigBONiKaHHA): Byab-AKMI KOPUCTYBay, SKUN
Hamara€eTbCA 3anoBHUTU GOPMY, OAHOYACHO PO3MoBAAOYM NO TenedpoHy abo
CNiAKYHOUM 32 ANTUHOIO.
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KopuctyBaui y ctpeci: /ltloam, Aki nocniwatoTb, abo nepebyBatoTb y CTaHi
cTpecy (HanpuKnag, HamaratouuMcb 3abpoHIOBATM OCTAHHIM  KBUTOK), MatloTb
3HUMKEHi KOTHITUBHI 34i6HOCTI.

HeHocii mosu: KopucTyBaui, na AKMX MoBa iHTepdelicy He € piaHolo.

UX-nepesara: MNigsuweHHa edektnsHocTi (efficiency) Ta 3HUMKeEHHSA
dpycTpauii gna Bcix. YiTKi, nosbaBneHi KaproHy iHCTPYKUji AonomaratoTb
KOXKHOMY LIBMALIE AOCATTU METH.

BnpoBaarKeHHA AOCTYMHOCTI B MKUTTEBUIN LIMKA pO3p0obKKM npoayKTy. OgHieto
3 HalhbinbWKMX NOMMWAOK € pPO3rNAL AOCTYNHOCTI AK OKPEeMOro 3aBAaHHA, fiKe
«00AAETLCAY B KiHUi npouecy po3pobku, besnocepeaHbo nepes penizom. Takui
niaxia («bolted-on») € HeedbeKTUBHUM, JOPOTrMM i YACTO NPU3BOAUTL A0 NOTaHOro
UX.

IHKMIO3UBHUIA AM3alH BUMarae iHTerpauii («built-in») npaktuk goctynHocTi
Ha KOXKHOMY eTani }XUTTEBOIo LUMKAY po3pobku npoaykty (PDLC).

1. Jocnip»keHHA Ta CtpaTeria. Ha eTani popmyBaHHA nepcoH (user personas)
HeobXiIHO BK/IOYATU KOPMCTYBAYiB 3 PiSHUMU OOMEXKeHHAMMU. 3amicTb OAHiIE]
«rOJIOBHOI» MEpPCOHM, CNiJ, BUKOPUCTOBYBATM «CMEKTP NepcoH» (persona
spectrum), L0 BPaxoBYe NOCTiINHI, TUMYACOBi Ta CUTYaTUBHI obMexkeHHA [4].

MpoBeaeHHs 103abiniTi-TeCTyBaHHA 3 3any4eHHAM peanbHUX Agen 3
iHBanigHicTto.

2. [poeKTyBaHHA. [u3ailH-cuctema: BcCi KOMNOHEHTU AM3alH-cUCTEMM
(kHONKK, Mona BBOAY, MOCWUIAHHA) MalTb OYTU CNPOEKTOBAHI 3 ypaxyBaHHAM
[OCTYMHOCTI (KOHTPACT, po3mipu, cTaHn GoKycy).

MakeTyBaHHA: [In3aiHEPN MalOTb NPOEKTYBATU HE /inLLe iAeaNnbHUM BUTAAL.

3. Po3pobka. CemaHTnMuHuIM HTML: BukopuctaHHa npasuabHux HTML-Teris
(<nav>, <main>, <button>) 3amicTb yHiBepcanbHux <div> Ta <span> € OCHOBOO
AOCTYNHOCTI, OCKI/IbKW HaAa€ CTPYKTYPY ONA CKpiH-pigepis.

ARIA-aTpnbyTh: BukopuctaHHa ARIA (Accessible Rich Internet Applications)
Tam, ge cemaHTMKM HTML HeaocTaTHbO (HanpuKknag, oA CKNaAHUX BifXKeTiB, AK-
OT Kapyceni abo BKiaaKm).

ABTOMaTM30BaHe TeCTyBaHHA: BnpoBaasKeHHA IHCTPYMeHTIB (Hanpuknag,
Axe, Lighthouse) y npouec CI/CD gns BuaBneHHA 6a30BUX NOMUIOK AOCTYMHOCTI
we go etany QA.

4. TecTyBaHHA. ABTOMaTM3aUia moxe BuABUTM auwe 30-40% npobnem.
KntouoBum € MaHyanbHe TECTyBaHHA.

TecTyBaHHA MOBHOI HaBirauii AnwWwe 3a AOMNOMOrol KnasiaTypu. TecTyBaHHSA
33 J0MOMOrolo peanbHuUx ckpiH-pigepis (NVDA, VoiceOver, JAWS) ana ouiHKu
peanibHOro A0CBiAY HE3PAYMX KOPUCTYBAYIB.

TaKkuit iHTerpoBanuit niaxin, («Shift-Left») He nuwe rapaHTye BignoBiAHICTL
CTaHAapTam, ane 1 pobuTb AKICTb Ta iHKAO3MBHICTb CMiNbHOM BiANOBIAANbHICTIO
BCi€El KOMaH/AM, a He InLIe OAHOrO «TecTyBa/ibHUKa AOCTYMNHOCTI».

81



BucHosKu. Pe3tomytoum BuLe3a3HaveHe, HeobxiAHO 3a3HaYMTH, LLO 3aBAAKK
TexHonorizauii Ta uudposizauii, ynpoBagKeHHIO HOBWUX CTaHAAPTIB B3aemoAji
MOXnnBo came B XXI ctonitTi 6yae supiweHa npobaema LMPPOBOro BUKNHOUEHHS
MinbAOHIB Ntoaen.

CborogHi  AOCTYMHICTb  CcTana  HeBiA'EMHOK  YacTMHOW  AKICHOrO
KOPUCTYBALLbKOro A0CBiay. Y pO3BMHEHUX KPAiHAX YNCNEHHI AOCNIAXKEHHA [0BENU
NO3UTUBHMIN BMAUB IHKAO3UBHUX MNPAKTUK Ha AiANbHICTb KOMMAHIA Ta iXHi
diHaHCOBI MOKa3HMKKU (po3lnpeHHA ayauTopii, nokpaweHHa SEO, 3HMKeHHA
OPUANYHUX PU3UKIB), HATOMICTb Y KpaiHaX, Lo PO3BMBAOTbLCA, 30Kpema B YKpaiHi,
TaKi BUCHOBKM LLe NOTPebytoTb 06rPYHTYBAHHA Ta LWMPLLOro BNPOBAAKEHHS.

B pgmu3aliHi 3pocTae piBeHb 3rypTOBAHOCTI 3 iHKAIO3MBHMMWM MNpPAKTUKaMMU
3aBAAKM LLEHTPaNi30BaHUM AM3aH-CUCTEMAM Ta MOWMPeHHIO cTaHaapTis WCAG.
MopiBHIOOUM NigXoamM, 3a3HAYMMO, WO AOCTYMHICTb — LEe TexHiYHa BMMOra,
YHiBEpCanbHUN AM3allH — WKpPOKa inocodia, a iHKAO3MBHUNA AM3aH — Ue
NpakTUYHA meTtoaonoria. Ansa iHKNO3MBHOIO AN3aNHY TPAAULIAHO XapaKTEPHUM €
npeBasitoBaHHA eMnaTii Ta MNPOEKTYBaHHA ANA CnekTpy obmekeHb, a He AnA
«cepeaHboro» KopucTtysaya. CouianbHa Aif/IbHICTb 3 PO3POOKU  AOCTYMHUX
NPOAYKTiIB He noB’A3aHa i3 ¢iNaHTPONi€lo, a Mae Ha MeTi NpsAMe OTPMMaHHS
6i3Hec-nepeBar Ta NOKPALLEHHA AKOCTI NPOAYKTY.

Ponb peprkaBu B peryntoBaHHi UMPPOBOI AOCTYNHOCTI B YKpaiHi NOKM Lo
A0BO/NI HU3bKA, TOOTO 3aKOHOAABYMX BUMOI CTOCOBHO 060B'A3KOBOI BiANOBIAHOCTI
WCAG gns KomepuifHOro cektopy, Ha BigmiHy Big €C Ta CLUA, npakTMyHO He
icHye. KoHuenuis iHKNO3MBHOIO AM3aiHy, 3 HaWOoi TOYKM 30pY, € MOBHICTIO
A06POBINbHOID iHILIATMBOI Hi3HEC-CTPYKTYpP, a/ie BOAHOYAC € MAaPKEPOM 3pifoCTi
Ta KOHKYPEHTOCMPOMOXKHOCTI MPOAYKTY.

®dopmyBaHHA «HAUiOHaNbHOI» Mogeni uMPpPoBOi AOCTYNHOCTI — Ue He
KONitOBaHHA YCNiWHMX 3apyb6iXKHMX 3pa3KiB. BUKOPUCTaHHA HAMKpPALLOro CBITOBOTO
AOCBIAY B KOXHIN KpaiHi Mae 06’eKTMBHO NOEAHYBATUCA 3 YpaXyBaHHAM MicLEBUX
Tpaauuid, MmeHTaniTeTy Ta 0COOAMBOCTEN 3aNUTIB MICUEBUX CTEMKXO/AepiB.
OCHOBHWI IHCTPYMEHT GopMyBaHHA ePeKTUBHOI Moaeni — BiAKPUTUIA Aianor ycix
3aLiKaBNeHMX CTOpPiH, CcOLUiasibHe MapTHEPCTBO Ta MNOWMWMPEHHA 3HaHb MNpo
AOCTYMHICTb B OCBITHIX NpOrpamax gns Au3aiHepis Ta pO3pO6HUKiIB.

To)K, BapTO 3a3HAYUTM, LLLO XOYa iHKIO3UBHUIN AM3alH Ba3yeTbca Ha igesx
emnarii Ta couia/bHOI BiANOBIAANbHOCTI, Yy HbOMY HEMAE Hivoro crneundiyHoro, Lo
XapaKTepHe /NuwWe ANA 3acTOCYBaHHA B MPOEKTax AAsa A4en 3 iHBanigHICTHo.
«EdeKT 3piszaHoro bopalopy» A0BOAMTbL, WO AM3alAH, OPIEHTOBAHUM Ha KpalHi
BMMAAKWN, CTBOPIOE KPALLMM, 3pYYHILIMIA Ta eDeKTUBHIWNI [0CBIA ANA abCONOTHO
KOXXHOro KOpUCTyBaya. TOMy BXXe 3apa3 MOXHa CMiIMBO CTBEPAKYBATH, LLO Cama
ifea iHKN3MBHOrO MNPOEKTYBAHHA € HOBMM €TanoM Yy pPO3BUTKY UMPPOBOro
OV3aiiHy. BnpoBaarKeHHA TaKoi CUCTEMW B OAHIM KOMNAHIi 3rogqom CnpuUYuMHUTD
NiABULWEHHA 3arafbHOI NJIAaHKWU AKOCTIi Ha PUHKY, a nepexig KOHKYPEeHTIB A0 Hei
byae NUTaHHAM Yacy Ta PUHKOBOI HeobXiAHOCTI.
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HOW DESIGN FOR ALL MAKES Ul BETTER FOR EVERYONE

This article examines the fundamental concepts of inclusive design and
digital accessibility (ally) within the context of modern user experience (UX)
and user interface (Ul) design. It addresses a common misconception in the
technology industry where accessibility is often viewed as a niche, compliance-
driven discipline aimed only at a narrow group of users with disabilities. The
paper challenges this view, arguing that the rapid digitalization of society has
created significant digital barriers, making the integration of accessibility not
just an ethical imperative but a legal and commercial necessity. The central
thesis is that designing for a full spectrum of human diversity—a core tenet of
inclusive design — does not merely benefit users with permanent disabilities but
fundamentally improves the usability, efficiency, and overall satisfaction for
every user. The study aims to move beyond a standards-compliance-based
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(compliance-oriented) approach and instead analyze the philosophical and
practical frameworks that position accessibility as a primary driver of innovation
and product quality.

To build its argument, the paper first provides a granular analysis and clear
differentiation between three often-confused terms: Accessibility (ally),
Universal Design (UD), and Inclusive Design. Accessibility is defined as the
measurable, technical outcome or goal, often evaluated against standards like
the Web Content Accessibility Guidelines (WCAG). Universal Design, as
conceived by Ronald Mace, is presented as the idealized philosophy of a "one-
size-fits-all" solution. In contrast, Inclusive Design is framed as the practical
methodology or process used to achieve accessibility. This methodology rejects
the "one-size-fits-all" ideal, instead embracing human diversity and viewing
disability as a "mismatch" between a user's needs and the product. It operates
on the principle of "solve for one, extend to many". The paper also grounds this
discussion in the technical foundation of WCAG, analyzing its four core principles
— Perceivable, Operable, Understandable, and Robust (POUR) — as the essential
standard for creating accessible digital products.

The core of the article is built around the "Curb-Cut Effect”, a powerful
paradigm that explains the universal benefits of inclusive design. This effect
originates from the physical world: curb cuts, initially designed for a small group
of wheelchair users, were almost immediately adopted by a much wider
audience, including parents with strollers, travelers with wheeled luggage,
delivery workers, and cyclists. The paper demonstrates how this exact effect
manifests in digital design. Features created for users with permanent
limitations provide immense value to those with temporary (e.g., a broken arm)
or situational (e.g., holding a child, being in a loud environment) limitations. This
is illustrated with specific, practical examples: subtitles (for hearing
impairments) are used by people in loud gyms or quiet offices; high-contrast
text (for low vision) is critical for anyone using a smartphone in bright sunlight;
keyboard-only navigation (for motor impairments) is a significant efficiency
boost for "power users"; and simple, clear error messages (for cognitive
disabilities) are crucial for any user who is distracted, stressed, or multitasking.

Finally, the paper argues that these benefits cannot be achieved if
accessibility is treated as an afterthought or a "bolted-on" feature at the end of
the development cycle. This approach is costly, inefficient, and leads to a poor
user experience. Instead, the principles of inclusive design must be "built-in"
and integrated into every stage of the product development lifecycle (PDLC).
This includes creating "persona spectrums" that account for permanent,
temporary, and situational limitations during user research; building
accessibility (contrast, focus states) into the core design system; using semantic
HTML and ARIA attributes in development; and implementing a combination of
automated and, critically, manual testing (e.g., keyboard-only and screen-reader
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testing). The paper concludes that inclusive design is not philanthropy but a
marker of product maturity and a key business advantage, proving that
designing for the extremes ultimately results in a more robust, effective, and
superior product for everyone.

Keywords: inclusive design; accessibility; ally; UX/UI; user experience;
WCAG; universal design; design for all; curb-cut effect; usability.
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YHiBEPCUTET BOAHOrMO rOCNOAAPCTBA Ta NPUPOAOKOPMUCTYBAHHA, M. PiBHe,
lheleta_ak20@nuwm.edu.ua, 2v.a.gerus@nuwm.edu.ua)

NACUBHI ONTUYHI MEPEXI: CTAHOAPTH, APXITEKTYPA TA IHTENIEKTYAJIbHI
METOAM YNPAB/IHHA

Y cTaTTi PO3rNAHYTO apXiTEKTYPYy M €BOJIIOLiI0 MACUBHUX ONTUUHUX Mepex
(PON) saK ocHOBM cy4yacHOro ¢iKcoBaHOro WMPOKOCMYroBOro AocTyny, iX TMnosy

CTPYKTYPY Ta &yHKUii OLT, nacuBHMUX po3ranyKyBadiB i abOHEHTCbKUX
TepmiHanis. MpoaHanizosaHo ctaHaapTtu Bia EPON i GPON po XGS-PON Tta NG-
PON2, npuHUMNM UeHTpanizoBaHoro ynpasniHHA PON i 3acrocyBaHHA

€BO/IILiMHMX aArOpUTMIiB Ta METOAiB MalLMHHOrO HaBYaHHA ANA NPOEKTYBaHHA
TONOANOrii, AMHAMIYHOro PO3NOoAiNy CMyru i aBTOMaTU30BaHOI AiarHOCTUKM.

Knwoyosi cnoea: nacusHi ontuuHi mepexi; PON; GPON; XGS-PON; NG-
PON2; ynpaBniHHA Tpadikom; LUTYYHUMN iHTENEKT.

Po3BMTOK UMDPOBUX CePBiCiB, XMAPHUX NNaTGoOpm i NOTOKOBOro BiAeo
3YMOBJIIOE MOCTilAHE 3POCTAaHHA BMMOF A0 NPOMYCKHOI 34aTHOCTI Ta HaAiMHOCTI
mepex pgoctyny. OnepaTopam HeobxigHoO 3abe3nevyBaTM He /nvwe BUCOKY
WBKWAKICTb NepeAaBaHHA AaHUX, a 1 cTabiNbHI NOKa3HMKM 3aTPUMKM, AOCTYMNHOCTI
Ta AKOCTI 06cnyroByBaHHA ANA BENMKOI KiNbKOCTI aDOHEHTIB 3 pisHMMM npodinamm
BUKOPUCTaHHA Tpadiky. [loaaTKOBOO CKAaAHicTio € noTpeba niaTpumysaTu
LWMPOKKUI CNEKTP CepBiciB — BiA KNacMyHOro goctyny Ao IHTepHety go IPTV, VolP,
XMapHWX 3aCTOCYHKIB Ta cepBiciB peanbHoro 4vacy [1; 2].

Ha ubomy Thi nacusHi onTuuyHi mepexi (Passive Optical Network, PON)
PO3rnAfatoTbCA AK O4HA 3 KNOUYOBUX TEXHOJOFIA A0CTYNY HOBOFO MOKOJIiHHA. BOHM
NOEAHYIOTb BUCOKY MPOMYCKHY 34aTHICTb BOJIOKOHHO-ONTUYHOI NiHii 3 BiACYTHICTIO
AKTUBHUX €/IEMEHTIB Y PO3MNOAINbHIA MepeXi, WO 3HUKYE €HEProCnoXMBaAHHA,
CMPOLLYE eKcnayaTauilo Ta 3MEHLIYE KiNbKicTb MOTEHUIMHMX TOYOK Bigmosu. OnA
onepaTopa Lie O3HAYa€ 3MEHLIEHHA KaniTafbHWUX i onepauiiHuUX BUTPaAT, a 4NA
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KOpPUCTyBa4Ya — MOXK/IMBICTb OTPMMATU BUCOKOLIBMAKICHWIA [0CTyNn HaBiTb Yy
BiAAaneHMx abo masoHacesneHux paoHax [1; 3].

CyTHiCTb Nigxoay NONATA€e y BUHECEHHI aKTUBHOMo obn1aAHaHHA y LEeHTPabHi
BY3/1M, TOA| AK NiHIMHA YacTMHA MiX BY310M A0CTYny Ta abOHEHTOM peani3yeTbeA
Ha MaCMBHMX OMNTUYHMX KOMMOHEHTaX. TaKa apXiTeKTypa BMMAra€ pPeTesibHOro
ONpauloBaHHA ONTUYHOrO OHAXKETy, ane 3aBAAKM BUMKOPUCTAHHIO CYYaCHUX
BOJIOKOH i ManoBTPaTHUX PO3rajy)KyBayiB [03BONAE 06CAYyroByBaTM 3HAYHY
KinbKicTb aboHeHTiB Ha ogHomy nopTi OLT. BosHoyac 3poCTaHHA KiNbKOCTI
NigKNOYEeHb, NOABA HOBMX CeEPBICIB Ta YCKNAAHEHHA BMMOr A0 AKOCTI
obcnyroByBaHHA po6AATb  aKTyabHUM  KOMMIEKCHUIMA aHani3  apxiTekTypw,
CTaHAApPTIB | MeToAiB iHTeneKTyanbHoro ynpasaiHHA PON, wo 1 BM3HA4a€e 3micT
AaHOoI CTaTTi.

ApxiTeKTypa Ta 6a30Bi NpuHUMNU GYHKLIOHYBAHHA NMAaCUBHUX ONTUYHUX
mepexX. TunoBa mepexa PON mae iepapxidyHy CTPYKTypy Tuny «OoAUH —
6aratbom». Y LEHTPa/IbHOMY BY3/li PO3MILLYETbCA ONTUYHUIN NiIHIMHMIA TepMiHan
(Optical Line Terminal, OLT), AKMi NiAKAO4aETLCA A0 TPAHCNOPTHOI Mmarictpani
onepatopa Ta BWKOHYE TepMiHaLil0O NPOTOKOANiB BepxHix piBHiB. Came OLT
BignoBigae 3a ¢opmyBaHHA KaapiB BHM3 3a NoToKom (downstream), KepyBaHHA
AOCTYyNOM [0 BUCXiAHOro KaHany (upstream), peanis3auilo MNONITUK SAKOCTI
obcnyrosyBaHHA (Q0S) | B3aemogito i3 cucTemammn KepyBaHHA MepesKeto.

Big, OLT go 30HM po3noAiny NpoKNafaeTbcs oaHe abo Kibka ONTUYHUX
BOJIOKOH, Ha AKUX PO3MILLYIOTbCA NAaCUBHI PO3rajy»yBadi pi3HOro ctyneHa noainy
(Hanpuknag, 1:8, 1:16, 1:32, 1:64). KoxKeH po3ranykyBay AiIUTb MNOTYXKHICTb
ONTUYHOTO CUTHANY MIiXK KiIbKOMA BigranyxeHHAMM 6e3 3aCTOCyBaHHA aKTUBHMUX
enemeHTiB. Ha cTOpOHi abOHEeHTa BCTAHOB/OETLCA OMNTUYHUIA MEpPENKEBUIA
TepmiHan (Optical Network Unit/Terminal, ONU/ONT), wo nepeTBOpo€ ONTUYHUIA
CUTHAN y eNeKTPUYHI iHTepdencn gna mapLupyTrM3aTopis, KOMN'OTEPiB, NPUCTABOK
IPTV Ta iHWOro KiHueBoro obnagHaHHA [2; 4].

MepepaBaHHAa iHGOpMaALii B HM3XIZHOMY HaNpPAMKY peanisyerbca 3a
LUIMPOKOMOBHOI CXEMOK: OANH NOTiK, cdopmoBaHuit OLT, oTpumytoTb yci ONU,
nigKkayYeHi 4o  BiANOBIAHOT ONTUYHOI  PO3NOAINbHOI  MmepexKi. KoXkeH
aboHEeHTCbKMIM TepMiHan BiAdINbTPOBYE nuwe Ti Kagpu, AKi aapecoBaHi came
ubomy aboHeHTy abo Moro cepsicam. Y BUCXiAHOMY HanpAMKY, HaBMaKu, KinbKa
abOHEHTCbKMX TepMiHaNiB MatoTb AiINTK CRisibHE cepeaoBuLLE nNepeaaBaHHa. Ona
LLbOro BUKOPMCTOBYETbCA NoAin y yaci (Time Division Multiple Access, TDMA): OLT
BuainAae koxxkHomy ONU vacoBi cnotu BignoBigHO A0 3anuUTiB Ha MNPOMNYCKHY
3/1aTHICTb | HanawToBYBaHMX NoANiTMK QoS [3].

Y NpakTUYHUX peanisalifax 4acTo 3aCTOCOBYETbCA KOMbOiHOBaHMM niaxia,
KONM, OKPIM 4acoBOI MYNbTUMNNEKCii, BUKOPUCTOBYETbCA TAKOX PO3AiNeHHA 33
AOBXWHOW XxBMAi. TaKuih nigxia A[03BOASAE OAHOYACHO NIATPMMYBATM KinbKa
NMOKONiIHb CTaHAapTiB abo J/IOriYHO BilOKPEM/IEHI CEepPBiCHI MOTOKU Ha Pi3HUX
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AOBXMHax xBW/b. Lle cnpollye eBoNOUIMHMIA Nepexia, Bif, 3acTapiinx TEXHOOTIN
[0 HOBILLIMX, HE BUMArao4m NoBHOI 3aMiHK ONTUYHOT KabenbHOI mepexi.

Mpun npoekTyBaHHiI cTPyKTypn PON BaxknnMBMMKM NapameTpamum € KoedilieHT
PO3ranyXeHHs, AOBXWHA JiHIMHUX AiNAHOK, ONTUYHWUI GloaxKeT Ta BMBIp Tuny
BOJIOKHA. Bif, LMX XapaKTepPUCTUK 3aNeXNTb MaKCMMabHa KiNbKiCTb aBOHEHTIB Ha
nopt OLT, gonyctuma BiaCTaHb A0 KiHUEBUX KOPUCTYBAYiB, a TaKOX HaABHUM
pesepB AnA MalbyTHbOI ModepHi3alii mepeski. Ha NpakTuLi BUKOPUCTOBYIOTb AK
OAHOCTYyNeHeBi, Tak i ABO- YM TPUPIBHEBI CXEMWM PO3ranyXKeHHA, WO A[03BOAE
aganTyBaTU TOMOJOriI0 A0 0CO6/AMBOCTEM MICbKOI 4YM CiibCbKOi 3abynosw,
LLiNIbHOCTI abOHEHTIB Ta CTaHy icHYtoYOT iHppacTpykTypu [2; 4].

Y3aranbHeHu BUrnag, ctpyktypu mepexi PON HaBegeHo Ha puc. 1. Ha cxemi
NoOKa3aHO B3aeEMO3B’A30K MiX OLT, iepapxiclo NacMBHUX pPO3rany*KyBayiB Ta
aboHeHTcbKMMM ONU, a TaKOMK BMAINEHO NOriYHi HanpAMKM nepefaBaHHA
upstream i downstream, AKi BMKOPWUCTOBYIOTbCA MiJ, Yac MNPOEKTYBaHHA Ta
PO3paxyHKy ONTUYHOrO BroaKeTy.

Optical Distribution Network (ODN)

Optical Line Terminal (OLT)

Single mode fiber

20KM/12mi
1Gor 1
Netw

&

Optical Splitter

Optical Network Terminals
(ONT)

Puc. 1. Tunosa cTpyKTypa NnacueHOi onTuyHOi mepexi PON

EBontouia cTaHaapTiB Ta TEXHIYHIi 0C06AMBOCTi NACUBHUX ONTUUHUX MEpPEeXK.
PO3BMTOK MaCcMBHMUX OMNTUYHMX Mepex BigbyBaBcA Yy KifbKa XBWAb, LWO
BinobpaxeHo B eBoAtoLii BianosigHMX cTaHaapTiB. MNepuwi piweHHa APON/BPON
6asyBannca Ha ATM-TexHoONOrii Ta OPIEHTYBA/NMCA MNepeBaXHO Ha HaAaHHA
obmerkeHoro Habopy nocayr Ana BiAHOCHO HEBE/UKOI Ki/JIbKOCTi aboHeHTiB.
MopcTtka cTpykTypa ATM-ocepeakiB i cKnagHicTb iHTerpauii 3 IP-mepexamu 3
4Yacom CTanu CcyTTeEBUM obmexkyBanbHUM dakTtopom. Moganblumin nepexin [o
Ethernet-opieHToBaHMx piweHb EPON i 0 yHiBEpCcanbHOro TPAHCMNOPTHOrO PiBHSA
GPON p03B01MB 3HAYHO CNPOCTUTK iHTErpauito 3 IP-iHppacTpyKTypoto, NiABULLUTH
ebEeKTUBHICTb BMKOPUCTAHHA CMYrM MPOMYCKAHHA Ta po3Wwuputn  Habip
niagTPUMyBaHMX cepsicis [2; 3].

Y ctaHpapTi GPON BUKOPUCTOBYETbCS MexaHi3m iHKancynsuii GEM, sakumn
3abe3neyye rHyyke nepeBe3eHHA Pi3HMX TuUNiB TpadiKy noBepx €ANHOro
TpaHCNOPTHOro  piBHA.  [MigTPUMYIOTbCA  PO3BUHEHI  MEXaHi3MM  AKOCTI
obcnyroByBaHHA, KpuntorpadiyHnit 3axmct downstream-Tpadiky Ta iHCTPYMEHTH
BiganeHoro KepyBaHHSA abOHEHTCbKMMWU NpUCTPOAMWU. TuNOBI  LWBWAKOCTI
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gocaratoTtb 2,5 I6iT/c y Hu3xigHomy Ta 1,25 6iT/c y BUCXiZAHOMY HaNPAMKY, YOro
AO0CTaTHbO A1 MacOBOr0 PUHKY MOCAYr «BOJMIOKHO A0 byauHKy» (FTTH) Ha eTani
nepBUHHOrO BNpoBaaKeHHsA [3].

Po3BuTKOM Uj€i niHiIMKKM cTanan crtaHaaptm XG-PON Ta XGS-PON, sKi
3abe3neyyoTb acMmMeTpuyHi abo cumeTpuuHi weuakocti Ao 10 I6it/c. BoHwu
36epiratoTb oriyHy cnagkosicTb i3 GPON, o aae 3mory onepaTtopam BUKOHYBaTH
MOJEpPHi3aLito MoeTanHo: Hanpuknag, cnodatky 3amiHutn OLT, a 3rogom —
aboHeHTCcbKe o06nagHaHHA. CtaHgapT NG-PON2 [O0MNOBHIOE Ui  MOMAWBOCTI
MY/IbTUNNEKCYBAaHHAM 3a A0BnHOo xBuai (TWDM-PON), 3aBAsAKM YoMy B OZHIN
®Ii3NYHIN IHOPACTPYKTYPiI MOXKHaA peani3yBaTu KisibKa NOTYHO i30/1bOBAHUX MEpPEK
ab0 cyTTEBO 36iNbWINTM CyMapPHY NPONYCKHY 3aaTHicTb [1].

Cxema eBoAnwuii CTaHAApTiB HaBegeHa Ha puc. 2. BoHa [emoHCTpye
6e3nepepBHe 3pOCTaHHA NPONYCKHOI 34aTHOCTI, NiABULLEHHSA THYYKOCTI PO3NoAiny
CMYIM Ta PO3WMPEHHA CMEKTPa NiATPMMYBaHMX 3aCTOCYBaHb — Bifg, KAACMYHOrO
triple-play no TpaHcmopTHUX Mmepexk Ana MobinbHOro 3B’A3Ky n’AToro Ta
HaCTyNHMX MOKONiHb. BaxnuBo, WO eBOAOUiA CTaHAAPTIB BiaOyBa€eTbCA 3
ypaxyBaHHAM noTpeb onepaTopiB y NAaBHIN mirpauii, 6e3 BUMOrn noBHOI 3aMiHK
B)KE PO3ropHYTOI ONTUYHOT IHGPACTPYKTYPU.

Mig, yac BMOOPY KOHKPETHOro CTaHAapTy ANA BNPOBAAMKEHHA NpoBanaepu
BPAXOBYIOTb He /iMle LWBUAKICHI MOMAMBOCTI, @ M AOCTYNHICTb 06NaAHAHHA Ha
PUHKY, NiATPUMKY PYHKLiA 6e3neKkn, BUMOTU pPerynaTopis, MOXKAMBICTb iHTerpauii
3 ICHYHOUMMM TPAHCNOPTHUMM NNATGOPMaMM Ta NPOTHO3 WOA0 MabyTHiX noTpeb
aboHeHTiB. [1NA MacoBOro AOMALWHbOrO CErMeHTy KpUTUYHOM € BapTicTb ONU Ta
NpPOoCTOTa iIXHbOro 06CNYroBYBaHHA, TOAi AK AN KOPNOPATUBHUX i ONepPaTOPCbKMX
3aCTOCYBaHb HA MepLWWi NaH BUXOAATb FHYYKiCTb Npodinis cepsiciB, NiATPMMKa
BipTyanisauii pecypcis Ta iHTerpauia 3 xmapHumu nnatpopmamm [1; 3].

PON Evolution

GPON —> XGPON ZSGSPON
2.5/1.25

A CGSPON

channel
10/10 25/10 25/25

Per-channel speed

Puc. 2. EBontouia cTaHAapTiB NACUBHMX ONTUYHMX Mepex PON

Metoau Ta cuctemu ynpasAiHHA NAaCMBHUMM ONTUYHUMU MEpEKaMMU.
Monpu nacMBHUN XapakTep AiHIMHOI YacTuHK, KepyBaHHA PON € cKknagHoto
6araTOKOMMNOHEHTHOIO 334a4el0, WO OXON/E KoHdirypauito obnagHaHHS,
KOHTPONb  ONTUYHWUX  MaApaMeTpPiB, MOHITOpMHI  Tpadiky, 3abe3neyeHHA
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iHpopMmauiiHoi 6e3nekn Ta ynpaBaiHHA AKiCTIO 06cnyroByBaHHA. [nA po3B’A3aHHA
UMX 333y Ha NPaKTULi BMKOPUCTOBYIOTb LLEHTPaNi30BaHi CUCTEMMU KepyBaHHA
mepexeto (Network Management System, NMS), aki Bzaemogitotb 3 OLT i yepes
HbOro — 3 aboHeHTCbKMMKM ONU 3a fONOMOror CTaHAAPTM30BaHUX NPOTOKOIB,
30kpema OMCIl y GPON [3; 5].

TUNOBUIM KUTTEBUIM UMKN aBOHEHTCbKOro TepMiHasa BK/IOYAE BUABNEHHA
NPUCTPOID B MEPEXKi, MOro peecTpaliio, 3aBaHTa)XeHHsA npodinto cepsicis,
NOTOYHUIA  MOHITOPUHT napameTpiB i, 3a noTpebu, BigKA4YeHHA abo
nepeHanawTyBaHHA. Ha KOXHOMY 3 LMX eTaniB reHepyoTbCA TeIeMeTPUYHI AaHi,
WO ONUCYITb CTaH ONTUYHOI AiHii, piBEeHb CWUrHanNy, 4acToTy MNOMWIIOK,
3aBaHTa)KeHHs TpadiKoM Ta iHWIi NOKa3HMKKM AKOCTI. Y BENIMKUX Meperxkax obcar
Takoi iHpopmauii € 3HaYHMM, TOMY A8 il aHanisy 1 KopenAauii noAin noTpibHi
cneuianisoBaHi nporpamui 3acobwm [5].

Ha puc. 3 nogaHo ¢yHKuUioHanbHY moaenb B3aemodii NMS, OLT i MHOXKWHNK
ONU/ONT. BoHa noOKasye po3noAin ¢yHKUiM MK piBHEM cTpaTeriyHoro
nnaHyBaHHA (NMS), onepaTMBHUM KOHTPOIEM PecypciB i peanisalielo mexaHiamis
poctyny o cepegosuwa (OLT), a TakoX MixK aBOHEHTCbKMMWU TepMmiHanamMu, AKi
b6esnocepeaHbo 3abe3nevyloTb KiHLEBI cepBicM KopucTyBady. Taka moaenb
[03BonAe GOpManiayBaTM MNPOLLECU KepyBaHHA Ta BULINUTUM TOYKKU, Y AKUX
AOUiNbHO BMPOBAaAXyBaTU iHTENEKTYas/IbHi  anroputmm  ANa  aBTOMaTm3auii
PYTUHHMX OnepaLiii.

PO3BMTOK KOHLEMLiA aBTOMATU30BAHOIO yrNpaBAiHHA MepeXamu, 30Kpema
niaxoais FCAPS (Fault, Configuration, Accounting, Performance, Security),
npUBOAMUTL A0 YHidikaLii BUMOr 4o cuctem KepyBaHHA PON i iHWMMK cermeHTamum
onepaTopcbkoi  iHPpacTpykTypu. Le BiAKPMBAE MOMXKAUBICTL iHTErpoBaHOro
MOHITOPUHTY, KON NMOKA3HMKK AOCTYNHOCTI, 3aTPMMKM Ta BUKOPUCTAHHA pecypcy
aHanis3ylTbCA OAHOYACHO A/ TPAHCMNOPTHOI, arperauiiHoi Ta A0CTynoBoi
niacucteM, a pilWeHHA WoA0 pPeKoHdirypauii npuMMmalroTbca 3 ypaxyBaHHAM
3aranbHOI KAPTUHKU pobOTU MepesKi.
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Puc. 3. dyHKUiOHaNnbHa Mogenb ynpaBaiHHA NACMBHOK ONTUYHOLO mepexeto PON
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IHTeneKTyanbHi meToaM ONTUMI3ALil Ta ynpasAiHHA NAacUBHUMU
ONTUYHMUMMU MepeXKaMu. |HTeslekTyanbHi meToaun ynpasaiHHA PON cnpAamoBaHi Ha
aBTOMaTMU3aLil0 NPUNHATTA pilleHb NPU NPOEKTYBAHHI Ta eKcnyaTaLlii mepexi. Ha
eTani niaHyBaHHA TOMONOTii 3aCTOCOBYKOTb E€BOJIOLiIMHI Ta iHWI €eBPUCTUYHI
aNropuTMM, AIKi 403BONAIOTL MIHIMI3yBaTM AOBXUHY KabenbHOi iHPpacTpyKTypH,
KiIbKICTb MACUBHUX €/IEMEHTIB i BTPATU B ONTUYHOMY TPaKTi 32 yMOB 0bMeKeHb Ha
ONTUYHUIN OIOANKET, MAaKCMMANbHY AOBMMHY NiHii Ta AONYCTUME PO3rany*KeHHs.
MaTemaTuyHi  moaeni ONTMMI3auil MOXKYTb BPAXOBYBATU TaAKOX LWiIbHICTb
aboHeHTIB, NMPOrHo3oBaHe 3POCTaHHA HABAHTA)KEHHA Ta cueHapii noeTtanHoi
mopaepHisauii [4].

Y 3agayax AguMHamiyHOro posnoginy cmyrn nponyckaHHa (Dynamic
Bandwidth Allocation, DBA) aeaani wuplie 3acToCOBYHOTbCA METOAN MALIMHHOTO
HaBYaHHA. Ha OCHOBi iCTOPMYHMX AAQHUX MNPO HABAHTA)KEHHA, TUMW CEPBICIB i
napameTtpu QoS popmMyeTbca moaenb, WO NPOrHO3YE NONUT OKpeMux aboHeHTIB
abo KnaciB cepB.iciB i KOPUrye PO3Mip YaCoBMX C/IOTIB Y BUCXiAHOMY KaHani. Lle pae
3MOrYy 3MEHLUUTU 3aTPUMKN 1A KPUTUYHO Ba*KAMBMX 3aCTOCYBaHb, TaKMX AK IP-
TenedoHia uM BigeoKoHdepeHUuii, Ta NiABUWNTU ePEeKTUBHICTb BMKOPUCTAHHSA
pecypcy KaHany NopiBHAHO 3 TpaauuiiHumm npasunamm DBA [1; 6].

Ule ogHMM BaXIMBUM HANPAMOM € aBTOMATM30BAHA [AiarHOCTMKA Ta
camoBiaHoBNAeHHA mepexi. Ha 6a3i Tenemetpii OLT Ta ONU dopmyioTbecs Habopwm
03HaK, fAKi Knacudikatopn abo MMOBIpHICHI Mopeni 3iCTaBnATb i3 TMNOBUMM
cueHapiamu BiamoB: 0O6puMBamM BOJIOKHA, Aerpagauiclo pPo3’emiB, 3HUMKEHHAM
ONTUYHOI MOTYXHOCTi, HEKOPEKTHUMW HANALWTYBaHHAMM 0bnagHaHHA Towo. Lle
[03BONIAE CUCTEMI aBTOMATMYHO JIOKaNisyBatM nNpobaemHy AinsaHKY, OWiHUTK
KPUTUYHICTb CUTYyaLii Ta 3anNpOnNOHYBaTM OMNepaTopy nepenik HakiMoBipHILWKX Ain
LLLOA0 YCYHEeHHA HecnpaBHoOCTiI [5; 6].

Y nepcnekTuBi iHTENEKTYaNbHi MOAYAI yNPaBAiHHA MOXYTb OyTU peani3oBaHi
y Burnagi areHtis, BbyaoBaHux y SDN-KOHTposepu abo opKecTpaTopu XMapHOI
iHppacTpyKTypu. TaKi areHTU 34aTHIi OTPUMMYBATU AaHi TenemeTpii y perkumi,
611M3bKOMY A0 peanbHOro yacy, byayBaTu NPOrHO3M CTaHYy MepeXKi Ta iHiuitoBaTu
KopuryBaHHA napametpis PON — Big 3miHM npodinis DBA po AuHamiyHOI
MapLpyTusauii Tpadiky Ta nepeBeaeHHA OKPeMUX JiHIN y pe3epBHUN pexum. Lie
3abe3neyye nepexia Big PEaKTUBHOIO YCYHEHHA BiAMOB A0 MNPOAKTUBHOIO
ynpaBAiHHA AKICTIO 06CNyroByBaHHSA, WO € K/JAKOYOBMM KPOKOM Ha LWAAXYy [0
peani3auii KoHUenujii aBTOHOMHUX ONTUYHUX MepPeXK HACTYMHUX NOKONiHb [1; 6].

BucHOBKKU. Y CTaTTi BMKOHAHO CUCTEMATU30BAHWIA OFNA4, aAPXITEKTYpPWU
MAaCUBHUX ONTUYHMX MEpPEeXK, HaBeaeHO Oonuc Tunosoi CTpykTypn PON 3
BUAiNeHHAM  OYHKLUiX  OLT, nacuBHMUX po3ranyXysadiB Ta abOHEHTCbKMX
TEPMIiHANIB, a TaKOX Vy3araJlbHEHO BMMOIM A0 NPOEKTYBaHHA TOMOAOCrii.
MNpoaHanizoBaHO OCHOBHI MOKOANIHHA cTaHAapTiB — Bia, EPON/GPON go XGS-PON i
NG-PON2 - 3 nornsgy nNpoOnycKHOI 34aTHOCTI, MNiATPUMKKM MYNbTUCEPBICHWUX
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3aCcTOCYBaHb i MOX/IMBOCTEN €BO/OLINHOI ModepHi3auii icHytoumMx mepexk 6es ix
nosHoi nepebynosu.

TakoxX Yy poboTi po3rnAHYTO CcydacHi niaxoAnm A0 LEeHTPani3oBaHoOro
ynpasniHHA pecypcammu PON Ha OCHOBi cuUCTeM KepyBaHHA MepeXkel Ta
npoToKonie BigaaneHoi KoHoirypauii ONU/ONT, oKkpecneHo micue umx pilleHb y
3aranoHin mogeni FCAPS i B3aemogito mix pisBHAMM NMS—OLT-ONU. Okpemy
yBary nNpuaineHo iHTenekTyaibHMM MeToZaM NPOeKTyBaHHA 1 ekcnayaTauii PON:
MOKAa3aHO MOM/AMBOCTI 3aCTOCYBaHHA EBOJIIOLIMHMX anropuTmis, MeTop4iB
MAWMHHOIO HaB4YaHHA Ta aBTOMATM30BAHOI [AiarHOCTMKM ANA ONTMMI3auil
TONOANOrii, AMHAMIYHOro pPO3MNoAiny CMYrM NPOMNYCKAHHA Ta CKOPOYEHHA 4acy
BiZIHOBNEHHA NicnA BiaMmoB. OTpUMaHIi y3araibHeHHA MOXKYTb 6YTM BUKOPUCTaHI AK
METOoAMYHa OCHOBA Mif, Yac NPOEKTYBAHHA Ta MOAEPHI3aLii NAaCMBHUX ONTUYHMUX
MepeX J0CTYNYy HACTYMHMX NOKONIHb.
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PASSIVE OPTICAL NETWORKS: STANDARDS, ARCHITECTURE AND INTELLIGENT
MANAGEMENT METHODS

The paper presents a concise overview of the architecture and evolution of
passive optical networks (PON) as a foundation for modern fixed broadband
access systems. A typical PON structure is described, highlighting the roles of the
optical line terminal, passive splitters and customer premises equipment. The
main generations of PON standards, from EPON and GPON to XGS-PON and NG-
PON2, are analysed in terms of throughput, multiservice support and
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evolutionary migration capabilities. Centralised management approaches based
on network management systems and remote configuration protocols for
optical network units are outlined. Special attention is paid to the application of
intelligent optimisation methods, including evolutionary algorithms and
machine learning, for topology design, dynamic bandwidth allocation and
automated diagnostics. It is argued that the integration of such mechanisms is
an important step towards the implementation of autonomous optical access
networks of future generations.

Keywords: passive optical networks; PON; GPON; XGS-PON; NG-PON2;
traffic management; artificial intelligence.

YAK 377:659.1

1pabuu T. 10., K.e.H., aoueHT; 2/lesuyk l. P., ctryaeHTKa 5 Kypcy; 3Aem’aHiok 4. T.,
CcTyaeHTKa 5 Kypcy (HauioHanbHWMA yHiBEpCUTET BOAHOrO rocnogapcrea Ta
NPUPOAOKOPUCTYBaHHS, M. PiBHe, t.iu.babych@nuwm.edu.ua,
%levchuk_ak21@nuwm.edu.ua, 3burian_ak21@nuwm.edu.ua)

®OPMYBAHHSA BI3YA/IbHOI AWAEHTUKU NPODECINHOMO YYU/TULLA

Docnig)keHHA  nNpucBAaYeHO npouecy po3pobku  6peHabyKy  AK
CTpaTeriyHoro iHCTPyMeHTy ANA NiaBULEHHA BMNi3HABaHOCTI Ta ¢popmyBaHHA
cyyacHoro imigy 3aknagy npodeciiiHoi ocBitn. O6rpyHTOBaHO aKTya/bHicTb
OHOB/NIEHHA Bi3yanbHOi igeHTUdiKauii Buworo npodeciiHoro yumnuwa Neol
M. PiBHe y 3B’A3Ky 3i 3MiHOIO Ha3BM Ha «PiBHEHCbKMW npodecinHuin Konepx
6yaiBHMUTBA Ta apxitekTypu». Ha oOCHOBi aHanisy TeHAaeHuiit Au3aHy
3anponoHOBaHO HOBY KOHUENLil0 aiMgeHTUKU, IKa BKAKOYAE MiHIMaNicTUUHUA
norotun i3 CUMMBOZNIKOWD OCHOBHMX cneljiaNbHOCTe 3aknagy, YHidpikoBaHy
KONbOpoBYy Nanitpy Ta wpndtu. Po3pobneHo wabnoHun odiuiiHoi goKymeHTaLii,
npe3eHTaLUill Ta CyBeHipHOI NpoAayKuii, wo 3abe3neuyoTb Bi3yasibHY €EAHICTb YCiX
KaHaniB KomyHiKauii. ChpopmoBaHO peKomeHpauii ana agmiHictpauii woao
BNpPOBap)KeHHA 6peHAbyKy B npodeciiHy AiANbHICTD Ta  BHYTPIWHIO
KOpNOpPaTUBHY KyAbTypy.

Knwouosi cnoea: 6peHAbYK, aiipgeHTMKa, imigx, npodeciiiHa ocBiTa,
Bi3ya/nbHa iaeHTUdiKauin.

Bctyn. Y cyyacHomy CBiTi ychiwHa AiAnbHicTb Oyab-AKoi opraHisauil,
30KpeMa 1 3aKknaay npodeciiHo-TexHiYHOT ocBiTH, 6e3snocepeHbO 3anenTb Bif, i
BMi3HABAHOCTi, MO3UTMBHOIO iMiZXKy Ta 34aTHOCTI A0 ePeKTUBHOI KOMYHIKaLii 3i
CBOEIO ayauTopielo. B ymoBax nocuaeHHA rnob6anbHOi KOHKYpeHUii Ha PUHKY
OCBIiTHiIX nocnyr GopmyBaHHA LiMICHOrO Bi3ya/ibHOro 06pa3y CTaE KAYOBUM
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baKTOpPOM yCMilWHOrO pPO3BUTKY YCTaHOBW. bpeHAMHr y Ui chepi BUCTYMaE
CTpaTeriYHMM iHCTPYMEHTOM, WO Ao3BonAe byaysaTu ob6i3HaHICTb Npo 3aKnag,
CTBOPIOBATM CTilKi acoujiauii Ta 3miLHIOBAaTU CIPUAHATTA AKOCTI HaBYaHHA cepen,
NOTEHUiMHNX BCTYNHUKIB. Came b6peHADOYK cTae TMM 3acobom, 3aBAAKU AKOMY
OCBITHIN 3aKnag, MOKe YiTKO no3uuioHyBaTu cebe AK CyyacHy, iHHOBaLiMHYy Ta
nepcnekTUBHY CTPYKTypy [1].

MNoTpeba B po3pobui bpeHAbYKY 3ymoBaeHa HeobxigHicTio cucTemaTu3adi
Bi3ya/IbHUX CTaHAaPTIB, AKi 3a6e3neyytoTb EAHICTb CTU/IIO B YCiX NpoABax bpeHay —
BiZl, NOroTuna Ta KOJIbOPOBOi ramu A0 odOpMIeHHsA BebcalTiB i CyBeHipHOI
npoAyKuji. BiH BUCTYNae CBOEPiIAHOIO «iHCTPYKLIE 3 eKcnayaTauii bpeHay», wo
rapaHTYE LiNiCHICTb KOMYHiKaLjii Ta nigBullye piBeHb A0BipM 3 BOKy baTbKiB Ta
3106yBaviB. HaykoBi pgocnigxeHHA nNiaATBEepAXYlOTb, WO BUCOKUNA pPiBEHb
BMi3HABAHOCTI Ta MO3MTMBHI acoujalii maloTb BUpilIaAbHUIA BNAMB Ha npouec
NPUMHATTA pileHHs abiTypieHTaMu nig Yac BUOOPY HABYANbHOrO 3aKknaay. Taknum
YMHOM, BNPOBAAKEHHA BPeHAOYKY € CTpaTeriyHO BaXK/IMBUM KPOKOM, LLLO CMPUAE
He JiNWe 3MIUHEHHIO KOHKYPEHTOCMPOMOXHOCTI, @ M POopmMyBaHHIO TpPMUBANMUX
eMOLLiIMHKMX 3B’A3KiB i3 LinboBoO ayauTopicto [1].

Meta pochnigxeHHs nonsarae y po3pobui bpenabyrky ana BMY Ne 1 sk
iHCTPYMEHTY NiABULLLEEHHA MOro BNisHaBaHOCTI cepes, LiIbOBOi ayaAUTOPii.

AKTyanbHictb. Buule npodeciiHe yunnmuie No 1 m. PisHe (mani — BMY No 1)
3MIHWUNO CBO Ha3By Ha «PiBHeHCbKMI npodeciiHuii Koneax bypiBHMUTBA Ta
apxiTeKTypu» BiANoBiAHO Aa Haka3ly MiHicTepcTBa OCBITM i HayKM YKpaiHu Big 18
H6epesHa 2024 p. Takox Biabynocb ¢isnyHe OHOBNEHHSA 3aKNa4y — 3MiHA KONbOpy
dacagy 3 6NaKMTHOro Ha NOMapaH4YeBUI, WO CTBOPUIO Bi3yaNbHUIN ANCOHAHC 3i
CTapol KOPMNopaTUBHOK ramoto. Y 3B’A3Ky 3 BULLEHaBeAeHMMWU NPpUYnMHaMK byna
3ymoB/ieHa HeobxiaHicTb y popmyBaHHI HOBOro 6peHabYKYy.

MonepeaHin norotmn Ta Bi3yasbHi €N1eMeHTU 3aKnagy, CTBOPEHi Ki/lbKa
AecATUNITb TOMY, Ha CbOroAHI € MOPaJibHO Ta TEXHIYHO 3aCTapPiNIMMM, OCKISIbKK X
CKNafiHM 6araTolapoBMi CTUAb i3 BEIMKOIO Ki/IbKICTIO AeTanein He Bianosiaae
Cy4yaCHMM BMMOFaM JIAaKOHIYHOCTI Ta BTpayae u4uTabenbHicTb y UUDPOBUX
dopmaTax. Y KOHTEKCTi BUCOKOI KOHKYpEHLii Ha PMHKY OCBITHIX MOC/Yr Ba*KAMBO
PO3YMITH, LLLO MaTepianbHi Pecypcu 3aknaay MOXKyTb BYTU Nerko ckoniloBaHi, ToAi
AK Kanitan OpeHAYy € HEeBiAYYTHUM aKTUMBOM, AKUM MPAKTUYHO HEMOKIMBO
emitTyBaTU. bpeHA, MICTUTb LiHHOCTI, WO € 3Ha4YHO BaromiwMmu 3a Oi3nYHI
aTpubyTun, OCKiNbKKM BiH 3a/1y4a€ EMOLINHI eneMeHTH, NepeKOHaAHHA Ta OYiKyBaHHA
abitypienTis [2]. 69,3% ycnixy y Bubopi HaB4anbHOro 3aknagy abiTypieHTamu
3a71eUTb BiA, 06i3HAHOCTI Npo 6peHA Ta MNO3UTUBHMX acouliauil, BiACYTHICTb
Cy4yacHOro, /laKOHIYHOro Ta apanTMBHOro 6peHAOYKY Npu3BOAMTL A0 BTPATH
KOHKypeHTocnpomoxKHocTi [3]. AHani3 nokasye, Wo 3aknagn npodeciiHoi ocBiTH
4yacTo nporpatoTb Yy 60poTbbi 3a BCTYNHUKIB came Yepe3 clabKy KOMYHIKauinHy
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nogady, ToMy HOBUI BpeHADOYK MaE CTaTW iIHCTPYMEHTOM 3MiLlHEHHA AO0BipU Ta
bopMyBaHHA iMiAXKY IHHOBALLIMHOT OCBITHLOI CTPYKTYPU.

Onuc enemeHTiB 6peHAbYKy. Mig Yyac po3pobkn 6peHabyKy 6ynio 3aaisHo
rpadivyHnit pepgaktop Adobe lllustrator Ta pactposuii rpadiuHnii pegaktop Adobe
Photoshop, 3acTocyHOK gns CTBOpPEHHA Ta pegaryBaHHA npeseHTauir Microsoft
PowerPoint. LeHTpanbHMM enemeHTOM po3pobneHoro 6peHAOYKY € HOBUM
norotun (puc. 1), AKMA BUCTYNaE BidyaibHUM YOCOBNEHHAM OCHOBHUX Hanpsamis
AiAnbHOCTI PiBHEHCbKOrO NpodeciiHoro koneaxy byAiBHMLTBA Ta apXiTEKTYPM.

TAVAVAVAVS™

PiBHEHCHKMI npmbecmrwm Konegm
6yAiBHMUTBA Ta apXiTEKTYPH

vayAyA

Puc. 1. Po3pobneHuii norotmn

OcHoBOl norotuna o6paHO MNPaBWUABbHUM LLUECTUKYTHUK — TeOMEeTPUYHY
birypy, WO CMMBONI3YE KOHCTPYKTMBHICTb, CTAbiNbHICTb Ta CTIiMKIiCTb, WO €
KPUTUYHO Ba*KNMBMM pnAa byaisenbHoi ranysi. BHyTpilWHE HANOBHEHHA 3HaKy
iHTErpye CUMBO/IM K/IFOYOBUX CMeLia/IbHOCTEN:

e agpximekmypa — 306paxKeHHs NiHINKN, KOCMHUA Ta ONiBLUA NiAKPECNOTb
TOYHICTb Ta TBOPYY CKNaao0By npodecii;

e b6ydisHUUMBO — cunyeT 6yAiBeNbHOro KpaHa Ta OO'eKTiB y NpOLeci
3BeEeHHA BKA3yOTb Ha NPAKTUYHY CNPAMOBAHICTb HABYAHHSA;

® yugposi mexHonoeii — cTWNiI30BaHe 300paXKeHHs MepPCOHaNbHOro
Komn’'ioTepa penpeseHTye NiarotosKy ¢paxisuiB y chepi iHbopmMaLiMHMX CUCTEM.

KonbopoBa nanitpa, wo 306pakeHa Ha PUCYHKy 2, byna po3pobneHa 3
ypaxyBaHHAM noTpebu B emouitHOMYy 3B’A3Ky Ta rapmoHii 3  ¢isnyHMm
cepeposulem 3aknagy. OcHoOBY cKnagatoTb 6OpAOBiI Ta NOMapaH4YeBi BiATIHKM,
Lo BiANOBiAatOTb OHOBAEHOMY dacady KoJieAKy Ta CTBOPOKOTL 06pas BNEBHEHOI,
Cy4yacHOi YyCTaHOBM. BukopucTaHHA 6inoro Ta TiNIeCHOroO KoAboOpiB A043€
KOMNO3MUL,iT «NOBITPA» Ta BIAKPUTOCTI.
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Puc. 2. Po3pobsieHa KoibopoBa nanitpa

WpudTtoBe odopmieHHsAs BUKOHaHe rapHiTypoto Calibri Bold. Llei Bubip
0byMOBNEHUIN BUCOKOIO YMTabenbHicTio WwpndTy B UMdpoBux popmartax Ta Moro
3[aTHICTIO NiATPMMYBATM 3arasibHy NAKOHIYHICTb aNAEHTUKN.

EdeKkTnBHicTb BpeHabyKky npoABnAeTbCA Yy WMOro 3aaTHOCTi 3abe3neunTy
Bi3yasibHy €AHICTb Ha BCiX PiBHAX KOMYHiKaujii — Big odiuiiHOro ANMCTyBaHHS A0
CyBeHipHOi npoaykuii. byno po3pobneHo cepito wWwabnoHiB, AKi [A03BOAAIOTH
YHibiKyBaTV BHYTPILLHI Ta 30BHILUHI NPOLECH KONEAXKY.

Mepwoyeprosy yBary npuAINEHO KOPMNopaTUBHIA  AOKyMeHTaUii Ta
npeseHTaUinHMm maTepianam (puc. 3). CtBopeHi WwabsoHn ¢ipmoBux bniaHKiB
(puc. 4), ceptndikaTis Ta gunaomis (puc. 5) 3abe3sneuytoTb o0PiLinHMA Ta BogHOYAC
CYYaCHWI BUrNAL AOKYMEHTIB.

®IPMOBUWI CTUNb. NPE3EHTALYIA

e e B "UETTTEEEEY B Y _

Puc. 3. MakeT po3pobaeHoi npeseHTaLii
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®IPMOBWIA CTWb. BIAHK

1 T

Puc. 4. Po3pobneHi 6i1aHKu

®IPMOBWIA CTW/b. AOKYMEHTALLIA
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Puc. 5. CtopiHka 6peHabyKy «JoKymeHTaLia»

Hocii anpgeHTMKM, npeactasfieHi B 6peHAOYKY, OXOMJIOOTb HaCTYMHY
NPOAYKLjt0: KaHuenapia (bpeHaoBaHi 61OKHOTU, PYYKM Ta KOHBEPTU) i CyBeEHipK
(4awku Ta iHWKIA Mepy) NoaaHo Ha puc. 6—7 BianosigHo.

HaykoBo pgoBeneHoO, WO Taki BidyanbHi akKTMBM gonomaratoTb abiTypieHTam
neruwe iHTepnpeTyBaTh Ta 36epiratv iHdopmauito npo 3aknag, wo besnocepesHbo
BMJINBAE Ha iXHE BNEBHEHeE pilleHHs Wwoao BcTyny [4].
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®IPMOBWI CTWU/b. PEKNAMHA NPOAYKIA

[}

Puc. 6. CropiHKka 6peHabyKy «PeknamHa npoaykuis» — 1

®IPMOBWI CTWU/b. PEKNAMHA NPOAYKIA

Puc. 7. CtopiHKka 6peHabyKy «PeknamHa npoaykuis» — 2

PekomeHpauii 3 BnpoBageHHA. Jna Toro, wob po3pobneHnin bpeHadyK
CTaB [Ai€BMM [HCTPYMEHTOM YNpasaiHHA penyTauielo, aamiHicTpauil Konegxy
NPOMNOHYETLCA BMNPOBAANUTN HACTYNHUI NAaH Ail:

1) npoBeaeHHA cepii BOPKWONIB ANA KONEKTUBY Ta CTYAEHTIB 3 METOH
PO3’ACHEHHA 3HAYEeHHA HOBOT aMAEHTMKN Ta NPABUA ii BUKOPUCTAHHS;

2) BUKOPUCTAHHA OpeHAOBaHWX MaTepianiB Ha AHAX BiAKPUTUX ABepen,
OCBITHIX BUCTaBKax Ta Ni4 Yac Bi3MTIB 40 WKiN gnAa nigBuLLEeHHA BMNi3HABAHOCTI;

3) npu3HayeHHs BignoBiganbHOi ocobu abo TBOpYOI rpynu, AKa
KOOpAWHYBAaTUME [AOTPMMAHHA CTaHZApTiB O6peHAbyKy y Bcix nigpo3ainax
KONeaxy;

4) perynsipHe OHOBNEHHA 6peHAOYKy BIiANOBIAHO A0 HOBUX TEXHIYHUX
MOXIMBOCTEN Ta 3BOPOTHOTO 3B’A3KY Bif, LLiIbOBOT ayANTOPII.

BucHoBOK. [locnigxKeHHA niaTsepamnno, wo bpeHabyk € pyHAaMeHTaNbHUM
eNemMeHTOM CTpaTeriyHoro ynpasAiHHA Cy4acHUMM 3aKnagom ocBiTWU. CTBOpEHHA
HOBOi Bi3ya/NbHOI iAeHTUYHOCTI AnAa PiBHEHCbKOro npodeciiHoro Koneaxy
byaiBHMUTBA Ta apXiTEKTYpM [A03BOIUAO BUPIWLUTM NpPoBAEMYy AMCOHAHCY MiX
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3acTapinum imigyem Ta HOBMMWM amMbBITHUMK LinAMM yCcTaHOBW. BnpoBagrKeHHA
po3pob6aEHOro MPOEKTY cnpuaTUME NiaBUWEHHIO nybniyHoi BRi3HaBaHOCTI Ta
KOHKYPEHTOCNPOMOXHOCTI Ha PWHKY OCBITHIX MOCAYF, MOCUAEHHIO NOANbHOCTI
3006yBaviB OCBITM Ta BMKAaZaLbKOro ckaagy, popmysaHHO obpasy BiaKpUTOro,
iHHOBALIMHOrO Ta NEepCcneKTMBHOrO HaBYa/IbHOrO 3aKiady, Wo BiAnoBigae
OYiKyBaHHAM Cy4aCHOi monogai.

TakMm YMHOM, HOBMI BPeHAOYK CTaE He MPOCTO AOKYMEHTOM i3 Habopom
npaBua, a MNOTYKHUM HemaTepiaibHUM aKTUBOM, AKUN HEMOMK/IMBO NIerko
CKOMilOBAaTU KOHKYpPEeHTaM i AKWI 3abe3neyye CTa/MiA PO3BUTOK KOMEAXY B
AOBrOCTPOKOBIN NepcneKkTusi.
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Babych T. Yu., Candidate of Economics (Ph.D.), Associate Professor;
Levchuk I. R., Senior Student; Demianiuk D. T., Senior Student (National
University of Water and Environmental Engineering, Rivne)

VISUAL IDENTITY FORMATION OF A VOCATIONAL SCHOOL

The study is dedicated to the development of a brandbook as a strategic
tool for increasing brand awareness and forming a modern image of a vocational
education institution. It substantiates the relevance of updating the visual
identity of Higher Vocational School No. 1 in Rivne following its renaming to the
"Rivne Vocational College of Construction and Architecture". Based on an
analysis of design trends, a new identity concept is proposed, featuring a
minimalist logo that incorporates the symbols of the institution's primary
specialties, a unified color palette, and specific typography. Templates for
official documentation, presentations, and promotional products have been
developed to ensure visual consistency across all communication channels.
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Specific recommendations are provided for the administration regarding the
implementation of the brandbook into professional activities and internal
corporate culture.

Keywords: brandbook, identity, image, vocational education, visual
identification

YK 004.91-042.4:004.8

KawrtaH C. C., K.T.H., goueHT; Aauyk H. P., marictpaHT (HauioHanbHWI yHiBepcuteT
BOAHOrO rocnogapcrea Ta NPUPOAOKOPUCTYBAHHS, M. PisHe,
s.s.kashtan@nuwm.edu.ua ; diachuk_ak24@nuwm.edu.ua)

IHTENEKTYA/IbHA IHOOPMALLIMHA CUCTEMA BUABNEHHA KOPYMLIIOTEHHUX
®AKTOPIB Y HOPMATMBHO-MPABOBWX TEKCTAX HA OCHOBI BEJIMKUX
MOBHUX MOAENEN

Y craTTi npeacraBneHO  apxiTeKTypy Ta  pe3yabtatM  anpobauii
iHTeneKkTyanbHOI iHGOpMaLiliHOT cucTeMU, NPU3HAYEHOI ANA AaBTOMATU30BAHOIO
aQHani3y TeKCTiB OpraHidauiliHO-po3nopAAYUNX [OOKYMEHTIB Ha npeamer
BUABNEHHA KopynuioreHHuX ¢pakTopis. HaykoBa HOBU3Ha A0CNiIAXKEHHA NONArae
y po3pobui ribpupgHoro niaxoay, Wo iHTerpye BUKOPUCTAHHA PopmanizoBaHUX
Bepu@ikaLliMHMX WABNOHIB i3 KOTHITUBHUMMU MOXKANBOCTAMMU BEIMKUX MOBHUX
mogaenei (3okpema GPT-4). TexHiuHy peanisauilo npoToTUNy 34iliCHEHO WAAXOM
po3roptaHHa pobouoro npouecy (workflow) Ha nnatpopmi n8n i3 3anyyeHHAM
aBTOHOMHOro Al-areHTa uepe3 iHTepdeiic nporpamyBaHHA 3acTocyHKiB (API).
EKcnepumeHTanbHa nepeBipKa CUCTEMWU Ha MNPUKAAAI NPOEKTIB HOPMATUBHUX
aKTiB MPaBOOXOPOHHMX OpraHiB niaTBEpAUNA BUCOKY e(deKTUBHICTb
ineHTUdiKauii npuxoBaHux pAedeKTiB NPaBOBOro perynloBaHHA, 30Kpema
HeBUNpPaBAAHOI AUCKpeLii Ta HeYITKUX OLiHOYHUX GOpPMYNIOBaHD.

Knrouoesi cnoea: KopynuioreHHUit paKTop, aHTUKOPYNLUiiHA eKcnepTusa,
LUTYYHWI iHTENEKT, MalLMHHe HaBYaHHA, 06pobKa npupogHoi mosu, ChatGPT,
nnatrpopma n8n, KOPUAUYHI TEXHONOTII.

Bctyn. Kopynuis 3anMWaeTbca OAHIED 3 KAOYOBUX Npobaem AepaBHOro
ynpas/iHHA. 3Ha4YHA YaCTUHA KOPYMUIMHUX PU3KKIB BUHWUKAE Yepe3 HeJoNiKu y
HOPMATMBHUX Ta PO3NOPAAUYMX AOKYMEHTAxX — HAABHICTb Yy iX MOMIOMEHHAX TaK
3BaHMX KopynuioreHHMX $GaKTopiB — Ue 3aKlageHa B HOPMY HeBM3Ha4yeHicTb abo
MOMUBICTb ANS 3N10BXMBAHHA, AKa [03BO/AE peanidyBaTy KOpynuinHi Aii npwu
BMKOHAHHI UbOro AoKymeHTa. Hanpuknag, cepes TUMNOBMX KOPYNLIiOreHHUX
YMHHMKIB EeKCNepTU BUMOKPEMOIOTb HEeYiTKe BWM3HayYeHHs npaB i obos’A3KiB
BiZANOBiAANbHUX 0OCI6, HaAMiIpHi ANCKPELiMHi NOBHOBA)XeHHA nocajoBLiB be3
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HaNeXXHOro KOHTPO/IO, CynepeyHoCTi abo nporaanHuM B HOpmax, HeobrpyHTOBaHI
BIACMNAHHA A0 NiA3aKOHHWUX AKTIB Y YyTAMBUX chepax, a TAKOXK BUKOPUCTAHHA
OLHOYHUX GOPMYNIOBAHb Y TEKCTi AOKYMeHTiB [1]. HasBHiCTb TakMX MONOXKEHb
NOpPYLUYE NPUHLXN NPABOBOI BU3SHAYEHOCTI Ta CTBOPHOE YMOBU /1A 310BKUBAHb.

Ona  3anobiraHHA  ubomy B YKpaiHi  3anNpoBaZKEHO  NPAKTUKY
AHTMKOPYNLIMHOI eKCcnepTM3M MNPOEKTIB HOPMATUBHO-NPABOBUX aKTiB. 3rigHo i3
3aKOHOM, HauioHanbHe areHTCTBO 3 nNuUTaHb 3anobiraHHAa Kopynuii (HA3K)
nepeBipAE NPOEKTM 3aKOHIB i IHLWKNX aKTiB Ha HAABHICTb KOpPynuioreHHUX ¢paKkTopis
Ta Haga€e peKkomeHAauil woao X ycyHeHHA. HewopasHo HA3K oHoBuao
MEeTOA0/10rit0 NPOBeAEHHA TaKoi eKcnepTu3u, PO3POOMBLUM YEK-NUCTU TUNOBUX
daKTopiB Ta cnocobis ix BuABneHHA [1]. 3a pe3ynbTatamu nepuwunx 50 ekcnepTus,
HanbinbW nowupeHi pakTopu BYAN NPUCYTHI Y 3HAYHIN YaCTUHI MPOEKTIB aKTiB
(necatkm BunapakiBe KoxkHoro Tuny), i noHas 30% pPO3POOBHUKIB AOKYMEHTIB
NoroaAuNANCA BHECTM NpaBKM 3a pekomeHaauiamm HA3K [1]. OgHak npoBeaeHHsA
eKcnepTM3n 34e6inbworo BpyyHy € PECYpPCOEMHMM MNPOLLECOM, WO CTPUMYE
nepeBipKy BCbOrO MacuBY [AOKYMEHTIB. ICHye noTpeb6a B aBTOMATM30BaHMUX
3acobax, AKi 6 pgonomarann ekcnepTam WBMALWE BUABAATU NOTEHUiINHO
Hebe3neyHi KopynuinHi HopmMmu.

CyyacHi pocsirHeHHA y coepi wTyyHoro iHTenekTy (LUI) BigKpwuBalOTb HOBI
MOX/IMBOCTI ANA aBTOMaTM3aUil aHani3y TeKCTiB AO0KYMEHTIB. 3aCcTOCyBaHHA
meToAiB  0b6pobKM npupoaHOi MOBM Ta MALWIMHHOIMO HaBYaHHSA [03BONSAE
NPUCKOPUTK | YHaCTKOBO GpOpPManisyBaTv NOLWYK PU3MKOBAHMX MNONOXKEHb. 30KpEMa,
BXKe 3'ABNAIOTLCA Mepui PpilleHHs, Wo AEeMOHCTPYOTb e(dEeKTUBHICTb TaKoro
niaxoay. Hanpwuknag, MiHictepctBo umdpoBoi  TpaHchopmauii  YKpaiHm
NPOTEeCTYBaso iHCTPYMEHT «undpoBoi eKkcnepTnsm» npoekTie HIA, akui 3a
aonomoroto LI 3gateH aBTomaTnyHO onpautoBaTh 61n3bKko 35% aKTiB npotarom
72 roguH [2]. Ou4iKyeTbCA, WO BUKOPUCTAHHA HEMpOMepeXK y NpoTuaii Kopynuii
NiABUWMTL 06’EKTUBHICTb KOHTPO/IIO, OCKi/IbKM, AK BAYYHO 3ayBakuB lpe3naeHT
YKpaiHu, «<komn’toTep He Mae Apysis abo Kymis, BiH He 6epe xabapi» [3].

OTKe, aKTyaNlbHUM € 3aBAaHHA Po3pobKM NporpamHoro 3abesneyeHHs, ake
6 BMKopucTOBYBaNo MmoxnusocTi LI gna BuABNeHHA KopynuioreHHUX $akTopis y
TEKCTax [AOKYMEHTIB. TakMA Nigxia Aonomoxe 3MEHLUUTM HaBaHTaXeHHA Ha
eKCnepTiB, MNPUCKOPUTU AHTUKOPYNUiMHY eKcnepTM3y Ta NigBULWLMTM AKICTb
YNPaBAiHCbKUX pPilleHb.

MeToan BuABNAEHHA KopynuioreHHUX d¢akTopiB. B ymoBax reHepauii
BeNMKKUX 0bcariB gaHnx edpeKTmBHe ix 36epiraHHA Ta 06pobka HabyBae BaXKAMBOro
3Ha4YeHHA ana bisHecy, eKOHOMIKM, HAyKMK, AepPKaBHOro ynpaBaiHHA Ta 6e3neku
[4]. NpoTe KnacuyHi cuctemu ynpasaiHHA 6a3amu AaHux, po3pobneHi ans
0bpOobKKN CTPYKTYpOBaHOI iHPOpMaLlii, He 34aTHi NOBHOK MiIPOI 3340BO/ILHUTH
notpebu poboTn 3 HECTPYKTYPOBAHUMM, PiISHOTUNHMMM Ta ANHAMIYHUMN SAHUMMN.
TpaanuinHi nigxoau, 3aCHOBaHI Ha CTaTUYHOMY KOH®IirypyBaHHi,
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pernameHTOBaHUX MONITUKaxX AO0CTyny Ta obmexkeHOMy maclwTabyBaHHI, CTalOTb
BY3bKMM MiCLeM Yy Cy4aCHUX iIHPOPMALMHNX apXiTeKTypax [5].

IcHye ABi OCHOBHI nNapagurmMmuM aBTOMATM30BAHOrO aHani3y TEKCTiB Ha
npeaMeT MEBHUX XapPaKTEPUCTUK: eKcnepTHi meToau (nNpaBwia) Ta mMeTogu Ha
OCHOBI MALLUMHHOIO HAaBYaHHA. Y KOHTEKCTi BUABNEHHA KOpynuioreHHMxX ¢paKtopis
AOLUINbHO PO3rNsAaTM NoegHaHHA 0box niaxoais.

EkcnepTHUI nigxig nepenbayae cTBopeHHA Habopy GopmanbHUX NpasBun
a60 WwaboHiB, 32 AKMMM NPOrpama LUYKAE Y TEKCTi NOTEHLIMHO PU3MKOBaAHI Micus.
Mo cyTi, ue anropuTMm, WO Ai€ NoAibHO A0 YeK-n1cTa ekcnepTa. MNpocTiwmin BapiaHT
— Ue MOWYK KA4YoBMX cniB i ¢pa3. Hanpuknag, B YKPAIHCbKUX [OKYMEHTaX
TUNOBMMU «YEPBOHMMM MPANoOPUAMM» € BUPA3U: «3a BAACHMM PO3CYAOM», «Yy
BUKAOYHUX BUMAAKAX», «MOXKE MNPUMMATM PIlLEHHA», «33 MNOFOAKEHHAM 3
KepiBHUKOM» TOwWO. HaaABHICTb TakmMx ¢pa3 y TEKCTi HaKaly MalkKe HanesBHe
CUFHaNI3ye Npo KopynuioreHHWn dakTop. OTKe, NPOrpaMHO MOXKHa peanisyBaTu
NOLWYK PperynapHuMx BMpasiB abo CnoBHWKA TpurepHux ¢pas. binbw cknagHuin
EKCMEePTHUIN NigxXia MOKe BKAOYATM aHa/i3 CUHTAKCUCY — HaNpUKAaL, BUABAEHHA
KOHCTPYKLIM TUNy «AiecnoBO + Ha BAAacHMM po3cys [nocapgoBoi ocobu]» ana
ineHTUdiIKauii guckpelii, abo «y pa3i + IMEeHHUK 6e3 YiTKUX KpuTepiiB» Ans
ineHTM®IKauii ouiHOYHMX ymoB. [lpaBuna MOXKYTb BPaAxOBYBAaTM KOHTEKCT,
HanpuKnag, AKLLO B OAHOMY PEYEHHI 3ralaHO KKOMICifi MOXKe MPUNHATU pilLEHHA»
6e3 yTouHeHHs niacTas — ue ¢akTop. MNepeBara eKcnepTHOro niaxoay — NPO30picTb
i MOBHWIN KOHTPO/b: MM TOYHO 3HAEMO, WO WYyKAaemo. BiH pobpe npautoe ana
BiZJOMNX TUNOBUX CUTYaLilh i He BUMArae BeIMKNX HAbOpiB AaHMX ANA HaBYAHHS.
MNpoTe € i HegonikU: XOPCTKI MpaBuaa He OXONAATb YCIX MOMJIUBUX MOBHUX
Bapiauin. TPOWKKM 3MiHeHa ¢pasa MOoXKe He crnpautoBaTth Nig wabnoH, xo4a no cyTi
Hece TOM camuit pusuK. Kpim Toro, npasuno Moxe pgasatm bHarato
XMOHONO3UTUBHUX CNPALbOBYBaHb, AKWO (GOPMYNIOBAHHA TPanAAlTbCA B
HEBMHHOMY KOHTeKCTi. Tomy NiATPMMKA i pO3WMPEHHA MpaBua — HeTpuBianbHe
3aBAaHHA, 0CO6/MBO KON AOKYMEHTU Pi3HOPIAHI 3@ TEMATUKOIO.

Miaxig MaWKWHHOrO HaBYaHHA I'PYHTYETbCA HAa TOMY, W06 BUABUTU CKNAAHI TA
NPUXOBaHi NaTepPHU B NOBEAIHLI AaHWUX | KOPUCTYBAYiB, HABYUTU CUCTEMY 3 TEKCTIB
[OKYMEHTIB (HabopiB AaHWX, AaTaceTiB), 3HAXOAMTN 3aKOHOMIPHOCTI y TeKcTax. Lle
CTBOPIOE YMOBU A1 iHTENEKTYaAbHOro aHani3y TeKCTIB B PEXMMi peanbHOro yacy,
NiABULLYE HAAIMHICTb Ta NPOAYKTUBHICTb iHPpAcTpyKTypu [5]. Ane, Ha CbOrogHi
TaKUX BIAKPUTMX pJaTaceTiB B YKpaiHi malke HeMae, agxKe aHTUKOPYMUinHYy
eKcnepTnu3y npoBoAATb BPYYHY | pe3ynbTaTu He npeactaBneHi y BuUraagi,
NpMAATHOMY ANA MALWMHHOMO HaB4YaHHA. MpoTe MOXKHaA 3aCTOCYBATU NepeHeceHHA
3HaHb 3 CYMiXXHMX 33aga4y abo BWKOPWUCTATM FeHepaTUBHI Moaeni BeNnKoro
macwTaby, TpeHoBaHi Ha BeNeTeHCbKMX obcarax TeKcTiB [6]. [lo HMX HanexaTb
cyyacHi moBHi mogeni, 3okpema ChatGPT Big OpenAl, Aki npoaeMoHcTpyBaan
30aTHICTb PO3YMITU | reHepyBaTM 3B’A3HUIA TEKCT MaMKe NOACBLKOTO pPiBHS.
3okpema, mogenb GPT-4 noKkasana NOACbKMIA piBeHb pe3ynbTaTiB Ha 6aratbox
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npodeciMHMUXx Tectax — Hanpuknag, YCnillHO CKaana icnuT Ha aABoKaTa,
yBinwoBwK o Ton-10% Hakkpawmx pesynvratis [7]. BoHa 3gaTHa yTpumyBaTtu
BE/IMKMIA KOHTEKCT i BPAaxoByBaTU HIOAHCK PopMyntoBaHb. Lle O03Hauvae, Wwo TaKka
MOAE/b NOTEHLIMHO MOXKE «NPOYUTATU» AOKYMEHT i BUSHAUUTMU, AKi MOr0 YaCTUHM
BUMNAAAOTb NiA03PIN0 3 TOYKM 30py KOPYMUIMHUX PU3MKiB. DAaKTUYHO, BENUKI
MOBHI Mmofeni MOXyTb IMITyBaTM NOriKy eKcnepTa, AKWO X NpaBUIbHO
cnpamysatv. Ha BigmiHy Big KOPCTKUX MpaBua, MOAENb MOXe pPOo3Mi3HATH
HeTMnoBy ¢pa3y abo cknagHy KombiHauito, 3p03yMiBLIM 3MICT, @ He nuwe dopmy.
Mpn ubOMy cAifg, 3a3HAYMTU, WO MOBHI MOAENi TPEeHYBANNCA Ha Pi3HMX MOBAX;
Cy4yacHi mogeni AeMOHCTPYIOTb BUCOKMIN piBEHb BOAOAIHHA M YKpaiHCbKOKO — 3a
pe3ynbratamm baraTomoBHUX TecTiB GPT-4 nepesepluye nonepeaHi moaeni y 24 3
26 MOB, BK/IIOYHO 3 MOBamMM 3 OOMEXEeHUMU JaHMMM ANs HaByaHHA [7]. Le aae
niacraBu 3any4aT¥ Taki mogeni AnA aHanisy yKpaiHOMOBHUX OKYMEHTIB.

MocTaHOBKa 3aBAAaHHA Ta BUMOru Ao cuctemu. O6’eKTom aBTOMaTM3aL,i B
HaWoOMy MNPOEKTi € NpoLec eKCnepTu3M TeKCTiB AOKYMEHTIB (HakasiB) 3 MoLwyKy
KopynuioreHHMX ¢aktopis. CucTema NOBMHHA 3abe3neyyBaTW 3aBaHTaXKeHHA abo
BBEAEHHA TEKCTY AOKYMEHTA YKPAIHCbKOK MOBOK, MOr0 aHani3 3a BU3HAYEHUMMU
Kputepiammn 1a GOpPMyBaHHA pe3ynbTaTy y 3pYy4YHOMY OAA KOPUCTYBa4da BUMAALI.
KopuctyBayamm cuctemn MOXKyTb OyTM yNOBHOBA*KeHi 0cobu 3 nuUTaHb
3anobiraHHA Kopynuii B opraHax BnaguM abo iHWI eKkcnepTn, AKi nNepesipsioTb
NPOEKTN HAKa3iB nepes, iX 3aTBepaAKEHHAM.

OKpecnmmo OCHOBHI PYHKLIIOHaNbHI BUMOTU A0 NPOrpamMHOro 3acoby.

1. AHani3 TeKCTy AOKYyMeHTa YKPaiHCbKOIO MOBOK: CUCTEMA NMOBUHHA BMITU
onpauloBaTy NOBHUIM TEKCT HaKasy 06CArom A0 KilibKOX CTOPiHOK (mo ~5-10 Tuc.
CMMBOIB) i BPaxyBaTW KOHTEKCT Npu aHanisi [8].

2. BuasneHHA KopynuioreHHMX ¢aKTOpiB: HA OCHOBI 33a4aHOrO nepeniky
dakTopiB (4eK-N1CTa) cucTema iAeHTUDIKYE, UM MPUCYTHIN KOXKEH i3 HUX Y TEKCTI, y
pa3i BUABNEHHA — HAZAE MNOACHEHHA, AKUMMA came parmMeHT TEKCTy i Yomy
BigHECeHO J0 NeBHOro GpakTopy.

3. ®opmyBaHHA 3BiTy: pe3ynbTaT pPobOTH, WO MICTUTb CNUCOK 3HAUAEHUX
KopynuioreHHMx ¢akTopis abo NOBIAOMNEHHA NPO iX BiACYTHICTb, ANA KOMXKHOrMO
3HanAeHoro GakTopy HABOAUTLCA LUTaTa Ta PEKOMEHAALIA LWOAO YCYHEHHS.

4. 3pyyHicTb iHTerpauii: NPorpamHMin NPOAYKT MA€E NEerko iHTerpyBaTmca y
icHyto4i poboui npouecu, wWob KOpUCTyBay Mir nepesipUTM [OKYMeHT 6e3
CKNaAHUX TEXHIYHUX AilA.

5. besneka gaHuX: Mif 4Yac BUKOPMCTaHHA 30BHilLHIX Al-cepsiciB (sak-oT API
OpenAl) BpaxyBaTh BUMoru 6e3neKkn Ta aHOHiIMi3yBaTK abo He nepegaBaTM HAATO
yyTAnBY iHdopMaLiito.

[0 OCHOBHMX HedYHKLiOHaNbHUX BUMOT BiAHECEMO NPOAYKTUBHICTb (aHani3
O/IHOTO [IOKYMEHTA B igeani Mae TpmBaTU He BiNbll HidK KiNbKa [AecATKiB CeKyHa),
MacliTaboBaHiCTb (MOMIMBICTL 0BPOBKM KiNbKOX AOKYMEHTIB MNocnigoBHO 6e3
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360iB) Ta PO3WMPIOBAHICTb (Nerke OHOBNEHHA CNUCKYy aKTopiB YM nepexig Ha
iHWy Al-mogenb npu notpebi) [9].

MpoekTyBaHHA apxiTeKTypu Ta BUbip TexHonorin. bepyun [o ysarm ui
BMMOrM, obpaHa apxiTekTypa pilleHHA NOBMHHA OyTW THy4YKo i moaynbHoto. 3a
OCHOBY BMKOPWUCTAEMO NNatpopmy n8n — CyvyaCHUM iHCTPYMeHT Ana nobyaoswu
aBTOMaTM30BaHMX poboumx npouecis, WO € Bigkputolo (open-source)
nnatpopmoto workflow-aBTomaTnsauii Ta [A03BoNAE 3'€AHYBATM PiZHOMAHITHI
3aCTOCYHKM i cepBicK mMix coboto [10]. BoHa mae Bi3yanbHUI iHTepdeinc nobynosum
npouecy y BUrnagi nocnigoBHocTi By3niB (node-based approach), 3aBaskn Yyomy
KOPMUCTYyBaA4Y MOXe CTBOPIOBATM CKAagHI iHTerpauii. n8n niaTpMmye noHag
400 roToBMX iHTerpaLin, y Tomy YMcai i 3 cepBicamu WITYYHOTO iHTENEKTY, @ TaKOX
[I03BONAAE BUKOHYBATU BNacHMI Kog, (JavaScript/Python) y By3nax ans peanisaui
cneundivHoi norikn [10]. Taka ribpuaHa MOXKAMBICTb — NOeAHYBaTU 6e3KoA0BI
PilUeHHSA 3 BIACHUM KOAOM — pobUTb N8N igeanbHO NNaTGOPMOI0 ANA WBUAKOTO
NPOTOTMMNYBAHHA HALOi CUCTEMM.

3o0Kkpema, y n8n € By3on Al Agent, Wo iHTErpye MOXINBOCTi BE/IMKOI MOBHOI
mogeni y pobounii npouec. Mo cyti, Al Agent node Hagae aBToHOMHOMY Al-areHTy
JOCTYyNn A0 noTpibHUX iHCTpymeHTiB i APl, [o03BoAsitodM MOMY BWKOHYBATH
3aBgaHHA B pamKax pobouoro npouecy [11]. B Hawomy BuMNaaky TaKum
iHcTpymeHTOM b6yae mogenb ChatGPT Big OpenAl (yepes ix API). n8n 3abe3neuvye
3pYYHUIN MexaHi3m nigkntoveHHA o OpenAl: goctaTHbO BKasatu API-katou Ta
napameTpu mogeni. Al Agent moxe NpuiimaTh Ha BXif, AaHi (TEKCT AOKYMeHTa) i
nosepTaTn 3reHepoBaHy BiANOBiAb MoAeni y BUrNAAl CTPYKTYPOBaHUX AAHUX, LWLO
Aani nepenatoTbCA MO NAHLIOXKKY.

Onsa nobynosu NpoTOTUNY BM3HAYMMO OCHOBHI KOMMOHEHTU CUCTEMM i iX
B3aemogito (gue. puc. 1).

Mogens ChatGPT
ﬂ/—’ (aepes API)
BxipHmit goKyMeHT Workflow n8n [ signosigs
(Hakas) (AI Agent node) "\’.

Buxip: sHalipeHl
KOpYVIIioreHHi pakTopH

Puc. 1. ApxiTeKTypa NporpamHoro pileHHA

TyT, BXiAHUMW [AHUMW € TEKCT AOKYMEHTA (Haka3y), WO MNOAJETbCA Ha
06po6Ky y BurAAi pobouyoro npouecy n8n LWAAXOM KOMitOBAaHHA TEKCTy abo 3
daiiny dopmaty PDF abo yepes doTo AOKYMeHTY. YcepeanHi poboyoro npouecy
nepLoyYeproBO MOXYTb BUKOHYBATUCA AeAKi nonepesHi KPoKu: 3a notpebu TeKkcT
OYMLLYETbCA Bif, 3aMBMX CMMBONIB, PO3OMBAETLCA Ha QparMeHTU (AKWO AyKe
BENMKMI 0bcar) Towo. [dani Kntoyosy ponb Bigirpae Al Agent (Ha cxemi — 610K Al
Agent node), nigkntoueHunit go cepsicy OpenAl. Lei areHT oTpMmye Ha BXiZ TEKCT
OOKyMeHTa i prompt — cneuianbHO NiAroTOBAEHY IHCTPYKLUitO. BUKOPUCTOBYETLCA
mogaenb ChatGPT (GPT-4) uepes API, aka po3ropHyTa y xmapi OpenAl [2]. Mogenb
OnpauboBYyE BXiAHWIM TEKCT 3riAHO 3 IHCTPYKLIEK i reHepye pe3ynbraT — nepenik
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BUABNEHMX KOpynuioreHHUXx ¢aKTopis 3 noAcHeHHAmMM. OTpuMmaHa BiAnoBigb
noBepTaEeTbCA B N8N, Ae il MOXKHA BUBECTM KOPUCTyBaYvy y noTpibHomy popmarti. Ha
eTani BMBOAY peani3oBaHO MNEPEeTBOPEHHA pe3y/nbTaTy B 3PYyYHUNA BUMaL, —
Hanpuknag, ¢opmartyBaHHa y HTML-3BiT abo HagCMNAHHA NIMCTOM €NeKTPOHHOI
nowTK BignoBiaanbHii ocobi.

Po3pobka nporpamHOro npoAayKTy BWKOHyBanacs B cepeaoBuuli n8n
v1.121.3. IHTepdeiic n8n gocTynHUIA Yyepes3 Beb-bpaysep, WO Ay*Ke 3pYy4YHO ANs
iHTEPaKTMBHOrO HanalwTyBaHHA poboyoro npouecy. MNepea noyvaTkom peanisauii
6yno HanawToBaHO iHTerpauito 3 OpenAl: y HanawTyBaHHAX 06niKOBOro 3anucy
n8n AoaaHo HoBi KpegeHwiann tuny OpenAl APl 3 BBeaeHHAM CEKPETHOrO Kato4va
(APl-key oTpumaHoro 3 KabiHety OpenAl). Ue po3sonnMno B noganbliomy
BMKOPUCTOBYBaTW BYy3/1M, nos’a3aHi 3 OpenAl, 6e3nocepeaHbo, 6e3 HanMcaHHA
HTTP-3anuTiB Bpy4Hy.

ETanu po3pobKM NpoTOoTMNY MNONAranM y CTBOPEHHI Ta HanawTyBaHHI
poboyoro npouecy (y n8n gopaHo Hosui npouec "Nakazy", pani nocnigosHo
[0AaBannuCA BY3/IM 3rigHO 3 MPOEKTHOI CXeMOolo); peanisaulii JIoriku By3.iB
(HanawToBaHO OYHKLIO KOXHOFO BYy3Na: HanNpukaag, HaNWcaHO Koa AnA
nonepeaHboi 06pobKn, cknaaeHo prompt B Al Agent, 3aaaHo popmaTt Buxoay);
TecTyBaHHi (Le A403B0oNA0 N06AYMTH, YN MOAENb NPABUIBHO iHTEepnpeTye prompt
i AKi pe3ynbTaTM NoOBepTaE); HaMaroAKeHHi Ta oNTUMI3aL,i (BUABAAANCL MOMUIKK,
AKi 32 A4OMNOMOrOH0 iIHTEPAKTUBHOIO BigarogKyBaHHA N8N BUNPaBAAINCA, @ TAKOX
onTuUMisyBaBcs prompt, Wob NprubpaTh HaAMULIKOBI NOACHEHHS).

ApxiTekTypa pobo4yoro npouecy B cepeaosuLLi N8n nogaHa Ha pwuc. 2.

(e }
22, Knowledge i

database Add docs to Store

Embeddings OpenAl

Re

Embeddings
OpenAll

Puc. 2. ApxiTeKkTypa poboyoro npotecy B cepefosuLui n8n

TectyBaHHA cuctemun. [licha peanisauii NpPoOTOTMNY NOCTAaN0 3aBAAHHA
nepesipntM noro poboty Ha npaktuui. Metoto BunpobysaHb Hyno 3’AcyBaTy,
HACKiNbKM TOYHO | KOPWUCHO CUCTEMA BW3HAYa€E KoOpynuioreHHi ¢akTopn y
OOKYMEHTaX, a TaKoX OUiHWUTWU 1T NPOAYKTUBHICTb. TecTyBaHHA MPOBOAWNIOCA Ha
NPUKNA[AX HaKasiB NPo MpPU3HaYeHHs CNyK60BOro po3cnifgyBaHHA Ta YTBOPEHHA
ANCUMNNIHAPHOI KOMiICii; No ocoboBOMyY CKlady; NPO BiAPAANKEHHA; NPO 3HATTA 3
06niKy Ta cnMcaHHA TpaHCNOPTHMX 3acobis.
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KoxeH i3 umMx AoKymeHTiB 6yno 3anyweHo yepes poboumin npouec y ndn.
Pesynbtatv oikcyBanmca y BUMNAAI TEKCTOBOTO BUCHOBKY CUCTEMMU. TaKOMX,
npoBoAmMaaca NOPiBHAMbHA OLIHKA OTPUMAHUX BUCHOBKIB 3 «PYYHUM» aHanNisom
OOKYMEHTIB.

3a KpuTepii oLiHKK AKOCTI 6yno 06paHO: MOBHOTY BUAB/MEHHA (NOPIBHIOETLCA
KiNIbKICTb  3HAMAEHUX KOPYNuioreHHMX ¢GaKTopiB 3 O4YiKyBaHMMM); TOYHICTb
BUABNEHHA  (BiACYTHICTb  XMOHMX  cnpauboBYyBaHb);  YiTKICTb  MOSACHEHb
(noAcHIoEeTbCA, YOMY NEBHWUI GparMeHT € KopynuioreHHMM GaKkTopom); NpocToTa
iHTepnpeTauii (popmaT pesynbraty).

Ocobnu1BO Hac UiKaBUAW NepLUi ABa KPUTEPii — NOBHOTA i TOYHICTb, aAsKe Big,
LbOro 3aNeXUTb MPaAKTUYHA LUiHHICTb cucTeMu. AKWO cucTema NponycKaTume
neski daktopu, i He Ay»Ke MOXKHa A0BipATU 6e3 NOBTOPHOI Py4YHOI NepeBipKu.
AKWoO K gaBatume 6Harato XMOBHWX 3ayBa*KeHb, Lie CTBOPWUTb [04aTKOBYy poboty
eKkcnepTy (HeobXigHicTb BiACitOBaTM XMOHI CNpaLboBYBaHHA), WO TeX HebarkaHo.

Pe3synbTaTv TecTyBaHb NigTBEpPAMAM, WO CUCTEMA YCMILWHO BUKOHYE POAb
«MOMIYHMKa eKcnepTa», WBWAKO BKAsyluM Ha npobiaemHi Micua B TeKCTax
DOKymeHTiB. OcobnMBO BiA3HAaUMMO 3AaTHICTb CUCTEMU BUABAATU HENPAMI
daKTopu, 30KpemMa, LWITYYHi NpuBinei Ta NoTeHUiNHI KopynuiiHi cxemu. Cuctema
BipHO iAeHTUdIKYe 61n3bKo 70% KopynuioreHHUX ¢GakTopiB, MPUCYTHIX Y TEKCTI,
npu LbOMY ManKe He [a€ abCoONOTHO XMOHMX 3ayBaeHb. Y TeCTOBMX Kelcax
NPOTOTUN 3HaxogMB Taki daKTopu, AK pPO3MUTI  POPMYNIOBAHHA, LITYYHI
nepewkogM B npoueaypax, KOHPAIKT iHTepeciB, Ta 06rpyHTOBYBaB iX Ha OCHOBI
KOHKpPEeTHUX MNOJIOXeHb AOKyMeHTy. LLBuAaKoaia nporpamu 3afoBinbHa: aHani3
OOKYMeHTa obcarom ogHiei cTopiHKM 3aiimae ao 30 cekyHA, WO 3HayHo
nepesepLlye WBUAKICTb PYYHOI eKCnepTusm.

BucHoBKku. CTBOpEHWI NPOTOTUN MOBHICTIO peanisye QyHKLUiOHaNbHI Ta
HedYHKLiOHaNbHI BUMOrM. Ha npakTUYHUX NpuKIagax BiH AeMOHCTPYE 34aTHICTb
aBTOMATMYHO BUABUTU B TEKCTI KOPYNUioreHHi pakTopu, AKi He gyKe OYeBUAHI ANs
KopucTyBaya. Lie niaTeeparKye *KUTTE3AATHICTb 0OpaHOi apxiTeKTypu i niaxoay.

Po3pobneHo Ta anpob6oBaHO NPOTOTMM CUCTEMMU, AKMI 3A4aTHWNIA 34IACHIOBATH
CEMAHTUYHWUIM QaHaANi3 MPOEKTIB HAKAa3iB Yy pexumi peanbHoro 4vacy. Mig 4ac
eKCNePUMEHTANbHOrO TeCTyBaHHA Ha 6a3i AOKYMEHTIB NPAaBOOXOPOHHWUX OpPraHis
cMcTemMa NPOAEMOHCTPYBasa BUCOKY edpeKTUBHICTb B iaeHTMUdiKaLii cneymdivyHmx
AedeKTiB NpaBoOBOro perynioBaHHA. 30Kpema, 6yno ycniwHoO BepudikoBaHO
BUMAAKM HAaAMIPHOT agMiHICTPAaTUBHOI AMUCKpeLii, HAABHOCTI HEYITKMUX OLHOYHMUX
$opMyntoBaHb Ta KOMi3iIMHMX HOPM, IKi CTBOPIOIOTb NepeayMoBU ANA 3/10BXKNBaHb.
EKCcnepumeHT nigTBEPANB CMPOMOXKHICTb Al-areHTa iHTepnpeTyBaTM HOPULUYHNIN
KOHTEKCT, LLLO BUXOAUTb 32 MEXKi MPOCTOro NOLLYKY KAOYOBUX CAiB.

Po3pobneHa cuctema moxke OyTM BMKOPUCTaHa fAK iIHCTPYMEHT MiATPUMKMK
ANA YyNOBHOBAXXeHMX 0Cib 3 NMTaHb 3anobiraHHA Kopynuii B opraHax gep»KaBHoi
Bnagn. BoHa A03BO/IMTL NPOBOAUTM €KCnpec-aHani3 MpPOeKTiB HaKasiB i iHWKX
AOKYMEHTIB Ha paHHiX CTafiax ix nigroToBKW, BUABAAIOYN MNOTEHLINHO PU3MKOBaHI
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HopMmM We Ao norogxeHHA 3 HA3K. Le cnpuatnme nigBuLLeHHIO AKOCTI BHYTPILHIX
HOPMATUBHUX aKTiB, 3MEHLUEHHIO KiJIbKOCTI KOPYNUIOreHHUX MnomMuaoK. B
nepcneKkTusi uA po3pobka moxe OyTu iHTerposaHa y bifbl WKMPOKY cucTemy —
HanpuKNag, AK MOAYNb B €NeKTPOHHOMY AOKYMeHTOOobiry, Ae npu CTBOPEHHI
NPOEKTY AOKYMEHTA aBTOMATUYHO reHepyETbCA aHTUKOPYNLiMHUIA BUCHOBOK.

1. HauioHanbHe areHTCTBO 3 nNMTaHb 3anobiraHHA Kopynuii. OHoB/EHa
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5. Kawrtan C. C. Ontumisauisa pecypcis Ta aBTomaTm3auia 36epiraHHA BeNUKUX
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INTELLIGENT INFORMATION SYSTEM FOR DETECTING CORRUPTION-GENERATING
FACTORS IN LEGAL TEXTS BASED ON LARGE LANGUAGE MODELS

The study is aimed at solving the relevant scientific and practical problem
of automating the detection of corruption-generating factors within the texts of
administrative and executive documents. The primary objective is to develop
and verify an intelligent information system that minimizes the impact of the
human factor and enhances the objectivity of anti-corruption expertise for
internal regulatory acts (specifically orders).

The research employs a comprehensive approach based on the
hybridization of deterministic analysis methods and stochastic deep learning
models. The scientific inquiry is grounded in the integration of formalized
algorithms with the cognitive capabilities of Large Language Models (LLMs),
particularly the GPT-4 architecture. The technical architecture is implemented by
designing complex workflows on the n8n platform, ensuring flexible integration
of Al agents via Application Programming Interfaces (APIs).

A system prototype capable of performing real-time semantic analysis of
draft orders was developed and tested. During experimental testing on law
enforcement agency documents, the system demonstrated high efficiency in
identifying specific legal drafting defects. Notably, instances of excessive
administrative discretion, vague evaluative phrasing, and conflicting norms that
create opportunities for abuse were successfully verified. The experiment
confirmed the Al agent's capacity to interpret legal context beyond simple
keyword searches.

This study proposes a novel conceptual model for automated anti-
corruption monitoring that combines rigid logical rules with neural network-
based contextual analysis. The practical value of the results lies in the potential
implementation of the developed tools within internal audit and compliance
units of government agencies for preventive anti-corruption measures. The
proposed solution is scalable across various types of legal documentation,
opening prospects for further digitalization of legal monitoring.

Keywords: Corruption-generating factor, Anti-corruption expertise,
Artificial intelligence (Al), Machine learning (ML), Natural language processing
(NLP), ChatGPT, n8n platform, LegalTech.
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E®EKT HACMYEHHA AOBPUB B ATPOBUPOBHULTBI BE3 BUXOAY 3A MEXI
NIHIAHOTO NPOrPAMYBAHHA

Po3rnaHyto npobnemy mopaenioBaHHA e¢peKTy HacuueHHA [Ao6puB B
arpoBUpPo6HULUTBI, KoM popaTtKosi A03M He 3abe3neuyloTb NPonopuiiiHOro
npupocrty BPOXKalHOCTI. 3anponoHoOBaHO meTtoa KYCKOBO-/iHiNHOT
anpoKcumaluii, Wo A03B0NA€E BpaxyBaTu 6iosoriuHy peanbHicTb HacuueHHa b6es
BMXOAY 3a MeXi NliHiNHOoro nporpamysaHHA. MobyaoBaHo matemaTUUHY MoAeNb
i3 3MiHHMMKM Aana naowi KyabTyp Ta A03 A06puB, UiINbOBOIO ¢YHKLUiED
MaKcuMi3auii BPOXaWHOCTI Ta cuctemoro obmexkeHb Ha pecypcu U mexKi
cermeHTiB. HaBegeHo npuKnag Ana ABOX KyabTyp i3 TPbOMa cermeHTamu
A06puB, WO AEMOHCTPYE NPAKTUYHY NPUAATHICTb MOAENI ANA arpoNaHYBaHHA.
Moka3aHo, Wo Takuii nigxip 36epirae obumncnoBanbHy NpocToTy, 3abesneuye
NPO30pPICTb pilleHb i MOXKe 6yTU pPO3WUPEHUNA ONA BPaXyBaHHA €KOHOMIUHMX,
€KONOoriyHuX Ta AKiCHUX ¢pakKropis.

Knwyosi cnoea: niHiiHe nporpamyBaHHA; edeKT HacuuyeHHs; A06puBa;
arpoBUPO6GHULTBO; KYCKOBO-NiHIMHA anpoKcUMMmaLif; ONTUMI3aLia BPOXKalHOCTI;
MaTeMaTU4yHa mopgefb.

Bctyn. CyyacHe arpoBMpPOOHULTBO XapaKTEpPM3YETbCA BUCOKUM pPiBHEM
iHTeHcubiKay,ii, wo nepeabdayae WMpPoOKe 3aCTOCYyBaHHA MiHEpPaNbHUX A06pMB AnA
nigBULLEHHA BpoOXanHocTi. OgHakK HagmipHe BHeceHHA A00puMB He 3aBXAM
3abe3neyye nNPONOPUINHMIA NPUPICT NPOAYKTUBHOCTI KynAbTyp, a HABMNAKK
NPU3BOAUTbL A0 EKOHOMIYHUX BTPAT Ta 3HAYHMUX EKONOTIYHMUX PU3MKIB, NOB’A3AHUX
i3 3abpygHeHHAM TrpyHTIB i BoAHWUX pecypcis. Lle asuwe Bigome Ak edekT
HacMyeHHs pobpus (puc. 1), KonM OoAaTKOBI 03X  nepectawTb  bHyTn
edekTmsHumM [1].

A ONTUMAJIbHA
NI03A

BPOMAMHICTb KYJIbTYPH

[
>

[l03A [106PUB

Puc. 1. EbeKT HacnyeHHs aobpus
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Y HayKoBilt npaKkTUUi AN8 MOAEeNtoBaHHA pPO3MOoAiny PecypciB LWUMPOKO
3aCTOCOBYIOTbCA MeETOAM JiHiMHOro nporpamyBaHHsa (/1M). BoHW aatoTb 3mory
onTUMI3yBaTK BUPODOHMYI Npouecn Ta 3abe3nevyBatv MakcMmisauito NPpUOYTKY umn
BpOXKanHocTi [2]. MpoTe KnacuyHi mopeni JIM rpyHTYIOTbCA HA NPUNYLLEHHI
NiHINHOT 3aN1eXHOCTI MiXX BUTpaTaMKM pecypciB i pe3ynbTaTaMu, WO He A03BONSAE
BpaxyBaTn edeKT HacuyeHHs. BHacnigok Uuboro BMHMKAE PO3PUB  MIXK
MaTEMATUYHOD MOAENND Ta arpobionoriyHow peanbHicTo, WO 0bMeXye
NPaKTUYHY LiHHICTb TaKNX NiAX0AiB Y NNaHYBaHHI arpapHOro BUpPobHULTBA.

Y AaHii cTaTTi 3anponoHOBaHO MOAENi, AKi NOEAHYIOTb CTPOTICTb NiHIMHOrO
NPorpamyBaHHA 3 MOM/IMBICTIO BiATBOPEHHA edeKTy HacuyeHHs obpus. Takui
niaxia pae 3mory 36epertm obuymcntoBanbHY NPOCTOTY Ta MPO30PICTb PilleHb,
BOAHOYac 3abe3neyytoun iXx arpoOHOMIYHY AOCTOBIPHICTb i NPAKTUYHY NPUAATHICTb
ANA ONTUMI3aL,ii BUKOPUCTAHHA PECYPCiB Y CiIbCbKOMY rocnoaapcTsi.

OCHOBHa 4YacTUHa

AHasi3 0ocMaHHix 0ocnidxnceHsb. Y AOCNiAMeHHAX arpobionorivHnx npouecis
LWMPOKO 3aCTOCOBYIOTbCA Pi3Hi Moaeni Biaryky KynbTyp Ha BHeCeHHA A06puB.
KnacMyHumm € KBagpatuuHi mogeni, Wo OnNUCYoTb 3a/1EXKHICTb BPOXKAMHOCTI Big,
003 f06puB 3 ypaxyBaHHAM ToukuM ontumymy [3; 4]. JlorictuyHi mopeni
A03BONAIOTb BiATBOPUTU S-NoAibHY KPUBY POCTY Ta HAaCMYeHHA, WO Bigobpakae
NOCTynoBe 3HUXKeHHA ePeKTUBHOCTI A0AaTKoBMX A03 [5]. EKCNOHeHLUiliHi moaeni
3aCTOCOBYIOTbCA A/1A ONUCY LWBWUAKOTO MPUPOCTY BPOMKAMHOCTI Ha MOYATKOBUX
eTanax BHeCeHHA A06puB, i3 NoganblMm YNoBiNbHEHHAM [6].

Monpwu 6ionoriyHy afaeKBaTHICTb, HENiHIMHI Mogeni MatoTb CYTTEBI HELOMIKM:
BOHW NOTPebyloTb CKNAAHMX PO3PaxyHKiB, BWUKOPWUCTAHHA cheLiani3oBaHMX
ANropuUTMIiB ONTMMI3ALLi Ta YAaCcTO He NPUAATHI ANA NPAKTUYHOrO 3aCTOCYBaHHA Y
rocnoaapcreax 6e3 BignNoBigHOro NporpamHoro 3abesneyeHHs [7].

Ha npoTusary ubomy, niHiiHi mogeni 3abe3neuvytoTb NPOCTOTY 0BYMCNEHHA,
NpO30piCTb i AOCTYMHICTb ANA arponsaHyBaHHA. BOHW nerko peanisyotbea y
CTaHAapTHUX nporpamHux cepeposuwax (Excel, MATLAB, Python), no3BsonsawTb
WBWAKO MEepeBipATM pilleHHA Ta afanTyBaTW iX A0 3MIHHUX YMOB BMPOOHMLTBA
[8]. Came Tomy aKTya/ibHMM € MOLWYK CrnocobiB iHTerpauii epeKTy HacUYeHHSs
A06pMB Yy MeXKax JiHIMHOroO nporpamyBaHHA, WO MNOEQHYE arpobionoriyHy
peanibHiCTb i3 MaTEMATUYHOIO CTPOTICTIO Ta NPAKTUYHO NPUAATHICTIO (puc. 2).

KBAIPATHYHA NOTICTHYHA EKCMOHEHLlIMHA F1IHIAEHA ATPOSCHMALIA

-

-
7

~

-

P

YPOPAMNACTD

YPOPANNACTD
Vralidd
P AL TR

BHECEYHS! JO5PHB BHECEVHSA JOEPHB 0 LRl BT

Puc. 2. EBontouin mogenei Biaryky Ha gobpwvBa: Big KnacuuyHux 6ionoriyHmx
(kBagpaTMyHa, NoricTMYHa, eKCNOHEeHLiMHa) 40 NiHiMHOT anpoKcMmau,ii, Wo A03BONAE
BpaxyBaTu edeKT HAaCUYEHHS Y MeXKax NiHIMHOTo nporpamyBaHHA. KoxkHa moaenb
Bigobpakae pisHUI XxapaKTep 3aNeKHOCTI BPOXKaMHOCTI Big 4031 A06puB, Wo mae
3HAYeHHSA ANnA BM6opy MaTeMATMYHOrO anapaTy B arpon/iaHyBaHHi
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dopmynosaHHA npobaemu

bionoriyHa cyTb nonArae y Tomy, Wo ePpeKkTUBHICTb BHECEHHA MiHEpanbHUX
nobpuB He € HeobmexKeHO 3pocTatouyold GYHKLUIEW: nicna  A0CArHEHHS
ONTUMaNbHOI [03M A0AATKOBI NPUPOCTU BPOMKAMHOCTI NOCTYNOBO 3MEHLUYIOTbCA.
Le sBuuwe Bigome AK edeKT HacMYeHHA A006PMB, KON KOXKHA HACTynHa oAMHMLUSA
pecypcy Aa€ MeHWWN MNPUPICT NPOAYKTUBHOCTI, @ HagMipHe BHECEHHA MoXe
HaBiTb NPMU3BOAUTU A0 EKOHOMIYHMX BTPAT Ta EKONOTNIYHUX PU3MKIB.

MaTemaTnyHa npobsiema MoAsrae y Tomy, WO KAacM4Hi moeni NiHinHoro
nporpamyBaHHs 6a3yoTbCA HA NPUNYLLEHHI NPONOPLIMHOrO NPUPOCTY pe3ybTaTy
Bi BUTpaT pecypciB. Taka AiHiMHa 3anekHicTb He Bigobparkae peanbHoOI
arpobiofioriyHoi KapTUHM, OCKINIbKM irHOpye edeKT HacuyeHHs. Y pesynbTaTi
BMHWKAE PO3PMB MiK MaTeMaTUYHOIO MOAENNI0 Ta NPAKTUKOK arpoBMPOOHULTBA,
Lo ObMerKye 3acTocyBaHHA TPAAMULIMHUX NiHIMHUX Moaeneih y naaHyBaHHi
ONTUMaNIbHOTO BUKOPUCTAHHA A06pMB.

Ons po3B’A3Ky 3a3HayeHoi npobaemu [OUiNbHO BpaxoByBaTM edeKT
HacuyeHHsa (Puc. 1) y merKax ANiHiiHOT mogeni. OnA Uuboro BUKOPUCTOBYETLCS
KYCKOBO-/IiHIMHa anpoKcKMMalLlifa, AKa A03BONAE BiATBOPUTM cnagHy edeKTUBHICTb
nobpus 6e3 nepexoay A0 HENIHIMHUX METOAIB.

MocmaHoska 3adavui.

BBoAATLCA 3MiHHI:

- xi 2 0 — nnowa, BigBeaeHa nig KynbTypy i, Aei € (1,...,n).
- fi2 0 — KiNbKicTb A06PUB, LLLO BHOCUTLCA ANA KYNAbTYPU i.

Linbosa ¢yHKyiA.
MeTo € MaKCMMIi3aLLifA CyMApHOi BPOXKAMHOCTI:

Z o = Zn:%‘ iXis (1)
i-1

Ae y,— epeKkTMBHICTb eGeKTMBHOCTI A40OPUB ANA KYNAbTYPU i.

Cucmema obmexnceHs.
ObmeKeHHA Ha NAoLLY 3emMeNlbHUX PecypciB:

n

Zx,.SA,

i=1
ae A —3aranbHa gocTynHa naouwa.

OcobnumsicTb:

- NiHiIMHa 3aN1eKHICTb — KOXKHa A04aTKOBa OANHMLA A0OPMB Aa€E OAHAKOBUN
NPUpPICT BPOXKaNHOCTI;

- MOZeNlb He BPaXxoBYE edeKT HacuyeHHs aobpus.
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O6’eKT pocnipg)KeHHA € npouec ONTMMI3aLii BMKOPUCTAHHA 3eMesibHUX
pecypciB Ta MiHepanbHUX A06pMB B arpoBMPOOHMUTBI i3 BpaxyBaHHAM edekTy
HaCMYEHHA, peanisoBaHUM Yy MeXKax /iHIMHOro nporpamyBaHHA 3 KYyCKOBO-
NiHINHO anpoKcMMmauieto GyHKLIT BigryKy BpOXKalHOCTI HA 403y A06pmB.

MeTta pobotn nonsarae y po3pobui Ta 06FpyHTYBaHHI moaeni NiHikHOro
nporpamyBaHHA AnA  ONTUMI3aUil BUKOPUCTAHHA 3eMeslbHUX pecypciB i
MiHepanbHUX A06pMB B arpoBMPOBHULTBI 3 ypaxyBaHHAM edeKTy HacuyeHHs. Lle
3abe3nevyye noegHaHHA arpobioNoriyHoi peanbHOCTI 3i CTPOrold MaTeMaTUYHOIO
dopmanizauieto Ta NPaKTUYHO NPUAATHICTIO 41A arponaaHyBaHHA.

NobypoBa moaeni 3 KyCKOBO-/NiHINHOIO anpoKkcumauielo PyHKUii Biaryky
BpO’XalHOCTI Ha 03y fobpwus

Ons BpaxyBaHHA edeKTy HacuuyeHHA aobpms (puc. 1) y mexax AiHilHoro
NporpamyBaHHS AOUINIbHO BUKOPUCTATU KYCKOBO-/IiHIMHY anpoKcumauito GyHKLi
BiZIFYKY BPOXKaMHOCTI Ha A03Yy Aob6pwus (puc. 3).

A
T Y1>Y2>.. Yk

Y2

fao fo S

Puc. 3. KyckoBo-niHiMHa anpokcumalis dyHKu,i: Bick X — go3a gobpus, po3buta Ha
cermeHTH fis, fo, ..., fix; Bicb Y — NpUpicT BPOXKAMHOCTI; KOXKEH CErMEHT MA€ BIaCHWU

KoedilieHT epeKTUBHOCTI ¥, > 7., >...> Vi, WO Bigobparkae cnagHy sigaavy Big,
[04aTKOBUX A03; NiHiA CKNAaJa€EeTbCA 3 BiAPI3KiB, AKI MOCTYNOBO 3MEHLLYIOTb HaxuA,
Mmoaentoroumn edpekT HaCMUYEHHA Y MeXKax NliHilHOT moaeni

lnea nonarae y TOMy, WO 3aranbHa fAo3a A06puB ANA  KyabTypu |
PO3bMBAETLCA HA CErMEHTU fik, KOXKEH 3 AKUX XapaKTepu3yeTbCA BAACHUM
KoediuieHTOM eeKTUBHOCTI ¥, .

1. Po36uBKa 0031 40OPUB Ha CErMEHTH:
- 3aranbHa g03a A06puMB ANA KyNbTypu i NOAINAETbCA Ha K CErMeHTIB:

K
fi:Zfik'
k=1
- KOXeH CermeHT fi BiANOBiAAE NeBHOMY iHTepBany BHeCeHHA A[06puB

(Hanpuknaa, nepuwi 50 Kr/ra, HacTynHi 50 Kr/ra Towo).
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- AR KOXXHOTO CerMeHTa BM3Ha4aeTbcA KoedilieHT epeKTUBHOCTI ¥, , AKMIA
Bigobparkae cnagHy Bigaavy Bif A0AATKOBUX 4,03. [1PU LbOMY 7, > 11y > ... > Vi

2. ObMmeXKeHHA Ha CerMmeHTu.
Jna KOXXHOro cermeHTa BBOAUTHCA OOMENKEHHA:

0<f, < f., Vik,
ne 7ik — MaKCcMmasbHa A0MNycTUMa 033 A06pUB Ha CermeHTi k Ans KynbTypu i. Lle

3abe3neyye peaniCTUYHICTb MOAeNi Ta KOHTPO/Ib 32 pecypcamu.

3. UinboBa dpyHKuiA

OnTumisauia  34IACHIOETBCA 33  KPUTEPIEM  MaKCMMIi3aUii  CymapHOi
BPOKAMHOCTI:

n_ K
Zmax = Zzy[kﬁk .xﬂ (2)

i=l k=1
ne
- Xi — NOLWA Nig KynbTypy i;
- fik — KiNbKicTb ,OOPUB Ha CermeHTi k;
- 7, — ebeKTnBHIcTb 06pUB Ha cermeHTi k.

Cnornagatoun uinbosi ¢yHKUiT (1) Ta (2) BuAHO, Wo Ui GyHKLUIT popmanbHO
OZHAKOBI, a/ie Pi3HMUA NONATa€ y TOMY, AK BU3HAYEHI 3MiHHI: Y KNAacu4Hii mogeni
ePEeKTUBHICTb MOCTINHA, @ B KYCKOBO-/iHIMHI — BOHA 3MiHIOETbCA 3@ CErMEHTaMM.
Le pae 3mory BpaxoByBaTM edeKT HacuyeHHA p[obpus (puc. 1) 6e3 BTpaTu
NiHiMHOCTI.

4. MNepeBara moaeni 3 KYCKOBO-/iHIMHOK anpPoKCMMaLieto GyHKLT

- mopaenb 3bepira€e NiHIMHICTb, WO AA€ 3MOry 3acTOCOBYBAaTU KACUMYHI
MEeTOAM NiHIMHOro NPOrpamyBaHHA;

- BOAHO4YAC BOHA BiATBOPIOE cnagHy ePpeKkTUBHICTb A0OPUB, OCKINIbKM KOXKEH
HaCTYMHUIN CErMEeHT Ma€E MEHLINIA KoediLLiEHT ¥, ;

- TaKMM Nigxia noegHye NpocToTy ob4YmcaeHb 3 6i0N0riYHOK AOCTOBIPHICTO,
CTBOPIOOYM MOAENb NPUAATHOI ANA NPAKTUYHOTO arponaaHyBaHHA.

MopiBHAHHA Mogenen BiAryKy BpPOXaWHOCTI Ha gobpusa npeacTaBAeHO Ha
puc. 4.

I Iy I
Puc. 4. MopiBHAHHA MoAaenel BiAryky BpoXanHocTi Ha 4obpuBa: NiHiliHa (cnpolleHa),
HefiHilHa (6iooriYyHO TOYHA) Ta KyCKOBO-NiHiliHa (KomnpomicHa, NpaBaonoAibHa i
obuncnioBaHa)
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Tpu mogeni y nopisHsaHHI (Puc. 4):

- NiHINHA MoZenb — HAATO CNPOLLEHA, HE BPAaXOBYE HAaCUYEHHS.

- HenliHiMHa moaenb — 6ioNoriYHO TOUHa, ane cknagHa ana obYncieHs.

- KYCKOBO-JliHiiHa moaenb — 6iosioriyHo npaBaonoaibHa, 36epirae NniHinMHicTb
i A€ 3MOry BpaxyBaTu epeKT HaCMYEHHA Yepes3 CErMEHTU 3 Pi3HOO ePEeKTUBHICTIO.

Mpuknag po3B’A3Ky 3a4adi NiHIMHOro NnporpamyBaHHA 3 KYCKOBO-/iHiIAHOO
anpoKcMMmaLi€lo ANA 06UMCNEeHHA ONTUMANbHOI BPOXKAUHOCTI

Tecmoei 8uxiOHi OaHi

€ aBi KynbTypyn — Kynbtypa 1 i Kynbtypa 2.
€ ABi naow,i Nig KynbTypu — 3MiHHI X1, X2, obMeKeHHA:

X, +x,<2 ra.
HasasHi cermeHTn A06pMB:

-Kynbtypa 1: y,, =0.8 y /e, y,,=0.5y/ke, y,; =0.2 y/xe.; mexi:

Jivs i f13 S30kr
- Kynbtypa 2: 3, =0.6 y/ke, y,, =04 y/ ke, y,, =0.1y/ke.; mexi:

Jars Foas foz S30kT

HanasHi pecypcu:

K
- Bropxet — Zfl.k <120 kr

k=1

- Poboui roanHm: 15x, +10x, +O.22 i <40 ronus. (3)

Ans pecypey (3):

- 15x, = ue suTpat npaui Ha o6pobitok 1 ra KynbTypn 1. AKWO x1=2, TO
noTpibHo 15-2 =30 roaunH.

- 10x, = ue BuTpaTM npaui Ha 0bpobiTok 1 ra KynbTypu 2. AKWO x2=1, TO
notpibHo 10-1=10 roauH.

- 0.2Zﬁk — ue BMTpPaTU Mpaui Ha BHeceHHA A06puB. KoxKeH Kinorpam
Ao6pme «kowTtye» 0.2 roguMHW. Hanpuknapg, AKWO CymapHo BHeceHO 50 Kr, TO
notpibHo 0.2-50=10 roauH.

Takum YMHOM ans pecypcy (3) 3aranbHa KiNbKiCTb rOAWH = FOAUHM Ha Naowy

+ roAnHN Ha obpmBa. 3arasibHa KifIbKiCTb roAMH HEe MOKe nepeBuLLyBaTh Aimit 40
roguH.
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OTKe, 0bMeKeHHs (3) Moaentoe cymapHy TPYAOMICTKICTb: 6a30Bi roAMHM Ha
reKTapu + 04aTKOBI FOAMHM Ha BHECEHHA A06puB.

3B’A30K nowi Ta 40bpuB:

S £30x,, £, <30x,, f,; <30x;;
|51 £30x,, f,, <30x,, f,; <30x,.

JobpuBa He MOXyTb icHyBaTW «BigipBaHo» Big naowi. AKWo naowa
KyNbTypu LOOPIBHIOE HyMtO, TO W [0bpuB Ansa Hei He MOXKHa BHecTU. KoxkeH
CerMeHT MAE CBOKO BEPXHIO ME)Ky A03M Ha reKkrap. Tomy 3arajibHa KinbKiCTb
A06pMB y cermeHTi MmaclwTabyeTbca nponopuinHo Ao naowi. Lle pobute moaenb
PO3PaxyHKy PeaniCTUYHO: MU He MOXeMO BHeCTW, Hanpuknag, 30 Kr nobpus y
CEerMeHT KyAbTypwu, AKWO nig Hei BuaineHo nuwe 0.5 ra — Toai makcumym byae
30-0.5=15 kr.

Taknm 4mHOM, «3B’A30K MJOWi Ta A06PUB» rapaHTye, WO [03M [06puB
MacwTabyoTbCA BiANOBIAHO A0 PO3Mipy NAOLLI KynAbTypu. Lle KntoyoBMin MOMEHT,
AKMA POBUTb KYCKOBO-NiHIMHY MOAENb He /e MAaTeMaTUYHO KOPEKTHOW, a WU
arpoHOMIYHO NpaBaonNoAibHolO.

Python-ko0

import numpy as np
from scipy.optimize import linprog

# LlinboBa pyHKUia (MiHimi3yemo -Z)
c =-np.array([
0.8,0.5,0.2, #f11,f12, f13 (kynbTypa 1)
0.6,0.4,0.1, #1f21, 122, f23 (kynbTypa 2)
0,0 # x1, X2 (nnowi He matoTb NPAMOro BHECKY)

1)
# 3minni: [f11, f12, f13, f21, 22, f23, x1, x2]

A=]

# ObmerkeHHs: noLa
A.append([0,0,0,0,0,0, 1, 1])
b.append(2)

# ObmekeHHA: broaxeT nobpus
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A.append([1,1,1,1,1,1,0,0])
b.append(120)

# ObmexkeHHA: poboyi roanHu
A.append([0.2,0.2,0.2,0.2,0.2,0.2, 15, 10])
b.append(40)

# ObmexkeHHA: f ik<30* x_i

A+=]
[1,0,0,0,0,0,-30,0], #f11<30*x1
[0,1,0,0,0,0,-30,0], #f12<30*x1
[0,0,1,0,0,0,-30,0], #f13 <30*x1
[0,0,0,1,0,0,0,-30], #f21<30*x2
[0,0,0,0,1,0,0,-30], #f22 <30*x2
[0,0,0,0,0,1,0,-30], #f23 <30*x2

]

b+=[0,0,0,0,0,0]

# MexKi 3MiHHUX
bounds = [(0, 30)] * 6 + [(0, 2), (0, 2)]

# Po3B’s13aHHA
res = linprog(c, A_ub=A, b_ub=b, bounds=bounds, method="highs')

if res.success:
f11, f12, 13,121, f22, 23, x1, x2 =res.x
Z = -res.fun
print(f"OnTumansHi naowi: x1 = {x1:.2f} ra, x2 = {x2:.2f} ra")
print(f"Aobpusa gna kynbtypu 1: f11 = {f11:.2f}, f12 = {f12:.2f}, f13 = {f13:.2f}")
print(f"Nobpusa gna KynbTypu 2: f21 = {f21:.2f}, 22 = {f22:.2f}, f23 = {f23:.2f}")
print(f"MakcumanbHa BporKaliHicTb: Z = {Z:.2f}")
else:
print("OnTumisauis He Bganaca:", res.message)

Pe3ynemam po3e’a3Ky.
OnTuMmanbHi NAOLW Nif, KyAbTypu:

- Kynbtypa 1: x1 = 1.00 ra
- Kynbtypa 2: x, =0.59 ra

OnTumanbHi ao3n Aobpus:
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- KynbTypa 1: f11 = 30.00, fi2 =30.00, f13=0.00 Kr
- Kynbtypa 2: fr1 = 17.73, fo2=17.73, f3=0.00 Kkr

MaKkcumanbHa BpoXanHicte: Z . ~56.73 u,.

KyckoBo-/iHiMHa moaenb 3anoBHUAA HanedeKTUBHILI CErMmeHTU nepummm
(0.8 i 0.5 ana kynbtypu 1, 0.6 i 0.4 ana KRynbtypu 2). TpeTi CErmeHTU He
BUKOPUCTaHi Yepes HM3bKY epeKTUBHICTb | 0bMmexkeHHA pecypciB. Lle AeMOoHCTpYE,
AK KYCKOBO-/liHiAHA anpoOKCMMaLia [A03BONAE BpaxyBaTM edeKT HaACUMYEeHHA i
PO3MNOAINNTU PECYPCU MiXK KY/IbTypamu Binblu peanicTuyHo.

BucHoBKM

1. KycKoBo-niHiliHa anpoKcMmauia Aae 3Mory BpaxyBatTv epeKT HaCMYeHHA
BPOXKAMHOCTI nig 4Yac BHeceHHA p[o06pue, 36epiratoun  NiHIMHICTL  3apavi
onTuUmisau,ii.

2. ®opmanbHO UinboBa PYHKUiA oAHaKoBa A/ KNACUMYHOI Ta KYCKOBO-
NiHINHOT Moaeni, ane 3micT 3MiHHUX Pi3HWUI: Y KNACKMYHIN — NOCTiHA ePEeKTUBHICTD,
ANA KYCKOBO-NiHIMHIMHOT — 3MiHHA 33 CErMeHTamMm.

3. OnNTUMI3aLiNHMIA aNropuUTM «3aMOBHIOE» HaNepeKTUBHILI CermeHTm
nepwumu, NocCTynoBO MNepexogayn A0 MeHW NPOoAYKTUBHMUX, Wwo 3abesneuye
peanicTUYHUI PO3MNoAin pecypcis.

4. TpaKTUYHi pe3ynbTaTM NOKa3yloTb, WO MOAE/Nb MOXKe PO3MNOAINATU
AobpuvBa MiXK Ky/nbTypaMW, KOAM MApPXKMHaNbHA ePeKTUBHICTb Yy nepliomy
CEermMeHTI iHWOT KyNbTYPU NEPEBULLYE HACTYNMHUIA CETMEHT MEpPLLOI.

5. MepeBara AnAa arpapHoOro naaHyBaHHA MNOANArAE y TOMy, WO MoAenb
30aTHA f[aBaTM 36anaHcoOBaHi pilleHHA, AKi BPaxoBYHOTb OOMEXKEHHA NAoLLi,
brogKeTy Ta pobouMx roAuH, Ta MoOXKe OyTM 3acToCOBaHa AR pPeasibHUX
rocnogapcrs.
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Solomko M. T., Candidate of Engineering (Ph.D.), Associate Professor; Melnyk E. V.,
Senior Student (National University of Water and Environmental Engineering,
Rivne)

THE EFFECT OF FERTILIZER SATURATION IN AGRICULTURAL PRODUCTION
WITHOUT GOING BEYOND THE LIMITS OF LINEAR PROGRAMMING

The study explores the fertilizer saturation effect in agricultural
production, where additional doses of fertilizers no longer yield proportional
increases in crop productivity. While nonlinear models such as quadratic or
logistic functions are traditionally used to capture this phenomenon, they often
require complex algorithms and specialized software. This paper proposes a
piecewise-linear approximation that allows the saturation effect to be
represented within the framework of linear programming.

The model introduces decision variables for crop areas and fertilizer doses
across efficiency segments, each reflecting decreasing marginal productivity. The
objective function maximizes total yield, subject to constraints on land
availability, fertilizer resources, and segment-specific upper bounds. A numerical
example with two crops and three fertilizer segments demonstrates how the
model prioritizes high-efficiency segments while avoiding overuse of low-
efficiency ones.

The proposed approach preserves the computational simplicity and
transparency of linear programming, while incorporating agronomic realism. It
can be extended to include economic, ecological, and quality-related
constraints, making it suitable for practical farm planning and policy analysis.

Keywords: linear programming; fertilizer saturation; piecewise-linear
approximation; crop yield optimization; agricultural modeling.
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YAK 62-523.8

Conomko! M. T., K.T.H., goueHT; LWseup O. ., ctyaeHT 6 Kypcy (HauioHanbHKit
YHiBEpCcMTET BOAHOrNO rocnojapcrsa Ta NPUPOAOKOPUCTYBAHHA, M. PiBHe,
!m.t.solomko@nuwm.edu.ua)

MOZAENOBAHHA NNOTKN KOHTPOJIEPA KEPYBAHHA AUCNJIEEM
HA OCHOBI FSM-MOAENI

Y cTartTi po3rnAHyTO MOAENIOBAHHA JIOTiKM KOHTponepa KepyBaHHSA
OUCNJIEEM Ha OCHOBI CKiHueBux aBtomartis (FSM). 3anponoHoBaHO npuKaagu
FSM-tabanub nepexoais Ta ix peanisaudito y Verilog, a Takox HaBeaeHo
MiHimanbHuii testbench pna nepesipku pobotn B cepegosuwi ModelSim.
Pe3ynbTatu mopaentoBaHHA NiATBepPAKYIOTb KOPEKTHICTb NorikKuM nepexopgiB Ta
edeKkTuBHiCTb BUKOpuctaHHA FSM-nigxoay pAna npoeKkTyBaHHA UUPPOBUX
KOHTpoAepiB.

Knwyoei cnosa: FSM-mopgenb, KoOHTponep pgucnnesa, asromat Mypa,
mogentoBaHHA noriku, Verilog, ModelSim

Bctyn. ABTOHOMHI eHepreTuyHi cuctemun notTpebyoTb HaZiMHUX KOHTPOEpiB
KepyBaHHA. EQEKTMBHICTb TaKMX CUCTEM BM3HAYAETLCA KOPEKTHICTIO aAroputmis
KepyBaHHA, AIKi NOBUHHI BpaxoByBaTW 3MiHHI YMOBM Ta 3abe3ne4yyBaT 3aXMCT Bif,
nepeBaHTa)KeHb.

MogaentoBaHHA NOriKM  KOHTponepa Ha pisHi HDL onucy po3sonse
nepesipmuTM PYHKLiIOHANbHICTb CUCTEMMU LLLE A0 Ti anapaTHOI peanisauii, Lo 3HUMKYE
BUTPATWU Ta NigBULWLYE HaAinHicTb. BukopucrtaHHa FSM mopeni 3abesneuvye
dopmanizauito noBediHKM cucTeMu, a cumynauia y cepegosuwi ModelSim pae
3MOry JocniguTn it poboTy y pisHUX perknumax

TpaguuiiHi metoan po3pobKM anapaTHUX cUcTeM 4YacTo nepeabadvatoTb
CTBOPEHHA i3UYHUX NPOTOTUNIB, WO € 3aTpPaTHMM Ta TpMBaaAUM npouecom. Lle
YCKNAZHIOE nepeBipKy /OriKM poboTM KOHTpoNepa Ha PaHHIX eTanax
NMPOEKTYBAHHA Ta MNiABULLYE PU3NK NOMWUNOK. TOMY aKTyaJlbHUM € BUKOPUCTAHHSA
MoB onucy anapatypu (HDL) Ta cneuianisoBaHMX cMMynATOpiB, AKi A03BOAIOTb
dopmanisyBaTn NOriKy y BUrNAAi CKiHYeHHMX aBTomaTiB (FSM), aBTOMaTM4HO
reHepyBaTh Tabanui nepexoais i HDL koA, a TakoX NpoBOAUTU CUMYAALIO PobOTH
cucteMu 6e3 anapaTHoi peanisauii.

OcHOBHa 4YacTMHa

AHani3 ocmaHHix 0ocnidmeHs. Y HayKoBiM niTepaTypi 3HayHa yBara
NPUAINAETLCA NMUTAHHAM MOAENOBAHHA LMPPOBUX CUCTEM Ha OCHOBI MOB OnuUCy
anapatypwu (VHDL, Verilog). PoboTu [4; 5; 6] Ta iHWIKNX aBTOPiB 3aKnanu GyHAaMeHT
ONA BUKOPUCTAHHA FSM moaenein y NpoeKTYBaHHI UMdPOBUX KOHTPOIEpIB.
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BiTumsHaHi gocnigHukn [1; 2; 3] aKUEHTYIOTb Ha NPAaKTUYHOMY 3aCTOCYBaHHI
HDL moaentoBaHHA y HaBYa/ibHOMY MpoLeci Ta NPOMUCIOBUX pOo3pobKax. MpoTte
NUTaHHA iHTerpauii FSM  mopeni KOHTponepa KepyBaHHA AUCNNEEM 3
aBTOMATU30BAHOI reHepauieto Tabanub nepexogis Ta cumynsauieto y ModelSim
3a/1MLWAOTbCA HEAOCTAaTHbO BUCBITAEHUMM.

TakMM 4YMHOM, MOCTAHOBKA NpPoGAemMM nonAra€ y nowyky edpeKTUBHUX
METOo/iB MOAENIOBAHHA Ta CUMMYAALLT NOTIKM KOHTPO/Aepa KepyBaHHA AWUCMNIEEM,
AKIi OAHOYACHO BiAMNOBI4AOTb BMMOraM HAYKOBOiI CTPOroCTi Ta MPAKTUYHOI
NPUAATHOCTI AN1A CY4aCHUX EHEPreTUYHUX CUCTEM.

Memoto pobomu € dopmanisalia Ta CUMYAALIA JIOTIKM KOHTpoJsiepa
KepyBaHHA Aaucnneem Ha ocHosi FSM-mopeni. Ue pae noganbly anapatHy
peani3ayito B eHeproePekTUBHMUX aBTOHOMHUX CUCTEMAX KMUBJIEHHS

Pe3zynomamu 0ocnioxceHs.

KoHTponep ynpaBniHHA AUCNAEEM He3aNieXXHO Bif KOHKPETHOI peanisauii
(aHanoroBoi UM uUMPpPOBOI), BUKOHYE MOCAIAOBHICTL AiA Yy BiANOBIAb Ha 3MiHY
30BHILLHIX i BHYTPIWHiIX NapameTpis cuctemun. Moro poboTa nonarae y nepexogi
MiXK PISHUMN pexnmamm — iHiuianisauis, BMBeAEHHA, OYUCTKA, BUMKHEHHA —
3aN1€XHO Bi4 YMOB, WO 3a4al0TbCA PIBHEM HANPyru, CTPymMy YW CUTHaNamMMm
3aXMCTY.

TaKy noBepfiHKy KOHTpOJiepa KepyBaHHA OMCNNAEEM AOLIIbHO ONMCYBaTH Y
BUINALI aBTOMATA, K MaTeMATMYHOT moaeni, Wwo popmanisye poboTy KOHTpoepa
yepes MHOXKUHY CTaHiB, Nepexoais Ta Aii.

OT)Xe KOHTPOJiIep KepYBaHHA AUCNNEEM € aBTOMATOM 3@ TaKMMM O3HAKaMM:

1. HasBHicTb cTaHiB. KoHTponep nepebyBae y NeBHOMY PeXMMi (CTaHi),
HanpuKnag: «iHiyianizauia», «kBUBeAEHHA», KOYNUCTKa»», KBUKTHOUEHHAN.

2. YmoBu nepexogis. [epexia mMmix cTaHamu BigbyBaeTbCA 3a 4iTKO
BM3HAYEHMMM YMOBAMMU — AOCATHEHHA NOPOroBOi HANPYr1, 3aBepLleHHA Takmepa,
OTPMMAHHA CUTHANY Bif, AaTUYMKa.

3. [ii y cTtaHax. Y KOMHOMY CTaHi KOHTpOJep BUKOHYE KOHKPETHi Aji:
Bigob6paxkae iHpopmauito Ha gucnnei, nepenae aaHi yepes UART.

4. [letepmiHoBaHicTb. [na KoXHOI KOMbGiHaUji cTaHy Ta BXiAHWUX cUrHanis
iCHYE O4HO3HAYHO BU3HAYEHWI HACTYMHWUI CTaH i Habip gin.

dopManbHO KOHTPONEP MOXKHA ONUCATU AK CKiHYEeHHUI aBToMaT (FSM), wo
BM3HAYaETbCA N'ATIPKOIO:

A=(S, XY, 0, 4)

ae
- S — MHOWHa CTaHiB KOHTPONEepa;
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- X — MHOXMHa BXiAHWX CUrHaniB (Hanpyra, piBeHb 3apsay, CUrHaNu
NaTymKiB);

- 'Y — MHO)MHa BUXiAHUX CUrHaNiB (KepyBaHHA TPAH3MCTOPaAMM, iIHAMKaLiA Ha
aucnnei, nepeaayda gaHux yepes UART);

-0:8xX —> § - dyHKUiA nepexoais, WO BU3HAYAE HACTYNHUI CTaH;

- A:8Sx X > Y - OyHKuUiA BUXOAiB, WO BU3HAYAE Aji KOHTponepa.

TakMm 4YMHOM, aBTOMAT € MATEMATUYHOIO MOLENNI0 KOHTpOJepa, AKa
003BONAE POpManisyBat MOro noBegiHKy, YHUKHYTM HEOAHO3Ha4YHOCTEN Ta
3abe3neunTn moxnumeictb cumynauii y HDL-cepeposuili. MpakTUYHe 3HAYeHHA
Takoro niaxoay:

- [a€e 3Mory nepesiputn Noriky poboTn KOHTpoJsiepa lie A0 anapaTHOl
peanisauii.

- 3abe3neyye macwTaboBaHiCTb — Nerko A04aTU HOBi CTaHM YU YMOBM
nepexogais.

- NiABULLYE HAAINHICTL — 3aBASKM popMmanisaLii MoXKHa YHUKHYTU NIOTIYHUX
KOHOAIKTIB.

- nonerwye anapatHy peanisauito — FSM-mogenb 6e3nocepegHbo
TpaHcaoeTbesa Yy HDL-koa ansa cumynsuii 8 ModelSim Ta cuHTe3y Ha FPGA.

dopmanbHy aHaNOril0 MK CKIHYEHHMM aBTOMATOM i KOHTpO/epom
npeacrasneHo y Tabn. 1.
Tabnmusa 1
dopmasibHa aHANOrIA MiXK CKIHYEHHMM aBTOMATOM | KOHTPOJIEPOM

KomnoHeHT FSM Y KOHTpOnepi
3 — andasit BXxo4iB CurHanu: btn, rst, clk
S — MHOXWHa CTaHiB S_IDLE, S_ACTIVE, ...
6 — dyHKuUjia nepexoay always @(*) case(state)
A — byHKUia BUXoay leds = ..., seg_data = ...
So — MOYATKOBUI CTaH state <= S_IDLE npw rst

BxiOHi cueHanu

KoHTponep npuiimae curHanu (Hanpuknag, clk, btn, rst, data_ready) — ue
BXig andasiTy aBTOMara.

CmaH

KoHTponep mae Habip craHis (S_IDLE, S _WAIT, S _ACTIVE, ..) — ue
BHYTPILLUHi CTaH aBTOMaTa.

®yHKUia nepexody

Ha oCHOBi NOTOYHOrO CTaHy Ta BXi4HOrO CUrHany KOHTPO/ep BW3HAYaEe
HaCTYNHUMA cTaH —ue 6: Sx ¥ = S.

BuxiOHi cuzHanu
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KoHTponep dopmye Buxoam (leds, seg_data, write_enable, ...) — ue dyHKuis
BMX0A4y, AK y aBTomata Mypa abo Mini.

FSM-cxema

lpadiuHe npeacTaBNeHHs CKiHYeHHoro aBTomata (Finite State Machine) y
Burnagi FSM-cxemun npeacraBneHo Ha puc. 1.

IHILIATISALLIA
Buxig =01

start=1& VBart 2 Vmakc
VBaT < VMuH

3APA[

start=1 i ld
& Vear<V BaT <
VMaKC
MATPUMKA

BI/IXIFI. n 3aBepLlleHdqa

protection_ TanMepa
triggered

BIOK/TIOMEHHA «——
Buxig =00

start=1&
VBar < VMiH

BuXxig = 00

Puc. 1. l'padiyHe npeacTaBNAeHHA CKIHYEHHOTO aBTOMaTa
y surnagi FSM-cxemu

FSM-cxema Ha puc. 1 gemoHcTpye Bci Kaodosi ctaum (IHIUIANIBALIA,
3APAA, NIATPUMKA, BIAK/THOYEHHA) Ta nepexoau 3 ymoBamu:

- IHIUJIANMBALIA — Buxia: init_ok=1.

- 3APAO — Buxia: charging=1.

- NIATPUMKA — Buxia: hold=1.

- BIAKNHOYEHHA — Buxia: all=0.
MNepexoan mix cTaHamu:

- IHILIAM3ALUIA - 3APAL: «no4aToK 3apaay».

- 3APAL - NIATPUMEKA: «a0ocArHyTO nopory».

- MATPUMKA = 3APA/L: «Hanpyra HUXK4Ya 3a nopir».

- 3APA4 - BIAKHOYEHHA: «cMrHan 3axucty».

- MATPUMKA - BIAKNTKOYEHHA: «Taimep 3aBepLlUeHOY.

- BIAKZTKOYEHHA = [HILIANIBALIA: «nepe3anyck».

FSM-mopgenioBaHHA. FSM-mopentoBaHHA  Le  MPaKTUYHUI  npouec
nobyaoBu, onucy Ta nepesBipkM pPoboTM aBTOMaTa Yy KOHKPETHOMY CepeaoBMLLL
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(Hanpuknag, HDL-cumynsTopi ModelSim). Take MmoaentoBaHHA A03BOJIAE
peanisysatM asTtomat y sBuraaai koay (VHDL/Verilog), ctBOoputM Tabauui
nepexogais, testbench Ta nposect cumynsauito. Y pesynbTaTi 3acTOCyBaHHA
FSM-mopnentoBaHHA OTPUMYETLCA He JiNLE TEOPEeTMYHA MOoAenb CUcTeMu, a i i
npautoovy peanisalito, AKY MOXHa nepesipuTH, ONTUMI3yBaTU Ta CUHTE3yBaTU
ONA anapaTHOro BWMKOHaHHA. [lpuknagom FSM-mopgentoBaHHA € KOHTpoaep
KepyBaHHA aucnaeem y ModelSim. MogaentoBaHHS AEMOHCTPYE YacoBi giarpamu
nepexoais MiX CTaHaMU Ta NiATBEPAIKYE KOPEKTHICTb IOTIKU.

MNepeBarn FSM-moaentoBaHHA € HACTYNHUMMN:

- popmaniszaLia NnoBeAiHKM CUCTEMU — YHUKHEHHA HEOAHO3HAYHOCTEN;

- NpOCTOTa NepeBipKM Ta CUMMyAAauii — Nerko peanisysatm y
HDL-cepeposuiax (Hanpuknag, ModelSim);

- MacwTaboBaHICTb — MOXHa A04aBaTU HOBI CTaHW Ta nepexoan 6e3 3miHu
BCi€el mogeni;

- HAAiMHICTb — 3MEHLIYETLCA PU3NK NOTIYHUX KOHDAIKTIB Ta MOMWU/IOK.

OT1Ke, FSM-moaentoBaHHA — LLEe KAOYOBUIM IHCTPYMEHT 4151 NPOEKTYBaHHA Ta
nepeBipKN NOFiKN LMPPOBUX CUCTEM, AKUWA A03BOSIAE NEPENTU Bif TEOPETUYHOTO
onucy A0 NpaKTUYHOI peanisauii y HDL-koai Ta cumynauii. ABTomaTt — ue
MaTeMaTuyHa abcTpakuis (TeopetTuyHa mogenb). FSM-mopentoBaHHA — Ue
NPaKTUYHe 3aCTOCYBaHHA aBTOMATa, MOro ONUC i NepeBipKa y CUMYAATOPI UM Kog,i.

Pi3HMua miX aBTomaTtoM i FSM-moaentoBaHHAM NoAnArae y pisHi abcrpaky,ii
Ta 3acTocyBaHHi (Tabn. 2).

Tabnuug 2
MNMopiBHAHHA NpU3HAYeHb aBTOMaTa Tas FSM-moaentoBaHHA
Kputepii ABTOMaAT (TEOPETUYHA FSM-mopaentoBaHHA (NpakTU4Ha
MoAeNb) peanisauis)
CyTHicTb MaTtemaTtunyHa abcTpakuin Mpouec onucy n nepesipKku
CUCTEMMU Y BUTNAL aBTOMATa Yy KOHKPETHOMY
MHOWHU CTaHiB, nepexoais | cepenosuuli (HDL-koga,
Ta ain cMmynsTop)
MpusHayeHHa | PopmanizaLia noBeaiHKK Peanizauia Ta TecTyBaHHA NIOTiKK
cMcTtemm Yy CUMY AL YM anapaTypi
PiBeHb TeopeTuyHui, MpuKknagHWI, iH}KeHepHUi
abcTpaku,i KOHLLeNTyaibHUM
PesynbTtaT Mogaenb y Burnaai GyHku,in HDL-kopa, Tabnuui nepexogis,
nepexoAis Ta BUXOAiB yacosi giarpamu, testbench
3acTtocyBaHHA | AHani3 anropuTmis, MNepesipka npaue3naTHOCTI,
[0BeAEeHHSA BNAaCTUBOCTEN onTUMiI3aLif, CUHTEe3 Ha
FPGA/ASIC
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3 ornagy Tabn. 2 BMAHO, WO aBTOMaT — Le TeOopeTMyHa MaTemMaTuyHa
MoZenb, AKa ONUCYE CUCTEMY Yepes CTaHu, Nnepexoam Ta gii. FSM-moaentoBaHHA —
LUe BXKe MPaKTMYHMN npouec peanisauii uiei moaeni y surnagi HDL-kogy Ta
cumynauii. Tobto asTomaT gae abcrpakuito, a FSM-mogentoBaHHA nepeTBOpPHOE i
Ha npautoloYvy NOriKy, AKY MOXKHaA MepeBipuTM W CUHTE3yBaTM AAA anapaTHoi
peanizauii.

Mpuknag FSM-KoHTponepa ana KepyBaHHA AUCIIEEM

Cranu:

- INIT = iHiuianizauis gucnnes;

- SHOW - BuBeaeHHA gaHux;

- CLEAR — oumnweHHA aucnnes;

- OFF — BUMKHEHHA aucnnes.

Mepexoau:

- INIT = SHOW: nicna 3aBepLUeHHA iHiuianisawii;

- SHOW - CLEAR: npu oTpMmaHHi curHany ‘clear = 17

- CLEAR - SHOW: nicna Taimepa ‘t_clear’;

- SHOW - OFF: npu ‘power_down =17;

- OFF = INIT: npu ‘reset = 1;

Buxigni curnanm (Mypa):

- INIT: *disp_init=17;

- SHOW: “disp_data =17

- CLEAR: ‘disp_clear =17

- OFF: ‘disp_off = 1".

FSM-cxemy anAa KepyBaHHA AUCNAEEM NpeacTaBAeHOo Ha puc. 2.

IHILIANIBALIA
Buxia = 01

= _resett=1

7~

BKJ/TKOHEHO
YBIMKYTU = 1

powerup {

VBat 2

powerdown =1 l Vi

BUMKHEHO
YBIMKYTHW =1

3aBepLUIEHHs
reset= 1—\Vl

Talimepa
BUMKHEHHA
Buxia = 00

Puc. 2. l'padiuHe npeactaBneHHa FSM-cxemun gns KepyBaHHA AUCTNEEM
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CtaHu cuctemu (aBTomat Mypa), wo npeacrtasnae FSM-cxemy Ha puc. 2 ana
KepyBaHHA AUCNIEEM:

- IHILJANIBALIA — Buxig: disp_init =1

- BUBEAEHHA (SHOW) — Buxia: disp_data =1

- OYNLLEHHA (CLEAR) — Buxia: disp_clear =1

- BAMKHEHHSA (OFF) — Buxia: disp_off =1
MNepexoaun MixK cTaHamm:

- IHILJIAMISALIA - BUBEOEHHA: «iniuianizauia 3aBepweHa»

- BUBEAEHHA - OYULLEHHA: «cmMrHan o4ynweHHA»

- OYULWEHHA - BUBEAEHHA: «Talmep OuMLLLEHHA 3aBEPLLUEHO»

- BUBEAEHHA - BUMKHEHHA: «curHan BUMKHEHHA»

- BUMKHEHHA = HILIANIBALIA: «nepe3anyck»

Mpuknag FSM-KoOHTponepa ANA KepyBaHHA OUCNIEEM MOXKHA MoAaTv y
Burnaai FSM-tabauui (tabn. 3).

Tabnuug 3
Tabnuua nepexopnis FSM-KoHTponepa ANA KepyBaHHA AUCNIEEM
MOTOYHMM CTaH YmoBu/BXigHi HacTtynHui cTaH BuxigHi curHanmn y
CUrHann CTaHi

INIT init_done=0 INIT disp_init=1
INIT init_done =1 SHOW disp_init=1
SHOW clear=1 CLEAR disp_data=1
SHOW power_down =1 OFF disp_data=1
SHOW (iHakwe) SHOW disp_data=1
CLEAR t_clear_expired=0 | CLEAR disp_clear=1
CLEAR t_clear_expired=1 | SHOW disp_clear=1
OFF reset=1 INIT disp_off=1
OFF reset=0 OFF disp_off=1

Cnornapgatoum Tabn. 3 6aunmo, y Hit npeacrtasneHo asTomat Mypa (Buxogm
3a/1eXaTb /MWe BiA, MOTOYHOro cTaHy). MiHimanbHUIA Habip BxoAiB Ans
FSM-mopeni: init_done, clear, t_clear_expired, power_down, reset.

3a Tabn. 3 moxkHa HanucaTtu Verilog-dparmeHT peanisauii Tabauui nepexoais
FSM-KkoHTponepa ana gucnnea (astomat Mypa). Verilog-dparmeHT nogaetbca y
CKOpPOYEHOMY BUTNALI, AKUIM iNOCTPYE NNLLIE OCHOBHY JIOTiKY NepexoaiB Ta BUXOAiB
6e3 3aliBux aetanei.
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verilog

module display_fsm (
input clk, rst_n,
input init_done, clear, t_clear_expired, power_down, reset,
output reg disp_init, disp_data, disp_clear, disp_off

);

// KoayBaHHA cTaHiB

typedef enum logic [1:0] {INIT=2'b00, SHOW=2'b01, CLEAR=2'b10, OFF=2'b11}
state_t;

state_t state, next;

// Perictpu cTaHy

always @(posedge clk or negedge rst_n)
if (Irst_n) state <= INIT;
else state <= next;

// Norika nepexoais
always @* begin
case (state)
INIT: next =init_done ? SHOW : INIT;
SHOW: next = power_down ? OFF : (clear ? CLEAR : SHOW);
CLEAR: next = t_clear_expired ? SHOW : CLEAR,;
OFF: next =reset ? INIT : OFF;
endcase
end

// Buxoau asTomaTta Mypa
always @* begin
disp_init = (state == INIT);
disp_data = (state == SHOW);
disp_clear = (state == CLEAR);
disp_off = (state == OFF);
end

endmodule
Y npeactaBNeHOMY CKOPOYEHOMY BapiaHTi KOAy 3a/IMLIEHO /iULIEe KAKYOoBI

6/10KK: pericTpu cTaHy, nepexoaun, Buxoau. Jlorika nepexoais i BUXoAiB BiANoBiaac
Tabnuui nepexoais FSM-koHTponepa ana aucnnen (tabn. 3).
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Cxemy nepexogis Ta ocuunorpamy pobotn FSM-koHTponepa aucnnes
NOKa3aHo Ha puc. 3.

clk

BEN ‘ ‘ IHILIANIBALIA
ret_clone 7 Buxig=01

clear

L.clear_expmed iHiLjanizawws ST
pwwer _clow

W, 1 i e i OUUNLLEHHSA
reset — ) /disp jHir=1

BUSEAEHHA

medula dieplay taw ( ( _
ditar tait led r; 1; BUXIg = 10
digor desc_deea, cispi, demfle, cleor, efl;
outsat ter disel_stet, dosc_deea, disp_e#y 1t} Taﬂmep CUrHan
always-aX bein( 1A oYunLLeHHA d.BI/II/IX.HEHHa
demo : inch def% E\Siryr olfmematmus; ISp Clear = 1
ment : deac_matct disp_ef4 r; 3aBepu.leqo
olways ce OL«lM EHH;'
ment : laift =: 1/1®; dey
meme : dasft =: dlesm(}; oftl — I.:I.l —
olison ce BUXig =11
diap tait = {s:meril};
nlnas < _T mepe3asmy.ck
BMMKHEHHS P y:
BMXig =00

Puc. 3. FSM-KoHTponep aucnaes: cxema nepexoAis Ta ocumnorpama pobotu

Ha pwuc. 3 npeactasneHo rpagiyHy FSM-cxemy KOHTposnepa Aaucnnes
(aBTomat Mypa) Ta BignNoOBIAHY OcCUMAOrpPamy, WO AEMOHCTPYE AMHAMIKY MOro
pobotn. Cxema MictuTb uYotmpu cTaHu: «IHILUIANIBALIA», «BUBEAEHHA»,
«OYULLEHHA» Ta «BUMKHEHHA», MixK skumn 3aiicHIOOTLCA Nepexoaun 3rigHo 3
BXiAHMMM curHanamu (init_done, clear, t_clear_expired, power_down, reset).
BuxigHi curHanm (disp_init, disp_data, disp_clear, disp_off) dopmytoTbeca
Bi4MNOBIAHO A0 NOTOYHOro cTaHy asTomaTta. Ocuwnorpama inOCTPyeE 4acosy
NOCANIAOBHICTb aKTUBALi BXigHMUX CUTHaNIB Ta peaKuito FSM-KoHTponepa y sBurnagi
3MiHM CTaHiB i BiANOBIAHMX BMXOAiB. Taknit niaxia A03BOJIAE HAOYHO NEpPEBIPUTH
KOPEKTHiCTb peani3auii foriku nepexoais Ta BianosigHicTb Tabauui nepexopais
FSM-KkoHTpOnepa.

BuUcHOBKMU

1. NMobypoBaHo FSM-mopenb KOHTposepa KepyBaHHA AOUCNAEEM, fKa
dopmanisye Moro noriky.

2. ABTOMatMyHO cTBOpeHO Tabauuto nepexoais Ta Verilog Koa, wWo
3abes3neuye peaniszauito mogeni y HDL cepeaoBuLui.

4. OTpMMaHi pe3ynbTaTh NiaTBEPAKYIOTb ePEKTUBHICTb BUKOPUCTAHHA FSM
mogaeni AnA MOLeNtoBaHHA JIOTIKM KOHTpoOANepa KepyBaHHA Aunaeem T1a i
cumynsuii y HDL cepeposuwi ModelSim. 3anponoHoBaHMi Nigxia mae npakTUYHe
3HaAYeHHA AN CTBOPEHHA eHeproePeKTUBHUX aBTOHOMHUX CUCTEM KUBJEHHA
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NOPTATUBHUX NPUCTPOIB, CEHCOPHUX MOAYNIB, MODINbBHUX NPUCTPOIB, CUCTEM
iHTepHeTy peyeli (I0T), aBTOHOMHUX AaTYMKIB Ta BOYA0BAHMX MIKPOKOHTPONEPHMX
cucTem.

5. MNepcneKkTMBOoO Noganblinx AoCNigxKeHb MoXKe byTu iHTerpauis moaeni 3
aHanorosumun mogenamu y MATLAB/Simulink.
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MODELING OF DISPLAY CONTROLLER LOGIC
BASED ON FSM MODEL

This paper focuses on the modeling of display control logic using finite
state machine (FSM) methodology, which is widely applied in digital system
design for its clarity, predictability, and formal rigor. The study introduces a
structured approach to representing controller behavior through FSM transition
tables and graphical schemes, highlighting the differences between Moore and
Mealy machines in terms of output signal generation. The proposed
methodology includes the construction of a transition table for a simplified
display controller, followed by its implementation in Verilog HDL. A compact
code fragment is presented to demonstrate how the FSM logic can be efficiently
realized in hardware description languages without excessive complexity. To
validate the correctness of the design, a minimal testbench is prepared and
simulated in the ModelSim environment, providing waveform outputs that
confirm the expected state transitions and signal activations.

Keywords: FSM model, display controller, Moore machine, logic
simulation, Verilog, ModelSim
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M. PiBHe, Im.t.solomko@nuwm.edu.ua)

MATEMATUYHA MOAENb ONTUMI3ALLIT NPONYCKHOI 3A4ATHOCTI MEPEXI HA
OCHOBI METO/IB LIINIOYUCENBHOIO MNPOrPAMYBAHHSA

Y cTatTi NpeacTtaBNeHO MaTeMaTUYHY MOAeNb ONTMMI3auii NpPonycKHoI
3p0aTHOCTi  Komn'loTepHOi  mepexi, nobygoBaHy Ha OCHOBIi meTopis
yinouncnosoro niHiiHoro nporpamysaHHA (ILP). 3anponoHoBaHuii nigxig,
noeaHye rpadoBy CTPYKTYpYy MepeXKi 3 AUCKPEeTHOK ONTUMI3aLUi€l, Lo
[O3BONAE BPAXOBYyBaTU peanbHi O06MeKeHHA MapwpyTM3auii, 30Kpema
OUCKPETHICTb NOTOKiB, NPIiOPUTETHICTb cepBiciB, 06MeXeHHA npPOoNyCKHOI
30aTHOCTi KaHaniB Ta HeobxigHicTb 6anaHcyBaHHA HaBaHTaXKeHHA. HayKosa
HoBU3Ha poboTu nonsarae y popmysaHHi iHTerposaHoi mogeni, Aka 3abesneuye
iHTeNneKTyanbHicTb ynpasaiHHA Tpadikom Ta HabauKae npouec onTumisauii go
NPAKTUYHUX YMOB GYHKLIOHYBAaHHA Cy4YaCHUX TeNeKOMYHiKauiMHUX cuctem.
MpakTMyHe 3HAYeHHA AOCNIAMKEHHA MNONATAaE Yy MOMKAMBOCTI 3aCTOCyBaHHA
mopeni pna nNNaHyBaHHA Ta ynpaBAiHHA pecypcamu B SDN-mepekax,
JaTa-ueHTpax Ta mobinbHux cuctemax. Peanisauia mogeni 3acobamu Python
3abe3neuye ii iHTerpauilo B aBTOMaTM30BaHi CUCTEMU YyNpaB/AiHHA Ta CTBOPIOE
OCHOBY A1 NOAANbLUOIO PO3BUTKY iHTEIEKTYaIbHUX MepeXeBUX TeXHONOTIN.

Kntovosi cnoea: matematMyHa mogenb, ONTUMI3ALA NPOMNYCKHOI
3patHocti, SDN-mepexi, uinouncnose nporpamysaHHa (ILP), Aata-ueHTpm,
mob6inbHi cucremu.

Bctyn. [na cyyacHMX KOMM'IOTEPHUX MepeXKax, 0cobnvBo B ymoBax
3POCTaHHA HaBaHTAXEHHA, 30KpemMa Yy AaTa-ueHTpax, MobifbHMX cucTemax Ta
XMapHUX nnaTpopmax, NUTAaHHA e(PEeKTUBHOTO BUKOPUCTAHHA MNPOMYCKHOI
34aTHOCTI € KPUTUMYHO BaxkKAuBMM. AHaniz nybnikauin [1; 2; 3] niaTBepaKye
aKTUBHMIN  PO3BUTOK Cy4yaCHMX Mogenenm MmapuwpyTusauii, 6anaHcyBaHHA
HaBaHTaXeHHA Ta YMpasAiHHA pecypcamu. Y HUX MNPOCTEIKYETbCA TeHAeHLiA
nepexoay Bifd, KNAaCMYHUX aNroOpUTMIB A0 IHTENEeKTyaZbHUX Ta ONTUMI3aLiMHUX
pilleHb, WO iHTerpyroTb MeToAu WTYYHOro iHTeNeKTY Ta AMCKPETHOI onTuUmisaLil.
Ue cBiguMtb npo ¢opmyBaHHA HOBOrO MOKONIHHA MEPEKEBUX TEXHONOTIN,
30aTHUX afanTyBaTUCA Ta pearyBaTM Ha AWMHAMIYHI  ymoBM Tpadiky Ta
3abe3neyyBatu iHTenekTyanbHe ynpaBaiHHA B SDN mepe)kax, gaTa-ueHTpax Ta
MObBinbHUX cucTtemax. [lpoTe 6inbWicTb KNacMYHMX nigxoais 6a3yloTbCcs Ha
HenepepBHUX MoAenAx, fAKi He BpPaxoBYHOTb AUCKPETHY npupoay peasibHuX
MepexeBux piweHb. Lie ctBoptoe notpeby y po3pobui matemaTUyHUX Mogenen,
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WO MOEAHYIOTb TOYHICTb POpPMani3aLii 3 MOXKAMBICTIO BPAXyBAHHA LiJIOYMCNOBUX
obMmeKeHb, WO i 3yMOBJIIOE aKTyaNbHICTb AaHOI poboTw.

MoctaHoOBKa 3apauvi. Y TeNeKOMyHIKaLiMHUX MmepeXKax, 30Kpema MobinbHMX
Ta nporpamHo-kepoBaHux (SDN), nocTiitHO 3poctae obcar Tpadiky, wWo
NpM3BOAUTL A0 MNEepPeBaHTAKEHHA OKPeMUX KaHaniB Ta 3HWMMKEHHA AKOCTI
obcnyrosyBaHHA KopucTyBadis. SDN (Software-Defined Networking) € KoHuenuieto
ynpaBAiHHA KOMN' IOTEPHUMWN MepeXKaMu, KOAM KOHTPONb Hajh MapLipyTu3aLiero
Ta NOMITUKAMKM BigOKpemaeHUn Bia ¢isnyHoi iHPpacTpykTypu. Le possonde
LEeHTPani3oBaHO KepyBaTW MepexKer 4yepe3 nporpamHe 3abesneyeHHs, a He
BPYYHY HANAWTOBYBATU KOMEH MApPLIPYTU3aTOP UM  KomyTatop. KnacuuHi
aNropuTMM  MaKCMMaNbHOro nNOTOKYy [4] [03BONAIOTb OUIHUTU  TEOPETUYHY
NPOMNYCKHY 3A4aTHICTb Mepei, NpoTe He BPaXOBYIOTb peanbHi OOMEKeHHs —
OVNCKPETHICTb NOTOKiB, NPiOpPUTETUN CepBICiB, NOMITUKM MapLlpyTU3aLii Ta BUMOTU
no QoS (Quality of Service € mexaHiam npiopuTeTHOCTi TpadiKy, WO rapaHTye
cTabinbHy pobOTYy KPUTHUUYHUX CcepBiciB).

Tak BMHUKAE 3a4a4a Po3p0bOKM MaTeMATUUYHOT MoAeni, AKa:

- dopmanisye npouec ONTUMI3aLii NPOMYCKHOI 34aTHOCTI 3 ypaxyBaHHAM
obmexKeHb KaHaniB Ta NOJITUK;

- 3abe3neyye He ApobAeHHA MOTOKIB Ta MOX/IMBICTb BpPaxoByBaTH
npioputeTy;

- 0,03BOJIAE iHTerpyBaTu moaenb Y SDN-KoHTponepu AnA aBTOMaTM30BaHOro
ynpasniHHa Tpadikom. SDN-koHTponep (Software-Defined Networking Controller)
€ UeHTpasibHUM eniemeHT SDN-apxiTeKTypu, AKUIN KEPYE BCIiElD mepexker yepes
nporpamHe 3abesneyeHHs;

- OA€E 3MOry MOPIBHATM pe3ynbTaTh 3 KaacMyHum metogom Max Flow ans
OULHKM TOYHOCTI Ta NPAKTUYHOCTI.

OT)Ke, 3aga4a AOCAiAXKEHHA nonarae y pos3pobui Ta peanisauii ILP-moaeni
ONTUMI3aLii NPONYCKHOT 34aTHOCTI MepeXi, Tl eKcnepMmeHTanbHIM nepesipLi Ta
NOPIBHAHHI 3 aNrOPUTMOM  MAKCMMaJIbHOro NOTOKY. ILP-mopens - ue
MaTeMaTMyHa MoAenb OnTUMI3auii, AKa IPYHTYETbCA Ha MeToAax LiN0YMCA0BOro
NiHiHOro nporpamyBaHHs (Integer Linear Programming) [5].

O6’eKT pocnipyKeHHA € npouec oNTUMI3auii NPONYCKHOT 34aTHOCTI Mepexi,
WO NpeAcTaBaeHa Y BUTNAAI OPiEHTOBAHOrO rpada 3 06MeXKeHHAMM Ha NPONYCKHY
3[0aTHICTb KaHaniB.

Meta poboTtu nonarae y nobyaosi matemaTU4HOI moAeni, AKa A03BONSAE
ONTUMI3yBaTM PO3NOAIN NOTOKIB Yy MepexKi 3 ypaxyBaHHAM ANUCKPETHUX OOMeKeHb,
npiopuTeTiB Ta NONITUK, a TAKOXK peanisauia uiei moaeni 3acobamu Python

TeopeTUuHi pesynbraTu.

1. dopmaniszauia 3aga4i oNTUMI3aL,ii NpPoNyCcKHOT 34aTHOCTI.

Mepexa nogaetbca AK opieHToBaHui rpad G = (V, E), ae V — MHOXWHa
BY3/iB, @ E — MHOXWHa KaHanis 3 NPONYCKHUMM 34aTHOCTAMM C; . [ KOXKHOTO
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NOTOKY fk BU3HAYa€ETbCcA MapwpyT Py, AKMIA € nocniaosHicTio pebep (i,j). Linbosa
byHKLUiA GOPMYNOETLCA HACTYMHUM YUHOM.
Hexan:

- K — MHOXWHa NOTOKIB;
- f« — BeNIMYMHA NOTOKY k;
- ¢, — NPONYCKHa 34aTHICTb KaHany (ij);

U; — BUKOPUCTaHHs KaHany (if);

f — koediuieHT WTpady 3a NnepeBaHTANKEHHS;
y — KoedilieHT Ana 6anaHCyBaHHA HABAHTAMKEHHS.

Topai uinboBa GyHKLUis MoXKe byTU 3anncaHa Tak:

Zowx =2 S =B+ D max(0, u, —c,)—y-Var(u,), (1)

keK (i,j)eE

3a YMOBM, W0 A8 KOXKHOro pebpa (i)):
Z Jis¢
i, )e R
MNoacHeHHs:

- nepwa cknagosa B (1) ka — MaKcuMi3alid cymapHOro notoky 6es
keK

ypaxyBaHHs npioputeTis (QOS).

- Apyra cKknafoBsa —ﬂ~2max(0, u,—c,;) — wipad 3a nepesaHTaxKeHHA
KaHanis, Wob yHMKATM NepenoBHEHHA.

- Tpeta cKnagosa — }/-Var(ul.j) — MiHimi3auia ancbanaHcy BMKOPUCTAHHA
KaHaniB (banaHcyBaHHA HaBaHTaXEeHHA).

2. BpaxyBaHHSA OUCKPETHOCTI Ta NpiopuTeTiB

MoTOKM fx BBOAATLCA fIK LLiNOYNCENbHI 3MiHHI, W0 3abe3neyye He ApPObOAEHHS
noTokis. [nA NpiopMTETHUX MOTOKIB BBOAMUTbLCA BaroBuin KoeodilieHT ¢, , TOA

uinboBa PpyHKLUiA HabyBae BUrNAAY:

Z . = Zak fi=B- z max(0, u; —c;)—y-Var(u,), (2)
kekK (i,j)eE
ae
- K — MHOXMHa NoTOKiB;
- fk — B@AMYMHA NOTOKY k;
- @, — Barosuit KoediLieHT (NpiopMTeT NOTOKY);

- ¢, — NPONYCKHa 34aTHICTb KaHany (ij);
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- U; — BUKOPUCTaHHA KaHany (ij);

- [ — koediuieHT WwWTpady 3a NepeBaHTANKEHHS;

- ¥ — KoedilieHT AnA 6aNaHCYBaHHA HAaBAHTAXKEHHA.

Taknum YMHOM, MoAEeNb (2) He IMLEe MaKCMMI3Y€E NPONYCKHY 34aTHICTb, ane 1
3abe3neyye NPiOpUTETHICTb KPUTUYHUX NOTOKIB, 3anobirae nepeBaHTa)KeHHIO Ta
BMPIBHIOE HaBaHTaXXeHHA MiX KaHanamu. Lle pos3sonse mogeni (2) sigmasaTtu
nepesary KpUTUYHUM CepBicam.

Y npoueci ¢opmMyBaHHA LiNbOBOI QYHKLUii BWUHMKAE MNUTAHHA LWOA0
AOULINbHOCTI  BMKOpPUCTaHHA Barosux KoediuieHTiB «, , AKi BigobpaxaoTb

NPiOPUTETHICTb NOTOKIB. Y 6a30Bilt Moaeni MakcMmisaLii NponyckHoi 3aaTHocT (1)
BCi MOTOKM pO3rnagatoTbCca AK PiBHO3HA4YHI, i UinboBa QYHKUIA Mae Buraag

Z o :ka. [lopaBaHHA KoedilieHTiB ¢, y UinboBy OYHKUilO Z =Zak 1
k k

[,03BOMIAE BPAXyBaTK Pi3HY BA*KAMUBICTb MOTOKIB, WO € KPUTUYHO BAKAMBUM ONA
3abe3neyeHHs QOS y NpakTUYHUX cueHapiax. OTKe, BUKOPUCTaHHA KoedilieHTiB
o, 3aNeXuTb Bif, AOCNIAHMLBKOI MeTK: AKLWO NOTPibHO nokasaTu esoAoLilo A0
npioputeTHoi mogeni (2) — koediuieHTM ¢, 36epiraeTbca; AKWO X aKUEeHT
POBUTBLCA HA TEXHIYHY CTaBINbHICTb | 6anaHCyBaHHA — iX MOXHA BUAY4YNTU. ObMABa
BAPiaHTWN € KOPEKTHUMMU i Bif06paKatoTb Pi3Hi acNeKTM onTUMmisauii mepexi.

3. MOpPIiBHAHHA 3 KNACMYHUM ANrTOPUTMOM MaKCMManbHOro NoToKy (Max
Flow).

Y KnacMyHOMy anropuTMi MaKCMMANbHOrO MOTOKY 3afava GOpPMYNIOETHCA
TaK:

Fro = Z Sy (3)

(s.))eE

e s — o)Kepeno, j — CyMiXKHi By3nu, fsj — BeanumHa notoky pebpom (s,j). Ana (3)
BPAxXOBYHOOTLCA 0OMEXKeHHA NPONYCKHOT 34aTHOCTI pebep:

fi <¢;, ona V@, j)eE. (4)

KnacMyHui anroputm MaKCMManbHOro MOTOKY OPIEHTOBAHWM AUlIE HA
MaKCMMI3aLilo 3arafbHOro o0b6cAry nepefaHUX AaHUX MK IKepenom i
npuiimayem. BiH BpaxoBYye MPOMYCKHY 34aTHICTb KaHaniB, ane po3rnagae BCi
NOTOKN AK PiBHO3Ha4YHi, 6e3 ypaxyBaHHA iXHbOI BaAXK/NMBOCTI UM cneundivuHmx
BMUMOr. Takui niaxia [03BONAE BU3HAYUTU TEOPETUYHY MeEXY MNPONYyCKHOI
3[4aTHOCTI MepeXi, NpoTe He Biaobparkae peanbHUX yMOB ii poboTu.

ILP-mozenb (2), Ha BiAMiIHY Big4 MaKcMManbHOro noToKy (3), BpaxoBye
noaaTtkoBsi ¢akTopu. BoHa [03BOsSE 3a4aBaTM NPIOPUTETU ANA Pi3HUX MOTOKIB,
Wwob KpWUTUYHI cepBicM OTPUMYBanM nepesary Hag ApyropagHumu. Kpim Toro,
moldensb BBOAWUTbL WTPAadU 3a NepeBaHTAKEHHA KaHANiB Ta MexaHi3mu
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6anaHCyBaHHA HABAHTAXKEHHA MiX PisHUMKU MapwpyTamu. Le 3abesneuye binbw
PEeaniCTUYHUI | NPAKTUYHUKA pe3ynbTaT, AKUIMA BiANOBIAAE BMMOram Cy4acCHMX
MepeX, e BaX/IMBa He JIMLIEe Ki/IbKICTb nepeaaHux AaHux, a M AKiCTb iXHbOro
po3nogainy.

MpakTuuHi pesynbtatu. Mogenb (2) peanizoBaHo Mmoot Python 3
BMKOpPUCTaHHAM 6ibniotekn PulLP gna ILP Ta NetworkX ansa maKcMmanbHOro
notoky. Lle po3BonAe aBTomatusysatu npouec nobyaosu 3agadi Ta oTpUMaTh
ONTUMANbHI PillEHHA ANA TECTOBMX TOMOONIN Mepexi.

Tecmosa mononozia mepexci. Ha puCyHKy npeacTaBieHOo TeCcToBy TOMOOrit0
MepeKi.

PucyHoK. TecToBa Tonosioris mepeKi 3 Bysnamu A (arkepeno), B, C, D (npuiimav) Ta
KaHanamm 3 NPOMYyCKHO 34aTHICTIO

- Byanu: A (axxepeno), B, C, D (npuiimau);
- KaHanu:

o A B(10);
A > C(8);
B> C(5);
B—->D(7);
C->D(9).

o O O O

MoTpibHO MaKcumisyBaT noTik 3 A go D 3 ypaxyBaHHAM obmexkeHb
NPONYCKHOI 34aTHOCTi Ta 36eperKeHHA NOTOKY B NPOMIXKHUX By3/1aX.

Peanizayis ILP-mo0deni:

- BUKOpUCTaHO bibnioteky PULP ansa dopmynioBaHHA 3a4adi Lino4ncnoBoro
NiHIMHOro nporpamyBaHHSA.

- 3aflaHO 3MiHHi noToky x(ij), obmekeHHA Ha NPOMNYCKHY 3AaTHICTb Ta
36eperKeHHs NoTOKY.

- uinboBa GYHKLUIA — MaKcumisalia 3arasibHOro MOTOKY 3 A)Kepena Ao
npunmaua.
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Pesynbmamu eKcnepumeHmy
Max Flow (anroputm EamonHaca—Kapna): Fmax = 16.
Python-Kkog, AnAa makcMManbHOro NOTOKY y TECTOBIM TONOAOTIi:

# Max Flow (Edmonds—Karp) for the given network topology
# Nodes: A (source), B, C, D (sink)

# Edges with capacities:

# A->B: 10, A->C: 8, B->C: 5, B->D: 7, C->D: 9

import networkx as nx

def build_graph():
G = nx.DiGraph()
# Add edges with capacity attribute
G.add_edge('A’, 'B', capacity=10)
G.add_edge('A’", 'C', capacity=8)
G.add_edge('B', 'C', capacity=5)
G.add_edge('B', 'D', capacity=7)
G.add_edge('C', 'D', capacity=9)
return G

def compute_max_flow(G, source='A’, sink='D'"):
# Edmonds—Karp is the default in networkx.maximum_flow when using
‘capacity’
flow_value, flow_dict = nx.maximum_flow(G, source, sink, capacity='capacity')
return flow_value, flow_dict
if _name__=="__main__":
G = build_graph()
Fmax, flows = compute_max_flow(G, source='A’, sink='D')

print(f"Max Flow (Edmonds—Karp): F_max = {Fmax}")
print("Flow assignment per edge:")
for u, nbrs in flows.items():
for v, fin nbrs.items():
iff>0:
print(f" {u}-> {v}: {f}")

Kog 06uncntoe makcMmanoHuUin NoTik Big A Ao D, ApYKY€E 3HAa4YeHHA NOTOKY Ta
NPU3HaYeHHA pebep.

[Ona npeactaBieHoi TONOAOFIi pe3yabTaT TaKMit:

- Fmax =16
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- TUNOBA A,EKOMMNO3MLLA NOTOKY, AKY MOXHa No6aunMTK B 06paHin Tononorii:
-A=>B->D:7;
-A->C->D:9.

ILP-mozenb (3 obmexeHHAM Ha UinicHicTb Ta MapwpyT): Fip = 8
(subpaHo mapwpym A = C > D, obmexceHHA: MiHimym ceped 8 i 9).

Python-kog ana ILP-mogeni 3 mapwpytom A - C - D Ta 06MeXKeHHAM Ha
LiNICHICTb NOTOKY: MaKCMMabHWUI NOTIK F = 8.

from pulp import LpProblem, LpVariable, LpMaximize, Lpinteger, value, LpStatus

# CtBopeHHsa ILP-mogeni
model = LpProblem("ILP_MaxFlow_ACD", LpMaximize)

# 3MiHHi: noTik no KaHanax A—>C ta C->D (uinicHi)
Xx_AC = LpVariable("x_AC", lowBound=0, upBound=8, cat=LpInteger)
Xx_CD = LpVariable("x_CD", lowBound=0, upBound=9, cat=LpInteger)

# LlinboBa ¢yHKUiA: makcumisyBaTh noTik F=x_AC=x_CD
model += x_AC, "Maximize_Flow"

# ObmexkeHHsA: NoTiK mae byTM oAHaKoBMM Ha 060X KaHanax (6e3 BTparT)
model += x_AC == x_CD, "Flow_Conservation"

# Po3B’sI3aHHA mogeni
model.solve()

# BuBeneHHA pe3ynbTaTis

print(f"CtaTyc po3s’s3aHHa: {LpStatus[model.status]}")
print(f"MakcumanbHuit notik F = {value(x_AC)}")
print(f"NoTik no A->C: {value(x_AC)}")

print(f"NoTik no C=>D: {value(x_CD)}")

MNMosacHeHHA Ao Koay:
- 06bpaHuit mapwpyt: A-> C-> D.
- 0bmekeHHs:

o MPONYyCKHa 3aaTHicTb A>C =8
nponyckHa 3aaTHicTb C>D =9

o MNOTiK Ma€ byTM OlHAaKOBUM Ha 060X KaHanax —» obmexkeHHa x(AC)
= x(CD)
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- uinboBa PyHKUiA: makcumisyBaTh x(AC), To6To Becb MOTiK.
- pe3ynbTat: Fiip = 8, 06MeKeHMM NPONYCKHO 34aTHiCTIO KaHany A—>C.

Len Kop pemoHcTpye, AK ILP-mopenb BpaxoBye peancHi obmexkeHHA
MapLpyTy, Ha BigMiHy Big KnacuyHoro Max Flow, aknin no3sonse po3wenneHHs
MOTOKY.

MNpakTnuHa iHTerpauisa. Moaenb (2) moxe 6ytn iHTerpoBaHa B SDN-
KOHTponep, Ae obuncneHHa ILP BWMKOHytOTbCA Ans BUOOPY ONTUMaNbHUX
mapuwpyTie. Lle 3abesneyye 6anaHcyBaHHA HaBaHTa)KeHHs, NiATPMMKY QOS Ta
afanTauito Ao 3MmiH Tpadiky.

Po3pobka nporpamHoro 3abesneyeHHA AAA ONTMMI3aLUii NOTOKIB vy
KOMN'IOTEPHUX  Meperkax MOYMHAETbCA 3  HAMMCaHHA  CKPUNTIB  MOBOIO
nporpamyBaHHs Python, 3gaTHux dopmanisyBatv matemaTUyHy moAenb 3agadi.
Ha nepwomy eTtani CTBOPHOIOTLCA MOAYAI, AKi OMUCYIOTb CTPYKTYPY MEpEeXi y
BUrNAAi rpada 3 By3flaMK Ta KaHanaMu, @ TaKoXK 3a4atoTb NapameTpy NPOMYCKHOI
3paaTHocTi. Jani peanisytoTbea GYHKLIT 418 Nobya0BM LinboBOoT GYHKLLT Ta cuctemm
obmexeHb, Wo Ao03Bonsfe chopmyBaTM 3adady LiIOMMCENbHOrO NiHiMHOro
nporpamyBaHHA. HacTynmHMM KpOKOM € iHTerpauia 6ibniotek ana poss’a3aHHA
onTMMmiI3auinHnx 3aaad (Hanpuknag, PulP a6bo OR-Tools), Aki 3abesnedytoTb
ABTOMATUYHUIA MOWYK ONTMMANbHOrO piweHHA. [lapanenbHO CTBOPHOKOTLCA
CKPMNTM ANA MOPIBHAHHA Pe3ynbTaTiB i3 KnacuyHmm anroputmom Max Flow, wo
[,03BOIAE OLLIHUTU BIAXWUNEHHA MiX TEOPETUYHUMM TA NPAKTUYHUMM 3HAYEHHAMM.
Ha 3aBepwanbHoMy eTani nporpamHe 3abe3neyeHHA  AOMOBHIOETLCA
iHTepdeNCHMMM KOMMOHEeHTaMKW ANA  Bi3yanisauii pe3ynbTaTtiB Ta 3pPYYHOCTI
KOpPUCTyBaya, WO pobuTb MOro NpUAATHUM AN MPAKTUYHOTO 3aCTOCYBAHHA Yy
CUCTEMAX YNPaBAiHHA MepexeBuM Tpadikom.

BucHoBKM

Y pesynbTati gocnigKeHHa nobyaoBaHO maTemaTUYyHy MoAenb OnTUmisaui
NPOMNYCKHOI 34aTHOCTIi MepeXi Ha OCHOBI MeTOAIB LiN04YMCA0BOro NporpamyBaHHA.
HaykoBa HOBM3Ha NONATAE y MNOEAHAHHI rpadoBOi CTPYKTYpU Mmepexi 3
AVCKPETHOIO ONTUMI3aLi€lo, WO [A03BONSAE BPaxoBYyBaTU peasibHi 0bMeXKeHHs
MapLpyTnsaLii — AUCKPETHICTb MOTOKIB, NPIOPUTETHICTb CepBiciB, 0bMeKeHHs
NPOMNYCKHOI 34aTHOCTI Ta GanaHcyBaHHA HaBaHTaXeHHA. [paKkTUYHE 3HA4YeHHA
MoZeni MNONArAe y MOXAMBOCTI ii 3aCTOCYBaHHA ANA NNaHyBaHHA Tpadiky B
SDN-mepexkax, paTa-ueHTpax Ta MobinbHMX cuctemax. Peanisauia 3acobamwu
Python 3abe3neuye iHTerpauilo mMoaeni B aBTOMaTM30BaHi CUCTEMU YNPaB/iHHS.
Baxnmeo nigkpecnntn, wo ILP-moaens A0Aa€ iHTENEKTYaNbHICTb B YNpPaBAiHHA
MEpPEXKE: BOHA He AuMWe MAKCMMI3YE NPOMYCKHY 34aTHICTb, @ M aganTUBHO
BPaxXOBYE MNPIOPUTETU Ta TEXHIYHI 0BMeXKeHHA, HabaunKatoum npouec onTUmisau,i
00 peanbHNX yMOB QYHKLiIOHYBAHHA CYy4aCHUX TENEKOMYHIKALiMHNX CUCTEM.
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MATHEMATICAL MODEL OF NETWORK CAPACITY OPTIMIZATION BASED ON
INTEGER LINEAR PROGRAMMING METHODS

This paper presents a mathematical model for optimizing the capacity of
computer networks, developed using Integer Linear Programming (ILP)
methods. The proposed approach integrates the graph structure of the network
with discrete optimization techniques, enabling the consideration of real routing
constraints such as flow discreteness, service prioritization, channel capacity
limitations, and the necessity of load balancing. Unlike classical maximum flow
algorithms, which operate under idealized assumptions, the ILP-based
formulation provides a more realistic representation of network behavior by
incorporating practical restrictions and adaptive decision-making mechanisms.

The scientific novelty of the study lies in the construction of an integrated
optimization model that introduces intelligence into traffic management. The
model not only maximizes throughput but also dynamically accounts for
heterogeneous service requirements and resource constraints, thereby bridging
the gap between theoretical optimization and real-world network operation.
This makes the approach particularly relevant for modern telecommunication
systems, where flexibility, scalability, and reliability are critical.

The practical significance of the research is reflected in its applicability to
traffic planning and resource management in Software-Defined Networks (SDN),
data centers, and mobile communication systems. The implementation of the
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model in Python ensures its compatibility with automated control systems and
facilitates integration into existing network management platforms.
Furthermore, the modular design of the software allows for future extensions,
including the incorporation of machine learning techniques and hybrid
optimization strategies, thus creating a foundation for the development of
next-generation intelligent networking technologies.

Keywords: mathematical model, network capacity optimization, SDN
networks, integer linear programming (ILP), data centers, mobile systems.

137



HaykoBe BuaaHHA

BICHUK
HABYA/IbHO-HAYKOBOTIO IHCTUTYTY KIBEPHETUKU, IHGOPMALIIMHUX
TEXHO/OrIN TA IHXEHEPIi HYBI

Bunyck 2(13)

TexHiyHuli pedakmop ranuxa Cimyyk
OKcaHa lNpuwena

JlpyKyemeobca 8 asmopcbKili pedakuil

MianucaHo Ao apyky 18.12.2025 p. dopmaT 70x100%/16
YMm.-gpyk. apk. 8,0. O6n.-8ng,. apk. 8,9.
Tupax 100 npum. 3am. Ne 5682.

Budaseuyb i sBucomosnosay
HauyioHanbHuli yHisepcumem
B800H020 20crnodapcmea ma rpupoOOoKOPUCMYBAHHA
syn. CobopHa, 11, m. PisHe, 33028.

Csidoymeo rnpo sHeceHHsA cyb’ekma 8udasHUYOI cnpasu 00 0epHasHO20
peecmpy s8udasuis, 8U2OMIBHUKI8 i pO3rMoscto0xcysadyis
sudasHu4oi npodykuii PB Ne 31 gid 26.04.2005 p.



