MinicTepcTBO OCBITH 1 HAYKH YKpaiHH
HartionanbHuii yHiBEpCUTET BOJHOTO TOCIIONAPCTBA
Ta PUPOJOKOPUCTYBAHHSA

Kadenpa obunciaroBanbHOT TEXHIKH

04-04-194

METOAMNYHI BKA3IBKI

JUIST BUKOHAHHS J1a00paTOPHHUX Ta CAMOCTIHHHUX POOIT
3 TUCIHILTIHA
"TexHoorii 3axucty iHbopmarii"
CTYJICHTAMHU HAMPSIMY i TOTOBKH
6.050101 "Komm’roTepHi Haykn"

Yactunua I

PexomengoBano
METOIMYHOIO KOMICi€l0
HaIpsMy MiATOTOBKH
"Komm’rorepHi HayKu"
IIpoTokon Ne 6

Big 15 Gepesns 2017 p.

PiBue 2017



Metoanyni BKa3iBKM IJI1 BUKOHAaHHS J1a0OpaTOpHUX Ta CaMOCTIMHHX
po6iT 3 aumcuumtinu "TexHororii 3axucTy iHpopMamii" CTyAEHTaMU
Hanpsimy migrorosku 6.050101 "Komm’'torepui Hayku'". Yactuna II. /
I1. B. Onsmancekui, — Pisae: HYBI'TI, 2017, — 32 c.

Yoopsaauk I1. B. Onpmancekuid, cTapminii BUKIIanaq kaheapu
00YHCITIOBATLHOI TEXHIKH.

BignoiganbHMIA 32 BUITYCK
B.b. KpynikoBCbKUii, KaHAUAAT TEXHIYHUX HAYK, HOLCHT,
3aBigyBad Kadeapu 0OUNCIIOBAILHOI TEXHIKH.

3micT
Jlabopamopua poboma Ne5
MporpamHa peanisauifa 6no4yHoro anroputmy wudgpysaHHa DES.... 3
HopaTtok 1. Tabnuui nepectaHoBOK Ta S-6nokie anroputmy DES .......... 26
HopaTtok 2. Nporpama Ans nepesipky Ta BianaroaXeHHs Moayns
DES oot 28
HopaTtok 3. MNporpama ons nepesipk/ Ta BianaromXeHHss MOAyns
DESBCNAL. ... eeveeeee et 3
HopaTok 4. MNackanb-nporpama Ans wndpysaHHA AoBinbHUX dannis DES-
=T o] o1 Y To Y 31

© Onpmancekuii I1.B., 2017
© HYBITI, 2017



JlaGopaTopHa poGoTa Ne5.

Tema: IIporpamua peani3aiuisi 6JJ0OYHOT0 AJITOPUTMY
mmdpyBanns DES

Meta po6otu. CtBOpuTH mporpamy mis mubpyBaHHs (aiiais
JIOBITLHOTO THUMY HalmommpeHimuM B cBiTi anroputMom DES (Data
Encryption Standard), pimmarommtu npoekT Delphi 3 mekinbkoma
BKJIAJICHUMH MOJIYJISIMH, BHUBYUTH KpunrTorpadidyHi NOpuidoMH I
HaJIMHOrO IepeMilnryBaHHS 1 30MBaHHsA OJIOKIB iH(OpMali B IpoIeci
mudpyBaHHs, IHTEIPYyBaTH MPOrpaMy B CHUIBHUH MAaKeT 3 paHilie
PO3pOOIEHUMH AJITOPUTMAMHU.

TeoperuuHi BizomocTi

[Ipu BukopucranHi OmoyHoro mudpy iHpoOpmaLis MOCTymae Ha
BXil MHUQPYIOYOro MPHUCTPOIO (MIKPOCXEMH) MOPLIIMH OJHAKOBOI
JOBXKHUHH - OJTIOKaMH, KOXKEH 3 SIKUX IUPPYETHCS OKPEMO.

AwmepukaHchkuii ctaHzapt mudpysanHs DES pospoOnenuii B
1973-1976 poxkax rpymnoro MatematukiB ¢pipmu IBM, pekomennoBaHmii 1uis
BUKOPUCTAaHHS B KOMEPLIHHMX CHCTeMax 3axucTy iHdopmalii, AeTaibHO
BUBUYCHUI 1 ampoOoBaHWil Ha mpakTuli. Bymm po3pobrneni cneuianbHi
TEOPETHYHI METOAM KPWITOAHANI3y - AUGEpEHIHHUN Ta JTiHIHHWHA, SKi
MOXXYTh OyTH BHMKOPHWCTaHI JUIsI aHANi3y OKPEMHUX €TalliB UM HEMOBHUX
peamizamii, OFHaK MO IILOTO dYacy HE ICHYE€ TIPAKTUIHUX METOMIB
3nmamyBaHHs anroputMy DES, kpiM moBHOTO TIepe0opy KITIOUiB.

Jomxuna Omoky mudpyBanHs - 64 OiTH, TOBXKWHA KIfoda - 56
OiTiB. llIBHmkomis CydacHHMX KOMIT IOTEPIB JO3BOJISIE BHUKOHYBATH 3

JTIOTIOMOT'OI0 TTapaIeIbHUX MEPEKEBUX OOUHCICHb TiepeOpaTH BCi MOMITHBI



xmoui 2°% 3a mekinbka JIHIB, & 3 JIOMIOMOTOI0 CHEIialbHO TOOYJOBaHUX
CYIIEPKOMIT IOTEPiB HABITh 3a JCKiIbKa TOJIUH.

udp ckragaeTsCsi 3 MOCHIAOBHOCTI OITOBMX MEPECTaHOBOK i
MiZICTAHOBOK, OpPIEHTOBAaHMH Ha amapaTtHy peami3amilo. ApXiTeKTypa
Cy4JacHUX NpOILECOpiB He MpucTocoBaHa 10 OiToBux omepauiii DES, mo
YCKIJIQAHIOE €(peKTUBHY IPOrpaMHy pealtizalilo.

Kpoxn anroputmy DES.

1. TlouyatkoBa mepecranoBka OitiB (Initial Permutation) 3rigHO 3

Ta0IuUIEeIo transpos_number

procedure InitialTransposition64 (a:block64bits;
var b:blocké64bits) ;
var i:byte;
begin
for i:=1 to 64 do
b[i] :=a[transpos_number[i]]

end;

2. Po3buBanns 6J10Ka Ha JIBY 1 IpaBy MOJIOBUHU

procedure Break Blocké64_to_Left32 and Right32;
var i:byte;
begin
for i:=1 to 32 do
begin
left32[i] :=block64[i];
right32[i] :=block64[i+32]
end;

end;
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Puc 6. Cxema nepeTBopeHb OJIOKY AaHUX Ha eTamax

anroputMy DES
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3. [loBTOpeHHs 16 0THAKOBUX €TAITiB

for i:=1 to 16 do
begin
Generate Key48 for Step (i)
StepDES (i) ;
if i<16 then
begin
left32 :=new_left32;
right32:=new_right32;
end

end;

4. O6’eqHaHHsA TIOJIOBHUH OJOKY

procedure Merge Left32 and Right32 to b64;
var i:byte;
begin
for i:=1 to 32 do
begin
b64[i] :=new_left32[i];
b64[i+32] :=new_right32[i]
end;

end;

5. KinueBa nepecraHoBka (oOepHEHa 10 TOYATKOBO1)

procedure FinalTransposition64 (a:block64bits;
var b:block64bits) ;
var i:byte;
begin
for i:=1 to 64 do b[transpos number[i]]:=a[i]

end;




OoepHenuii aaroputm DES (po3mmdpoByBanHs) coiBnagae 3
OpsSIMUM, TOMY BUKOPHCTOBYETBCS Ta cama Mpoueaypa. BinpisHserbes
TIBKH TIOPSAAOK MiAKIIOYWIB HAa OKPEMHUX eTamax - BHUKOPHUCTOBYETHCS
o0epHeHa MOCiJOBHICTh MiAKIIOYiB.

Hanpsim mmmdpyBanHs BU3HAYa€ThCS TAPAMETPOM THILY

Direction=(Direct,Back) ;

Omnuc ognoro erany DES.
1. IlpaBa momoBHMHA OJIOKAa PO3MIUPSIETHCS 3  JTOIIOMOTOIO
IyOmoBaHHS OKpemux OiTiB 10 48 OITiB 3 BHKOPUCTAaHHSIM TaOIHUIl

(MacuBy) permut.

procedure Right32 to_48;
var i:integer;
begin
for i:=1 to 48 do
b48[i] :=right32[permut[i]];

end;
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Puc 7. IlepectanoBKa 3 pO3LIUPEHHIM




2. Buxonyerbcst mobitoBa omepauis XOR 3 48-GitoBUM
MiAKITI0YeM, SKAH CHelialbHO TOTYETHCS AJISi KOKHOTO eTamy (OMuC AMB.

HIDKYC)

procedure b48 XOR key48;

var j:byte;
begin
for j:=1 to 48 do
if b48[j]l=key48[j] then block48[j]:=0
else block48[]j]:=1

end;

3. llenTpajibHA YaCTHHA eTaly i BChOro aJIrOPUTMY -
MiACTAHOBKA 3 I0NIOMOroI0 S-0J10KiB

48-0OiTHuil OMOK po30uBaeThcst Ha 8 mectudiToBUX OnOKiB. [lis
KOXKHOTO OJIOKY BUKOPHCTOBYETHCSI CBOSI TAOJUIS S-TiICTAHOBKH, SIKa Ma€e
4 psagku i 16 croBnuwmkiB. [lepmmii i mwoctuit 6iT mectuOiTOBOro O1I0Ka
BU3HAYAIOTh HOMEP PsiIKa, OiTH 3 2 1Mo 5 BU3HAYAIOTh HOMEP CTOBMYKKa. B
pe3yabTaTi 3UMTYEThCS 4HMCIO B niamas3oHi Big 0 mo 15, ke yTBoproe 4-
OiTOBUI pe3yNbTYIOUNi OJIOK. 8 YOTHPHOITOBUX OJOKIB AatOTh 32-0iTOBUIA

pe3yabTaT MU pyBaHHSI S-0JI0KaMU.

procedure S_Block48_ to b32;

type blockébits=array[l..6]of bit;
block4bits=array[l..4]of bit;

var i,j,n,nl,n2:byte;
b6:array[l..8]of block6bits;
b4d:array[l..8]of block4dbits;

begin




for i:=1 to 8 do
for j:=1 to 6 do b6[i][]j] :=b48[(i-1)*8+]];
for i:=1 to 8 do // 8 S_blocks: 6bits_to_4bits
begin
nl:=b6[i] [1]*2+b6[i] [6];
n2:=b6[i] [2] *8+b6[i] [3]*4+b6[i] [4]*2+b6[1i] [5]
n:=s[i,nl,n2];
b4[i] [1] :=n div 8;
b4[i] [2] :=(n-8*b4[i] [1]) div 4;
b4[i] [3]:=(n-8*b4[i] [1]-4*b4[i] [2]) div 2;
b4[i] [4]:=n mod 2;
end;
for i:=1 to 32 do b32[i]:=b4[i div 8+1][i mod 4 +1];

end;

48-GitoBWiA BXia

Ceelteoy

32-GiToBUI BUXID

Puc 8. Cxema pobotu S-010KiB

4. bitn omepskaHoro 32-po3psIHOTO OJI0Ka IepecTaBISIIOTHCS (P-0710K)

procedure P_Block32;
var i:byte;
begin
for i:=1 to 32 do r32[i]:=b32[p[i]]:

end;

5. Buxonyerbcs mobitoBa onepaitiss XOR JiBOi IOJOBUHY , SIKa BiJ

IMMOYaTKy €TaIlly HC 3a3HaJia 3MiH, 3 MEPETBOPCHOIO IIPABOI0 IMMOJIOBUHOIO
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procedure Left32 XOR r32;
var j:byte;
begin
if k=16 then for j:=1 to 32 do

Il
=

if left32[j]=r32[j] then new_left32[j]:

Il
=

else new_left32[]j]:
else for j:=1 to 32 do
if left32[j]=r32[j] then new_right32[]j]:

o
= O

else new_right32[j]:

end;

6. Ha xoxHOMY eTalli 3MIiHIOETBCS TITBKH TOJIOBHHA 64-0iTOBOTO
0JIOKY, iHINIA TTOJIOBHHA IEPECTABIAETHCS MICISIMH 13 3ammdpoBaHoo. Ha

ocTaHHROMY 16 eTari nepecTaHOBKA HE BUKOHYETHCSI.

if k=16 then new_right32:=right32
else new_left32 :=right32

OcHOBHA YacTHHA MPOTIEAYpH I ogHOTOo etarry DES mae Burisg

procedure StepDES (k:byte) ;
(onmmc mpouenmyp erany - HaBeAeHi Buue)

begin

Right32_ to_48;

b48 XOR key48;

S_Block48_to_b32;

P Block32;

left32 XOR r32;

if k=16 then new_right32:=right32

else new_left32 :=right32

end;

10
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Puc 9. Cxema ognoro eramny anroputmy DES

IlepeTBOpeHHS KJIIOYA

1. I3 3aganoro 64-6iToBoro kmoua (GOpMyeTbCs S6-0ITHUI KIrO4

BIIIKAAHHAM KOKHOro 8 Oita

procedure KeyTranspositioné4_to_56;
var
i:byte;
begin
for i:=1 to 56 do
key56[i] :=key64 [key transpos[i]]
end;

2. 56-0iTHuit KIIt04Y po30MBa€ThCS Ha ABI 28-01THI TIOJTOBUHU
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procedure Break key56_to_ left28 and right28;
var i:byte;
begin
for i:=1 to 28 do
begin
left_key28[i] :=key56[i];
right key28[i] :=key56[i+28]
end

end;

3. (IloBTOproerscs Ha KOXKHOMY 3 16 etamiB). Jlo KOXHOI 3
MTOJIOBUHOK 3aCTOCOBYETHCS ONEpAIis MHUKIIYHOTO 3CYBY BIIBO (IUIs
OPSIMOTO  XOAy alroputMy) abo BOpaBo (I pPO3LIM(pPOBYBAHHS).
KinpkicTe OITIB 3CyBy Ha KOXKHOMY €Tamli BiAPI3HAETHCS 1 3aJa€ThCS

tabmunsamu Shift L ta Shift R.

const
shift L:array[l..16]of byte=
(1,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1);
shift R:array[l..16]of byte=
(0,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1);
procedure Cyclic_SHL_left_ key28 (k:byte) ;
var i,it:byte;btemp:bit;
begin
for it:=1 to shift L[k] do
begin
btemp:=left key28[1];
for i:=1 to 27 do left key28[i]:=left_key28[i+l];
left key28[28] :=btemp

end

-
N




end;
procedure Cyclic_SHL_ right key28 (k:byte);
var i,it:byte;btemp:bit;
begin
for it:=1 to shift L[k] do
begin
btemp:=right key28[1];
for i:=1 to 27 do right key28[i] :=right key28[i+l];
right key28[28] :=btemp
end
end;
procedure Cyclic_SHR_ left_ key28 (k:byte) ;
var i,it:byte;btemp:bit;
begin
for it:=1 to shift R[k] do
begin
btemp:=left key28[28];
for i:=28 downto 2 do
left key28[i] :=left key28[i-1];
left key28[1] :=btemp
end
end;
procedure Cyclic_SHR right key28 (k:byte);
var i,it:byte;btemp:bit;
begin
for it:=1 to shift R[k] do
begin
btemp:=right key28[28];
for i:=28 downto 2 do

13



right key28[i] :=right key28[i-1];
right key28[1]:=btemp
end

end;

3. 3 oxepxkaHuX Micis 3¢yBiB 28-01TOBHX dacTHH (popmyeThes 48-
OiToBMIT Kito4, SAKWH TpWiiMae ydacTh B omeparii XOR 3 mpaoro

YaCTHUHOIO OJIOKY TaHWX Ha TAHOMY €Talli alTOPUTMY (IUB. BHIIIE)

procedure Step Key 48;
var i:byte;
begin
for i:=1 to 28 do
begin
k56[i] :=left key28[i];
k56[i+28] :=right key28[i]
end;
for i:=1 to 48 do
key48[i] :=k56 [p56key48[i]];

end;

3aranbHuii BULJISA npoueaypu (popMyBaHHs Kkiaro4a Ajs etanmy DES

procedure Generate Key48 for Step(k:byte);
(onMc KOHCTaHT i nmpouenyp — HaBEeAEHO BMIE)
begin
if Dir_ or_ back=Direct then
(npsavmiz xip anropuTMy - umMbpyBaHHST)
begin
Cyclic_SHL left key28(k);
Cyclic_SHL right key28 (k) ;

14



end
else
(3BOpOTHiN xXip anropmTMy - poOSIMOPOBYBaHHS)
begin
Cyclic_SHR left key28(k);
Cyclic_SHR right key28 (k) ;
end;
Step_Key 48;

end;

3aranbHuii BUrIAA npouexypu mudpysanasa DES
(Odopmitena y Burmimi moxyns DES.PAS. Ilporpama mns mepeBipkw,
BimmaropkeHds Ta aHamidy poborn wmoxyns DES PROG.PAS, nus.

Homatok 2 )

unit DES; // Copyright by P. Olszanski, 2004
interface
uses Tables; (mgue. JomaTok 1.)
type
bit=0..1;
block64bits=array[l..64] of bit;
Direction=(Direct,Back) ;
procedure DES_alg(
Dir or_ back:Direction; //manpsm umbppyBanus
start_blocké64, //Bxinuuiz 6ok
key64 :block64bits;// wou
var end block64 :blocké64bits);// pesyneTynumit 6ok
implementation
type // Tunu DaHuMX IS NPOMiXHMX pesynbTaTiB

block56bits=array[l..56] of bit;

15




b
b
b

var

lock48bits=array[l..48] of bit;
lock32bits=array[l..32] of bit;
lock28bits=array[l..28] of bit;

// BHyTpimui MacuBM Momyns - BignoBigaknTe pericrpam DES

key56,k56 :block56bits;
left_key28,

right key28 :block28bits;
key48 :block48bits;
block64, b64 :block64bits;
b48,block48 :block48bits;

left32, right32,
b32,r32,new_left32,
new_right32 :block32bits;

i:byte;// niumnesaUkK

procedure DES_alg(

Dir_or_back:Direction;

start_blocké64,

//HanpsiM umbpyBaHHST

//Bxinuuiz 6xox

key64 :block64bits;// wou

var end block64 :blocké64bits);// pesyneTynumit 6ok

(onmuc BHYTPimHix npouenyp - HaBeIeHO BMIe)

begin

// nouaTkoBa nepecTaHOBKAa

InitialTransposition64 (start block64,blocké64) ;

// posburTrs Ha NiBy i npaBy MNOJIOBMHY

Break_Block64_to_Left32 and Right32;

// bopMyBaHHst 56-6iTHOTO KiIOYA

KeyTransposition64_to_56;

// pos6urrst kjo4Ya Ha JiBy i npaBy HOOJIOBMHY

16




Break key56 to left28 and right28;
// noeTopeHHst 16 eTanie
for i:=1 to 16 do
begin
// TeHepyBaHHs 48-6iToOBOrO KiOuYa AJs NAaHOTO eTany
Generate Key48 for Step(i);
// BUKOHaHHs npouefyp njss i-oro erany DES
StepDES (i) ;
if i<16 then //mns BCcix eTaniB, KpiM OCTaHHBOT'O
begin
// niproTroBka BxiAHMX JaHMX OJST HACTYIHOT'O eTany
left32 :=new_left32;
right32:=new_right32;
end
end;
// 06’ emHaHHSI INOJIOBMHOK
Merge Left32 and Right32_ to_b64;
// xiHuneBa nepecTaHOBKa - OBepHeHa OO MOYaTKOBOL
FinalTransposition64 (b64,end blocké64) ;
end;
begin

end.

3agaBaTu BXigHI JJaHi i BUKOPUCTOBYBAaTH pe3yJibTaTH y BHUIIAIL
0ITOBMX MAacHUBIB HE 3aBXIHM 3pYYHO, TOMY IPOMOHYETHCS MPOLEAYpa, KA
nparoe 3 OJIOKaMU Y BUIJISIAI BOCBbMUCUMBOIBHUX PAAKiB. (Odopmiena y
Burmsaai  moxyns  DES8char.PAS.  Ilporpama  anst  mepeBipkw,
BiJUIaroKeHHs Ta aHanizy poodotu monyist Test DES.PAS, nus. Jlonatok

3)
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Unit DESS8char;

interface

uses DES;

type str8=string[8];

procedure DES_string8(dir_or_back:Direction;
string8,string key:str8;
var end string8:str8);

implementation

procedure DES_string8(dir_ or back:Direction;
string8,string key:str8;
var end string8:str8);

var

start block64,key64,end block64:block64bits;
procedure Start(s:str8 ; wvar bl:blocké64bits);
var i,j:byte; c:char; b,filter:byte;

begin
for i:=1 to 8 do
begin
c:=s[i];
b:=ord(c) ;
filter:=128;

for j:=1 to 8 do
begin
if b AND filter =0 then bl[ (i-1)*8+]j]:

Il
o

else bl[ (i-1)*8+j]:
filter:= filter SHR 1

Il
=

end
end

end;
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procedure Finish(be:block64bits;var s8:str8);
var
i,j,k:byte;
begin
s8:='12345678";
for i:=1 to 8 do
begin
k:=0;
for j:=1 to 8 do
k:=2*k+be[ (i-1) *8+]j];
s8[i] :=chr (k) ;
end;
end;
begin
Start(string8,start blocké64);
Start(string_ key, key64) ;
DES_alg(dir_or_back,start_blocké4, key64,
end block64) ;
Finish(end _blocké64,end string8)

end;

begin

end.

I'padiune 300parkeHHsT IIepeTBOpeHb OJIoKy nmaHux B DES
anroputMi Ha puc. 6 Ta Onok-cxema DES-anroputmy 3 BKazaHHAM
po3psiaHOCTi onepaniit Ha puc.10.

[Nackane-iporpama ass mwudpyBaHHs JOBUTLHUX (ailmiB OmokaMu
no 8 cumBoniB (64 Oitm) DES-anmroputmom - FILE DES.PAS nus.

Jonatok 4.
19




.

32

Crypt
{64>

18

Hey

<6d>

L6 EE 1 _

ol

Puc.10 brok-cxema DES-anropurmy

TTossicHeHHS 10 OJIOK-CXEMU

Text - MoYaTKoBuil TeKcT (610K 64 OiTiB);

Crypt - 3ammudpoBanuii OI0K;

Key - 64-X pO3pAOHUNA KITIOY;

yuciaa - pO3PAAHICTH HA AaHiH BITLI alrOpUTMY;

P, Pk - IEPECTAaHOBKH;

S - IiJICTaHOBKa 6 OITiB => 4 0ITH ;

L) - 3¢cyB (i -- HOMep iTeparrii) ;

XOR - momaBaHHs 3a MoayneM 2 (Bukimoune ABO);

- KOHKaTeHaris (00’ eqHaHHs ) OITOBUX PSIKIB;

- po30uTTs OJOKIB HA JBA;

- 00OMEXEeHUI TOUKaMH BiJ[pi30K
{ MOBTOPIOETHCA 16 pasiB ;
ITepecranoBKM BUKOHYIOTHCS 32 hopmynoro D[ 1 ]=A[P[i]], ne
A - BXigHHMi MacuB OITiB;

D - pe3ynbpTaT nepecTaHOBKH (MacuB OITiB) ;
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P - Tabnuis mepectaHOBOK (MacuB iHAEKCIB AJIsl MAacHBY A) ;

S - miacTtanoBka 6=>4. Y BIONOBIAHICTH MIECTH OITAM CTaBUTHCS
yotupu. [lizcTaHoBKa POBOIUTHCS 32 HACTYITHUM MPABUIIOM: HeXal MIiCTh
OiTiB Ha Bxo/i - (abcedef), Toni (af) BU3HAUarOTE HOMEp pszKa, a (bede) -
HOMeEp cToBIMYKMKa. HoMepu psifka i CTOBIYKKA BU3HAYAIOTh PE3YJIBTAT B
nianma3oni Bix 0 o 15, sikuit 3untyethes 3 S-rabnuni. Hanpuknan, npu

BUKOpHCTaHHI Tabmuii S6, yrcno 58 (111010) nmepeBoautses B 13 (1101).

I i Crypto Demo by Olshansky_ P@rambler.ru [ ] |

CumetpnyHu XOR anroputm

MepecTaHoBOYHWA anropuTM (WKndpyBaHHA)

MNepecTaHOBOMHWA anropMTM (po3wndpoByBaHHA)

KombiHoBaHWA anropuTm (WK pyBaHHA)

KombiHoBaHWIA anropuTm (po3wncpoByBaHHRA)

MeTopn ogHopaszoBoro 6nokHoTa (CMMETPUYHMIA)

CHUMeTpPU4YHUA aNropuTM ramyBaHHA

Button 8
Bno4yHuit DES anroputM (W1cppyBaHHA)

Butfton9 _
Brno4Hwid DES anroputM (poswntppoByBaHHA)

Puc 11. Burnsaza ronosroi popmu Delphi - mpoekty
Xin po6otu
1. BigkpuiiTe TPOEKT 3 TOMEepeaHbOi J1abopaTOpHOI POOOTH B

Delphi, nonoHiTs kHOMKamu Button8 i Button9 3rigno puc.11.
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2. Hdnsa xHOmok Button8 i Button9 ctBopith chinbHUIA 00pOOHUK
noJil HATUCKaHHA 3a 3pa3KoM MOIepeHiX JabopaTopHUX POOIT, B AKOMY
MOCTIIOBHO 4YUTa€Thesl 1 mmdpyerscss anroputMoM DES iHdopmarnis 3
BXimHoro (aiiny mopuisimu mo 64 Oitu (8 CHUMBONIB) Ta 3alUCYETHCS
MIOCITIIOBHO B PE3YJIBTYIOUHI (aiii.

B Monyni ronoBHOi (hopMu B po3AiJii uses IPOEKTy MiAKIIOYITh

moxyii DES 1 DES8char.

procedure TForml.Button8Click (Sender: TObject) ;
var Sen:Tobject;
procedure DES_algorithm;
var f£,fl:file of char; +timeO,timel:TDateTime;
FilelLen :integer; millisec :comp;
c:char; s,ss:string;
k, k100, i, j, L, il, num : integer;
key number : array[l..255] of integer;
smemol,smemo2 : string;
dir or back:Direction;
string8,string key,end string8:str8;
begin
Sen:=Sender;
string key:='12345678"';
if pswl<>'' then
begin
while Length (pswl)<8 do pswl:=pswl+pswl;
for i:=1 to 8 do string key[i]:=pswl[i];
end;
Form3.Caption:='AnropurM umbpyBanHa DES';
Form3.Labell.Caption:='Bxigumi ¢ann: '+namel;

AssignFile (f,namel) ;
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Reset(f); FileLen:= FileSize (f);
L:=Filelen div 8; k100:= L div 100;
Form3.Label3.Caption:='JloBxuuHa bamnma '+

IntToStr (FileLen)+'Ganuris';

A} A}

Form3.Label5.Caption: ;

Form3.Label2.Caption:=
'Bammpposarmit dayn: '+namel+'.cip';
AssignFile (f1,namel+'.cip' );
Rewrite (f1l) ; time0:=Time;
if Sen=Button8 then
dir or back:=Direct // umdpysanus
else if Sen=Button9 then
dir or back:=Back; // posumdpposysaHHsS
Form3.Gaugel.Progress:=0; // noxaxumk iHmguxaTopa
smemol:='"'; smemo2:='";
for k:=1 to L do //k- niuumnepHuk kinmekocTi 6s0kiB
begin
s:='"'; // nouaTox dpopMyBaHHsT ByjOka is 8 cuMBONiB

for i:=1 to 8 do

begin
read(f,c); // umTanHss cuMBONa 3 daina
s:=s+c // dopmyeBauusi Bnoka is 8 cuMmBONiB
end;
string8:=s; // umbpymaHHsT 6n0kKa is 8 cuMBONiB

DES_string8(dir_or back,string8,string key,
end_string8);

// Banuc saumbppomaHoro 6is0ka y bdann

for j:=1 to 8 do write(fl,end string8[j]):

// bopMyBaHHSI PAOKiB AJisT BUMBEIOEHHSI HAa eKpaH
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smemol :=smemol+s; smemo2:=smemo2+end string8;
if length(smemol)>63 then
begin //BuBeneHHsT Ha eKpaH pPsOKiE no 64 cuMBOIiB
Form3.Memol.Lines.Add (smemol) ;
Form3.Memo2.Lines.Add (smemo2) ;
smemol:='"';smemo2:='"'//ounuenus psiAKOBUX Bydepime
end ;
if k mod k100=0 then
begin // Bipgnikx BipgcoTkie Ha iHgMKaTOpi
Form3.Gaugel.Progress:=Form3.Gaugel.Progress+l;
// BUBEeIOEHHSI CHMCTEMHOI'O dYacy
Form3.Label4.Caption:='Yac '+TimeToStr (Now) ;
Form3.Refresh; // oHoBnenHst popmm
end;
// oummeHnst nosiB MeMo st BanoBiraHHS NepPENOBHEHHS
if k mod 2000=0 then
begin Form3.Memol.Clear; Form3.Memo2.Clear end;
end;
// ocTaHHsT HenoBHa MOPIisl BanMCyeTBCS y BUXipHuiz darn
for i:=1 to FileLen mod 8 do
if not eof(f) then
begin
Read(f,c); smemol:=smemol+c;
Write(fl,c); smemo2:=smemo2+c
end;
//BUBeneHHsT HA eKpaH OCTaHHix psiAkis
Form3.Memol.Lines.Add (smemol) ;
Form3.Memo2.Lines.Add (smemo2) ;

timel:=Time-time0; // oBuMCIIEHHS YacCOBOT'O MPOMiXKy
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Form3.Labeld.Caption:='UYac mmppyBaHHa '+
FormatDateTime (' n xXB. ss,zz cek.',6timel);
millisec:=TimeStampToMsecs (DateTimeToTimeStamp (time) ) -
TimeStampToMsecs (DateTimeToTimeStamp (time0)) ;
Form3.Label5.Caption:="llBuakicTe '+
IntToStr (Trunc (FileLen*1000/millisec))+' 6/cex’;
// BakinueHHst po6oTu 3 dainammu
closefile(f) ;closefile(fl) ;
ShowMessage (' 36epexero y ¢anni '+namel+'.cip');
end;
begin
OpenDialogl.Title:=
'BubepiTe daitn pnst umppysaHHsi/posumbpoByBaHHS' ;
OpenDialogl.Execute;
if OpenDialogl.FileName='"' then exit;
namel :=OpenDialogl.FileName;
Forml.Hide; Form2.ShowModal;
if Form2.ModalResult=6 then
begin
ShowMessage ('Bam nmaposne '''+pswl+'''');
Form2.Close;
end;
Form3.Show; DES_algorithm; Form3.Close;Forml.Show

end;

Koumponwni 3anumanus.
»  Ax oosecmu 360pomuicme aneopummy DES?
» Axi emanu anecopummy DES ne enmusaromv Ha HaOitiHicmb

wugpysanna? Yu mooucua ix nponycmumu?
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»  Aki Memoou Kpunmoanauizy MONCHA 3aCmMOCysamu (meopemusto) ois
3AAMY8aHH meKcmis, 3auugposanux areopummom DES?

»  Yu sminwoe areopumm DES uacmomui xapaxmepucmuxu mexcmy?

»  3anponouyiime ceitl ancopumm wuppyeanHs OCMAaHHboi HenO8HOT
nopyii mekcmy.

» B kombinayii 3 axumu inwumu eioomumu Bam memoodamu modicna
BUKOPUCMOBYBAMU PO3TISIHYMULL 8 pOOOmMI aneopumm wudpysanns?

» Axi  meoonixu 6 peanizayii  moocyme  ociabumu  HAOIUHICMb
PO32NAHYMO20 ANCOPUMMY WUDPYSanna?

»  Axuil mun ¢aiinie  suxkopucmosyemocs 8 anreopummi?  Homy
3aNPONOHOBAHULL AN2OPUMM WUPpPYe Gatiiu OyOb-aKo2o muny?

» Ak Mmooicha onmumizyeamu  peanizosanutl 8 pobomi anzopumm O0Jis
NPUCKOPEHHS WU pyeants gaiinie?

Hodamok 1.

Tabnuii nepectaHoBOK Ta S-6110kiB anropurmy DES (y Burisiai momyis)

unit Tables;
interface
const transpos_number:array[l..64] of byte=
(58,50,42,34,26,18,10, 2,60,52,44,36,28,20,12, 4,
62,54,46,38,30,22,14, 6,64,56,48,40,32,24,16, 8,
57,49,41,33,25,17, 9, 1,59,51,43,35,27,19,11, 3,
61,53,45,37,29,21,13, 5,63,55,47,39,31,23,15, 7);
key transpos : array[l..56] of byte=
(57,49,41,33,25,17, 9, 1,58,50,42,34,26,18,
10, 2,59,51,43,35,27,19,11, 3,60,52,44,36,
63,55,47,39,31,23,15, 7,62,54,46,38,30,22,
14, 6,61,53,45,37,29,21,13, 5,28,20,12, 4);
permut:array[l..48] of byte=
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(32, 1, 2, 3, 4, 5, 4, 5, 6, 7, 8,9,

8, 9,10,11,12,13,12,13,14,15,16,17,
16,17,18,19,20,21,20,21,22,23,24,25,
24,25,26,27,28,29,28,29,30,31,32, 1);

s : array[1l..8,0..3,0..15] of byte=
{s1}(((14,4,13,1,2,15,11,8,3,10,6,12,5,9,0,7),

(0,15,7,4,14,2,13,1,10,6,12,11,9,5,3,8),
(4,1,14,8,13,6,2,11,15,12,9,7,3,10,5,0),
(15,12,8,2,4,9,1,7,5,11,3,14,10,0,6,13)),

{s2} ((15,1,8,14,6,11,3,4,9,7,2,13,12,0,5,10),
(3,13,4,7,15,2,8,14,12,0,1,10,6,9,11,5),
(0,14,7,11,10,4,13,1,5,8,12,6,9,3,2,15),
(13,8,10,1,3,15,4,2,11,6,7,12,0,5,14,9)),
{s3} ((10,0,9,14,6,3,15,5,1,13,12,7,11,4,2,8),
(13,7,0,9,3,4,6,10,2,8,5,14,12,11,15,1),
(13,6,4,9,8,15,3,0,11,1,2,12,5,10,14,7),
(,10,13,0,6,9,8,7,4,15,14,3,11,5,2,12)),
{s4} ((7,13,14,3,0,6,9,10,1,2,8,5,11,12,4,15),
(13,8,11,5,6,15,0,3,4,7,2,12,1,10,14,9),
(0,6,9,0,12,11,7,13,15,1,3,14,5,2,8,4),
(3,15,0,6,10,1,13,8,9,4,5,11,12,7,2,14)),
{s5} ((2,12,4,1,7,10,11,6,8,5,3,15,13,0,14,9),
(14,11,2,12,4,7,13,1,5,0,15,10,3,9,8,6),
(4,2,1,11,10,13,7,8,15,9,12,5,6,3,0,14),
(11,8,12,7,1,14,2,13,6,15,0,9,10,4,5,3)),
{s6} ((12,1,10,15,9,2,6,8,0,13,3,4,14,7,5,11),
(10,15,4,2,7,12,9,5,6,1,13,14,0,11,3,8),
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(9,14,15,5,2,8,12,3,7,0,4,10,1,13,11,6),
(4,3,2,12,9,5,15,10,11,14,1,7,6,0,8,13)),
{s7} ((4,11,2,14,15,0,8,13,3,12,9,7,5,10,6,1),
(13,0,11,7,4,9,1,10,14,3,5,12,2,15,8,6),
(1,4,11,13,12,3,7,14,10,15,6,8,0,5,9,2),
(6,11,13,8,1,4,10,7,9,5,0,15,14,2,3,12)),
{s8} ((13,2,8,4,6,15,11,1,10,9,3,14,5,0,12,7),
(1,15,13,8,10,3,7,4,12,5,6,11,0,14,9,2),
(7,11,4,1,9,12,14,2,0,6,10,13,15,3,5,8),
(2,1,14,7,4,10,8,13,15,12,9,0,3,5,6,11))) ;
p:array[l..32] of byte=
(16,7,20,21,29,12,28,17, 1,15,23,26, 5,18,31,10,
2,8,24,14,32,27, 3, 9,19,13,30, 6,22,11, 4,25);
p56key48:array[l..48] of byte=
(14,17,11,24, 1, 5, 3,28,15, 6,21,10,
23,19,11, 4,26, 8,16, 7,27,20,13, 2,
41,52,31,37,47,55,30,40,51,45,33,48,
44,49,39,56,34,53,46,42,50,36,29,32) ;
implementation

begin end.

Hodamok 2.
IIporpama aiis mepeBipky Ta BijpraromkeHas Moy DES.

program DES prog;

uses crt,DES;

type str8=string[8];

var string8,string key,end string8:str8;

start_block64, key64, end blocké64,
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dec block64:block64bits; i:byte;
procedure Start(s:str8 ; var bl:block64bits);
var i,j:byte; c:char; b,filter:byte;
begin
for i:=1 to 8 do
begin
c:=s[i]; b:=ord(c); filter:=128;
for j:=1 to 8 do
begin
if b AND filter =0 then bl[(i-1)*8+j]:
else bl[(i-1)*8+j]:
filter:= filter SHR 1

nn
= o

end
end
end;
procedure Finish(be:blocké64bits;var s8:str8);
var i,j,k:byte;
begin s8:='12345678";
for i:=1 to 8 do
begin
k:=0;
for j:=1 to 8 do k:=2*k+be[ (i-1)*8+j];
s8[1i] :=chr (k) ;
end;
end;
procedure writeBlock64 (bl:block64bits) ;
var i,j:byte;
begin
for i:=1 to 8 do
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begin
for j:=1 to 8 do Write(bl[(i-1)*8+j]:1); write(' ')

end;

writeln

end;

begin {main}
clrscr; randomize;
string8:="abcdefgh'; string key:='12345678";
for i:=1 to 8 do string8[i]:=chr (random(256)) ;
for i:=1 to 8 do string key[i]:=chr(random(256)) ;
{ Initialisation of binary arrays}
writeln(' string block = ',6string8);
Start (string8,start blocké64) ;
for i:=1 to 8 do write(ord(string8[i]) :8) ;writeln;
writeBlock64 (start_blocké64) ;
writeln(' string-key = ', string key);
Start(string key, key64) ;
for i:=1 to 8 do write(ord(string key[i]) :8);
writeln;
writeBlock64 (key64) ;
DES_alg(direct,start block64,key64,end blocké64) ;
writeBlock64 (end_blocké64) ;
Finish(end blocké64,end string8);
writeln(end_string8);
DES_alg(back,end blocké64,6key64,dec_blocké64) ;
writeBlock64 (dec_blocké4) ;
Finish(dec_block64,end_string8);
writeln(end_string8);

end.
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Hodamok 3.
IIporpama aiis mepeBipku Ta BijyrarompkeHas Mmoayins DES8char.

program TEST DES;
uses crt,DES,DES8char;
var
string8,string key,end string8:str8; i:integer;
begin
clrscr; randomize;
string8:="abcdefgh';string key:='12345678";
for i:=1 to 8 do string8[i]:=chr (random(256)) ;
for i:=1 to 8 do string key[i]:=chr (random(256)) ;
writeln(' string block = ',6string8);
writeln(' string-key = ',6string key);
DES_string8(direct,string8,string key,end string8);
writeln('encoded block = ',end string8);
DES_string8 (back,end string8,string key,string8);
writeln ('decoded block = ',6string8);

end;

Hodamok 4. Tlackanb-nporpama uis IU(GPyBaHHS TOBUILHUX (aiiiiB

DES-anroputmom.

program DES FILE;

uses crt,DES,DES8char;

var
string8,string key,end string8:str8;
i,j,Filelen:integer; f,fl,f2: file of char;
fname, fnamel, fname2:string; c:char; s:string;
dir or_back :Direction;

begin
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clrscr; Writeln('Enter filename for encryption');
Readln (fname) ; Assign(f,fname); Reset(f);
FileLen:=FileSize(f); clrscr;
Writeln('Enter filename for result');
Readln (fnamel) ; Assign(fl,fnamel); Rewrite(fl);
Writeln ('Enter key (8 characters)');
Readln (string_key) ;
if string key='' then string key:='12345678";
Writeln('Press D (direct DES) or B (back)');
repeat
c:=Readkey;
if UpCase(c)='D' then dir_ or back:=Direct
else dir or back:=Back;
until UpCase(c) in ['D','B'];
for i:=1 to Filelen div 8 do
begin
s:='";
for j:=1 to 8 do
begin Read(f,c); s:=s+c end;
string8:=s;
DES_string8(dir_or_back,string8,string key,
end string8);
for j:=1 to 8 do write(fl,end string8[j]):
end;
for i:=1 to FileLen mod 8 do
if not eof(f) then
begin Read(f,c); Write(fl,c) end;
Close(f) ;Close (£f1)

end.
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