Onuc HABYAJIBLHOI AMCIUILIIHA
1. Kon:/13.
2. HazBa:3axucm ingpopmayii.
3. Tun:subiprosuii.
4. PiBenb BUIIIOI OCBiTHU: [ (bakanaspcovKutl).
5. Pik HaBYaHHS, KOJIY PONOHY€ETHCHA AUCHMILTIHA:S,
6. CemecTp, KOJIM BUBYAETHCH AMCHUILTIHA: V]
7. KuibkicTh BcTaHoBJeHuX kpeauTiB EKTC:3.
8.IlpisBue, iHimiaan JIEKTOPAa/JIeKTOPIB, HAYKOBHU CTYNiHb,
nocana:Poweniox A.M., cm.euxnadau kagheopu npukiaoHoi Mmamemamuxu.
9. Pe3yibTaTH HABYAHHA: RNICIA 6UGUEHHS OUCYUNIIHU CHYOeHm NOGUHEeH Oymu
30amuuM:
® 3Hamucmpykmypy ma @QyHKYii CcyyacHux cucmem 3axucmy iHgopmayii,
MamemMamuyHi ma — aieOPUMMIYHI  OCHOBU Kpunmoepadii, ancopummu
KOOYBAHHS MA CMUCKAHHS (hatiis;
® npocpamysamu 3 GUKOPUCMAHHAX CYYACHUX 3AXUCHUX KpUnmoepagiuHux
enemenmia 8 cepedosuuyi C++;
® NPOeKmMy6amuy mMa CmMEopeamu HAOIUHI  peanizayii KpunmoepagiuHux
ancopummis, cucmem ma nPoOmMoKoie,
® nIaHyéamu ma peanizo8y8amu KOMNIEKC NpO@INaKkmudHux aumueipyCcHux
3axo0is, nonepeodcysamu  ma SUAGIAMU BUNAOKU HECAHKYIOHOBAHO20
NPOHUKHEHHS 8 JIOKATIbHI MEpediCi.
10. dopmu opranizauii 3aHSTb:HagUAIbHEe 3aHAMMS, CAMOCMIUHA poboma,
NPAKmMu4Ha ni020moeKa, KOHMPOJIbHI 3aX00U;

11.
e JlucuuIiinm, 110)] nepeayrnThb BHBYEHHIO JAAHOL
pucuunainu:/Ipoepamyesanns, llpuxiaone npoepamue 3abe3neyenHs.
o /lucumnniinu, 1101} BHBYAKOTHLCHA CYILyTHHO i3 3a3HA4YEHOI0

TUCUMILTIHO0: AOMIHICMPYBAHHSA KOMN TomepHUX mepedic.
12. 3mict kypey:Bcmyn 0o kpunmoepaghii ma kpunmoananizy. Koou ma ix
npusnadenus. Kopomxa icmopia kpunmonoeii. Enemenmu  Kpunmoauanizy.
Xapakxmepucmuka nogioomieHb, 8UNpoOY8AHHA WUPDPIE, GIOKPUMMSA MAUUHHO2O
wugpa.
Enemenmapna  xpunmoepaghia. Illugpu npocmoi  3aminu. Iloniepamui  ma
noniangpagimui  wugppu.  Hlugpu nepecmanosku. Illugpysanns  o6aoxamu.
Jewugpyesanns imepayiamu.
Kpunmocucmemu 3 6iokpumum xnouem. Konyenyis eiokpumux cucmem. Cucmema
RSA, ii onuc, xopexmuicmo, naolitinicme. Cucmema Pabina. Iloenmugbikayis 3a
00NOMO2010 CUMEMPUUHOT KPUNMOCUCMEMU, HA OCHO8I Yupoeo2o nionucy.
besznexa komn tomepnux ma mepesrcesux cucmem. Komn rtomepui ¢ipycu i mpoaucoki
npoepamu. Ilpasosi i coyianvui numanus 3axucmy iHgopmayii;
13. PexoMeHna0BaHi HABYAJIbHI BUJIAHHA:
1. Hlennon K. Teopus cesazu 6 cekpemmuwix cucmemax. / Pabomwr no meopuu
ungopmayuu u kubepuemuxe. — M.: UJI, 1963. — 829 c.
2. Bepbiyoxuii O.B. Bcmyn 0o kpunmonoeii. — Jl.. Buoasnuymeo Haykoso-
mexHiunoi nimepamypu, 1998. — 247 c.



3. Bseodenue 6 xpunmoepadhito: monoepaghisa. /[looobwy. peo. B.B.Awenxo. —M.:
MIIHMO: YePo, 1998. — 271 c.
4. Monoosan P.A., Monooean H.A., Cosemos b.A. Kpunmoepagus. —CI16: Jlans,
2000. — 224 c.
5. Cmonnunec B. Kpunmoepagusa u 3auwumacemeti. npuHyunvl u npaxmuxa. — M.:
H30. oomBunvsmce, 2001. — 672 c.
6. Illpockypun B.I'., Kpymose C.B., Mayxesuu H.B. 3awuma 6 onepayuoHHbIX
cucmemax. — M.: Paouo u ceazw, 2000. — 168 c.
14. 3anyi1aHoBaHi BUAM HABYAJILHOI JiSVILHOCTI TAa MeTOAH BUKJIAJAHHA:
28 eoounu nexyiu, 14 2oounu nabopamopuux pooim.
Memoou: enemenmu npobaemHoi nexyii, iHOUBIOYaIbHI 3A80AHHS, BUKOPUCTNAHHS
MYTbMUMeOitiHUX 3aco0is;
15. ®opmu Ta KpuTepii ONIHIOBAHHSA:
Oyinrosanns 30iticnioemocsi 3a 100-06anvHo10 WKAN010.
1Tiocymrosuti konmponw (20 6anis): 3anik 6 xinyi VII cemecmpy.
Tlomounuu konmponw (80 6anie): mecmysanHs, Onumy8anHs,;
16. MoBa BUKJIAJAHHS:VKPAIHCHKA.

3aBinyBau kadenpu Mapmuniox I[1.M., 0.m.n., doyenm



HEPEKJIAJd AHTJIHCBHKORK

DESCRIPTION OF THE EDUCATIONAL SUBJECT

. Code: 113.

. Title: Information security.

. Type: selective.

. Higher education level: the first (Bachelor's degree).

. Year of study when the discipline is offered: 4.

. Semester when the discipline is studied: VII.

. Number of established ECTS credits: 3.

. Name, initials of the lecturer / lecturers, scientific degree, position: Roshcheniuk A.M., senior
lecturer of the department of applied mathematics.

9. Results of studies: after having studied the discipline the student must be able:

* to know the structure and functions of modern information security systems, mathematical and
algorithmic fundamentals of cryptography, algorithms for encoding and compressing files;

* to program using modern security cryptographic elements in the C ++ environment;

* to design and create reliable implementations of cryptographic algorithms, systems and protocols;
* to plan and implement a set of preventive antivirus measures;

* to prevent and detect cases of illegal access to local networks.

10. Forms of organizing classes: training classes, independent work, practical training, control
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measures;
11 < Disciplines preceding the study of the specified discipline: Programming, Applications
software.

* Disciplines studied in conjunction with the specified discipline: Administration of
computer networks.
12. Course contents: Introduction to cryptography and cryptanalysis. Codes and their use. A brief
history of cryptology. Elements of cryptanalysis. Characteristics of messages, test of ciphers,
opening machine cipher.
Elementary cryptography. Simple replacement ciphers. Polygram and polyphonic ciphers. Ciphers
of permutation. Block encryption. Iteration decryption.
Public key cryptosystems. Concept of open systems. RSA system, its description, correctness,
reliability. Rabin's system. Identification by means of a symmetric cryptosystem, based on a digital
signature.
Security of computer and network systems. Computer viruses and Trojan programs. Legal and
social issues of information security.
13. Recommended educational editions:
1. Shannon K. Communications theory in secret systems. / Works on the information and
cybernetics theory. — Moscow: IL, 1963. — 829 p.
2. Verbitskyi O.V. Introduction to cryptology. — L.: Publishing house of scientific and technical
literature, 1998. — 247 p.
3. Introduction to cryptography: a monograph. / gener. ed. by V.V.Yashchenko. — M.: MTsNMO:
CheRo, 1998. - 271 p.
4. Moldovian R.A., Moldovian N.A., Sovetov B.Ya. Cryptography — SPb.: Lan', 2000. — 224 p.
5. Stollings V. Cryptography and protection of networks: principles and practice. — M .: Publ.
house Williams, 2001. — 672 p.
6. Proskuryn V.G., Krutov S.V., Matskevych I.V. Security in operating systems. — M .: Radio and
communication, 2000. — 168 p.
14. Planned types of educational activities and teaching methods:



lectures — 28 hours, laboratory works — 14 hours.

Methods of teaching: problem lecture elements, individual tasks, using multimedia presentations.
15. Forms and assessment criteria:

The assessment is carried out on a 100-point scale.

Final control (20 points): test at the end of the 7th semester.

Current control (80 points): testing, questioning.

16. Language of teaching: Ukrainian.

Head of the department,
Doctor of Engineering, associate professor P.M. Martyniuk

lepexnao suxonae I1.1Mizipin




