OIMIUC HABYAJIBHOI IUCHUILITHU
1. Kon: BF1;
2. HaszBa: [Jugposa b6e3nexa;
3. Tun: subiprosuii;
4. PiBenb BUIIO1 ocBiTH: [ (ODakanaesp);
5. Pik HaBYaHH#A, KOJIM IPONOHYETHCHA AUCHUILTIHA: 3;
6. CemecTp, KOJIM BUBYAECTHCHA AUCIHHUILIIHA: 5;
7. KinbkicTb BcTaHoBaeHux kpeautiB EKTC: 3;
8. IpizBuine, iHiniaau JekTOpa, HAYKOBHIi CTYNiHb, Mocana: Bepemetiuux C.B., kano. ginoc. Hayx,
cmapuiuil BUKIA0a.
9. Pe3yibTaTH HABYAHHS: NiC/5 BUGUEHHS OUCYUNIIHU CIYOEeHM NOBUHEH 0YMU 30AMHUM.
—  mposodumu kiacugixayiro inghopmayii;
—  6CMAHOBUMU YUHHUKU, WO BNIUBAIOMb HA 3aXUCT IHGopMmayii;
— i0enmuixysamu 8uou iHhopmayiiHux 3a2po3;
—  GU3Hayamu Yini i npUHYUNU 3axucmy ingopmayiiy
—  3acmocogysamu memoou ma ghopmu yuppoesoi besnexu,
—  gupiuwlysamu cCmaHOapmui 3a60anHs NPoghecitinoi JisibHOCMI 13 3aCMOCYBAHHAM THHOPMAYINHO-

KOMYHIKAYILHUX MEXHON02IU 3 YPAXYBAHHAM OCHOBHUX 8UMO2 YUPPOo6oi be3nexu,

—  BIILHO OPIEHMYBAMUCS 8 NOJIOHCEHHAX CYYACHOI OOKMPUHU YUPDPOBOT be3neKu;

—  607100iMU HABUUKAMU BUKOPUCIMAHHA KOMN'IOMEPHOI MexXHIiKu ma iH@POopMayiiHux mexHonozit y
cghepi yughposoi beznexu.

10. ®opmu opramizamii 3aHATh: HaguaibHe 3aHAMMSA, CAMOCMIUHA POOOMA, KOHMPOJILHI 3AX00U.

11. JucuuiutiHd, M0 TepeaylTh BHUBYEHHIO 3a3Ha4eHOI AucHUIIiHN: «OcHosu yugpposux

MexXHONI02IUY.

12. 3micT Kypcey:

OcHosu yughposoi besnexu ma zaxucmy iHgopmayii.

IIpoepamno-anapamui 3acobu 3abe3neyenns ingopmayitinoi 6e3nexku y KOMN'romepHux cucmemax.

Kpunmoepagiuni cucmemu.

OcHosu no6y0o8u Komn'romeprux mepesic.

Beeoenns 6 ananis mepesceeo2o mpagixy.

Mepeoicesi amaku: Memoou 310My ma 3axXucmy.

besnexa 6eb6-0odamxis.

Opeanizayiiine ma npagoge 3abesneuents inopmayitinoi b6esnexu.

13 PexoMeHnaoBaHi HABYAJIBLHI BUJIAHHA:

1. Ocnosu ingpopmayitinoi 6esnexu [Enexmponnutl pecypc]: nocionux / B. A. Jlyaceyvxuii, O. I1
Botimosuu, A. ][ Koxcyxiscokuii ma in.; M-60 oceimu i nayxu Yxpainu, Yepkac. oepocc. mexHon. yH-m.
Yepracu: YATY, 2008. 243 c. 2. Ingpopmayiiina 6esnexa. Haguanonuii nocionux / C. B. Kasyn, B. B.
Hocos, O. B. Manoicai. Xapkie: Buo. XHEY, 2008. 352 c. 3. Kali Linux. Tecmuposanue Ha
npoHukHoseHue u bezonachocms / Iapacpam [lusa u op. CI16. : [Tumep, 2020. 448 c. 4. Cxabyos H.
Ayoum 6e3zonacnocmu ungopmayuonuwvix cucmem. CI16. : [lumep, 2018. 272 c.

14. 3an1aHoBaHi BUIH HABYAJILHOI JiJILHOCTI Ta METOAH BUKJIATAHHS:

16 200. nekyiti, 14 200. npakmuunux 3ansams, 60 200. camocmitinoi pooomu. Pazom — 90 200.
Memoou: inmepaxmueni  nexyii, po3e’a3yeanHs 3a0ay, IHGOPMAYIUHO-ITIOCMPAMUBHUL  MA
NpoOIeMHULL MEeMOOU HABYAHHSA I3 3ACMOCYBAHHAM OLIOGUX 120p, AHAI3 KOHKpemHUX cumyayii (case
study).

15. ®opmu Ta KpUTEpii OUIHIOBAHHS:

Ouiniosanns 30itichioemocs 3a 100-6anbHoto wKkanoio.

ITiocymkosuii konmponw (40 banis). ek3amen TECTOBUMN, 8 KiHYi 5 cemecmpy.

Tlomoynuii konmpons (60 b6anis): mecmysanHs, ONUMYBAHHS, BUKOHAHHS CAMOCMIUHOL pobomu.

16. MoBa BUKJIAJAHHSA: VKPAIHCLKA.

o NS LR W~

3aBinyBau kadenpu ¢inocodii Haxkoneuna O.1I1., 0-p.ghinoc.nayxk, npoghecop



DESCRIPTION OF THE COURSE

. Code: WBI;

. Title: Digital Security;

. Type: Selective;

. Level of higher education: I (bachelor);

. Year of study when the discipline is offered: 3;

. Semester, when the discipline is studied: 5;

. Number of established ECTS credits: 3;

. Surname, initials of the lecturer, scientific degree, position: Veremeychik S.V., Cand. philos.

Sciences, Senior Lecturer.

9. Learning outcomes: after studying the discipline the student must be able to:

— to classify information;

— identify types of information threats;

— define the goals and principles of information protection,

— apply methods and forms of digital security,

— identify factors that affect the protection of information,

— solve standard tasks of professional activity with the use of information and communication
technologies taking into account the basic requirements of digital security,

— freely navigate the provisions of the modern doctrine of digital security;

— have skills in the use of computer technology and information technology in the field of digital
security.

10. Forms of organization of classes: training session, independent work, control measures.

11. Disciplines that precede the study of this discipline:

12. Course contents:

Fundamentals of digital security and information security.

Software and hardware for information security in computer systems.

Cryptographic systems.

Basics of building computer networks.

Introduction to the analysis of network traffic.

Network attacks: methods of hacking and protection.

Web application security.

Organizational and legal support of information security.

13 Recommended educational publications:

1. Osnovy informatsiinoi bezpeky [Elektronnyi resurs]: posibnyk / V. A. Luzhetskyi, O. P. Voitovych, A.

D Kozhukhivskyi ta in.;, M-vo osvity i nauky Ukrainy, Cherkas. derzh. tekhnol. un-t. Cherkasy:

ChDTU, 2008. 243 s. 2. Informatsiina bezpeka. Navchalnyi posibnyk / S. V. Kavun, V. V. Nosov, O. V.

Manzhai. Kharkiv: Vyd. KhNEU, 2008. 352 s. 3. Kali Linux. Testyrovanye na pronyknovenye y

bezopasnost / Parasram Shyva y dr. SPb. : Pyter, 2020. 448 s. 4. Skabtsov N. Audyt bezopasnosty

ynformatsyonnuvikh system. SPb. : Pyter, 2018. 272 s.

14. Planned types of educational activities and teaching methods:

16 hours of lectures, 14 hours of practical classes, 60 hours of silent work. Total - 90 hours.

Methods: interactive lectures, problem solving, information-illustrative and problem-based learning

methods with the use of business games, case study.

15. Forms and evaluation criteria:

the evaluation is carried out on a 100-point scale.

Final control (40 points): test exam at the end of the 5st semester. Current control (60 points): testing,

surveys, independent work.

16. Language of instruction: Ukrainian.
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Head of Department Nakonechna O.P., Doctor of Philosophy, Professor



