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AHANI3 METOJIB BIOMETPUYHOI IDEHTUDIKALLII
KOPUCTYBAYA B CUCTEMAX 3 KEPOBAHUM [IOCTYNOM

B yMmoBax cboroneHHsi 6ioMeTpuyHi TeXHONOrii aKTUBHO 3aCTOCOBYHOThb-
CA B CUCTEMaXx NOB'A3aHMUX i3 3a6e3neyeHHsAM KepOBaHOro AOCTyny A0
iHpopmMauii Ta MaTepianbHUX 06’€KTiB Ha OCHOBI YHiKanbHoOI ineHTUi-
Kauii oco6u. 3 ornaay Ha Le BUHUKAE noTpeba aHanisy meTtoaiB Ta Tex-
Honorin 6iomeTpuyHoi ineHTUPiKaLil 3 METOIO IX ONTMMANIbHOIO NPakK-
TUYHOro BNpoBamXeHHs. B cTaTTi po3rnsHyTo Ta npoaHanisoBaHo oc-
HOBHi MeToaM GioMeTpuuHo iaeHTUIKALII KOPpUCTYBaAUa; PO3rNSAHYTO
OCHOBHi XapaKTepUCTUKKN CUCTEM Ta iX BNJIMB Ha ePEeKTUBHICTb poboTu
CUCTEMM; BU3HAYEHO 0COBIMBOCTi BUKOPUCTAHHA BioMeTPUYHMX cUc-
TeM ANA 3aXUCTY | KOHTPOJTI0O BUPOGHUUMX 06’ EKTiB.

Knrwwyosi cnosa. GiomeTpuyHa cucteMa, ineHTUdikKauisa, xapakrepucTu-
Ku 6ioMeTpMYHUX cucTeM.

Beryn. |HTerpauis YKpaiHn B €BpONeMCbKM Ta CBITOBUW MPOCTIp
notpebye iHHOBaUIMHUX MNiAXOAIB A0 OpraHi3auil 3axucTy iHpopMauil B
cucTeMax 3 KepoBaHum gocTynoM. Mopsag 3 npaesoBumu [1] Ta kpunTo-
rpadiyHMMM MeTo4aMm 3axXMUCTy BCe BiNbLUOT BaXKJIMBOCTIi HabyBaloTb iH-
XXEHEepPHO-TeXHIYHI MeToau. [epCcneKTUBHUM HanpsMKOM 3abe3neyeHHs
3axucTy iHpopMaLil € BAKOPUCTAHHS MeToAiB BioMeTpUYHOT ineHTudiKa-
Uil KopucTyBaya, fKi BKNOYaloTb B cebe aBTOMaTtu4Hi abo aBToMaTM30-
BaHi MeToau ineHTUdikauii ocobum 3a il 6ionoriyHMMM Y NoBeLiHKOBUMU
o3Hakamu [3].

B WwWMpoKoMy 3HauyeHHi 6ioMeTpis € CYKYMNHICTIO MaTEMATUYHUX Me-
TOAIB, IKi 3aCTOCOBYHOTbHCS A0 6i0NOrYHMX OPraHi3MiB 3 METOK OTPUMaH-
HS pe3yNbTaTiB CNOCTEPENKEHD, | CTAaTUCTUYHOT 06POBKM LUNX pe3ynbTaTiB.
B KOHTeKCTi cy4yacHux iHGOpPMaUIMHUX TEXHONOrin 3axucty iHbopmauii
6iomeTpuka [2, C. 6] Mae HacTynHe TpaKTyBaHHSA — Le NPUKagHa ranysb
3HaHb, KA BUKOPMUCTOBYE NPU CTBOPEHHI aBTOMAaTU30BaHUX CUCTEM PO3-
MEXYBaHHS OOCTYNY YHiKanbHi 03HaKK NIOANHN — BIOMETPUYHI XapaKTe-
PUCTUKMN.

Mig 6ioMeTPMYHNUMM TEXHONOTIIMU PO3YMilOTb aBTOMATU4YHiI abo aB-
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TOMaTU30BaHi MeToam igeHTUdIKauil ocobu 3a i 6ionoriyHMMKM 4m nose-
OIHKOBMMM 03HaKamu [2].

o_
6u. bioMeTpuuHi TexHonorii aKTMBHO 3acTOCOBYHTbLCA B CUCTEMax
NnoB'si3aHMX i3 3abe3neyeHHAM KepoBaHOro goctyny Ao iHdopmauii Ta
MaTepianbHUX 06'EKTIB LLISIXOM PO3MEXKYBAHHSA NPaB, @ TAKOX B 3afavax
YHiKanbHoi ineHTUdiKauii ocobu, 3 MeTolo:

* KOHTPOJI1I0 AOCTYNY;
* 3axXUCTy iHbopMaLil;
e ineHTUIKaUIl KNieHTIB.
Pe3ynbTatn aHanisy posnoginy 6ioMeTpMyHUX cucTeM 3a chepamu
BUKOPUCTAHHSA NpeacTaBneHo Ha puc. 1:

B cnyxbu KoHTponk disvyHoro goctyny
B opranuy Bezneku
B diHaHcoei opraxizaui
B chepa OXOpoHU 34,0poBA
B mirpauiidi cny6M Ta NacNOPTHUIA KOHTPOb
M coujanbHa cdepa
B TexHiyHi onepauji
iHwWe

Puc. 1. Po3nogin 6ioMeTpuyHMX cucteM 3a chepaMm BUKOPUCTAHHS

Hanbinbwa 4acTka cucteM GioMeTpu4YHOI igeHTMdIKauil npunagae

Ha BUPOOHMYY cdepy, 30KpeMa, CNy>bu KoHTponto ¢iznyHOro pocTtyny

Ao o6’ekTiB. Ha ocHOBI aHani3y npegMeTHOI o6nacTi 6yno BU3HAYEHO OC-

HOBHi HanNpPsSIMKN BUKOPUCTAHHS BIOMETPUYHUX CUCTEM HA BUPOBHULTBI
(tabn. 1):

Tabnuusa 1

BukopuctaHHs 6ioMeTPUYHUX CUCTEM HA BUPOBHULTBI
Bup 6iomeTpunyHoi cuc- |lMoTeHuinHi nepeBarn 3a| HeobxigHi npunagu
TeMmn paxyHOK BioMeTpuKM

CnucTeMU KOHTPONH i MigpBULWEHHS PiBHSA BiomeTpuyHi TepMi-
ynpaBniHHS OOCTYNOM Ha |6e3MneKn Ta 3py4YHOCTI  |HaflM; aBTOHOMHI 3a-
TEPUTOPIIO, L0 OXOPOHS- [OTPUMAHHSA OONYCKY MKW 3i CKaHepaMu Bi-
ETbCSA AOUTKIB nanbus
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NPOAOBXEeHHS Tabn.1

Cuctemun ob6xony nepume-|lligBuweHHs aucumnn- |bioMeTpuyHi

Tpa Ansa igeHtTndikauil NiHW Npu 06xodi nepu- [TepMiHanm
NMPaLuiBHUKIB CNYy»X6u MeTpa 3rigHO BU3Have-
OXOPOHU HOro MapLpyTy B 3a-

AAHUN Yac
Cuctemu o6niky pobouo- |ligBMLLEHHS HadinHOC- [BioMeTpUYHI TepMi-
ro yacy gns nigresep- Ti AAHMX 06NiKy pobo- |Hanu; 6ioMeTpUYHUK
OXXEHHS NepCoHaNIOM Ya- [4Oro Yacy Ha BUPOBHU- [CKAHEeP; aBTOHOMHI
CYy 3HAXOAXEHHS Ha po- |UTBI; cucTemm obniky po-
6o4yoMy Micui nigBuLEHHS ancumn- |(6o4oro 4acy

niHK

InaneigyanbHi cendun gna|llinBuweHHa 6e3nekn i |[ABTOHOMHUI bioMeT-
OTPMMAaHHSAM OOMNYCKY 3a |3pPYYHOCTi KOPUCTYBaH- |PUYHUI 3aMOK, BOY-
6ioMeTpUYHMMK XapaK- |HA cerMdOoM Ha NianNpu- |LOBaHMN B cend

TEepUCTMKaMun €EMCTBAX CTpaTeriyHoro

3Ha4YeHHs
Cuctemu Bigeocnocte-  |3HUXKEHHS 3arpo3u 3a- |[lporpamui mopyni
peXeHHs 3 QYHKLUIEW BOPYLLUEHb Ta TEPOPMUC- |pO3Ni3HABAHHSA 0Cib B
po3ni3HaBaHHA 3a 633010 [TUYHUX aKTIB Ha Mia- OAHUX BigEOMNOTOKY
OaHUX NPUEMCTBAX CTpaTeriy-

HOro 3Ha4yeHH4A

IHbopmauinHi TepmiHanu |MigBuweHHs 3axucty |BbypnoBaHi ckaHepwu
ONa BUpadi 3axmuieHol iHpopMaUil i 3py4HOCTI
iHbopMauil OTPUMaHHSA JocTyny

OcHOBHMMM nNepeBaramu cuctem 3 BiOMETPUYHUM KOHTPOSIEM OO-
CTYNy € NPOCTOTA BUKOPUCTAHHS, 3HAYHA WBUAKOAIS | 3pPYYHICTb AN Ko-
pUCTYBa4a, OCKiNIbKWN BUPILLYETLCS psig npobneM, NoB'A3aHUX i3 «NHACh-
KUM paKTOpoM», TaKMUX K BTpaTa 3acobiB NepcoHanisoBaHoro gocrtyny,
HeobxigHicTb 36epeXkeHHs nNaponiB Ta KopiB iaeHTUdIKaUil Towo. A yHi-
KaNnbHICTb GIOMETPUYHUX XapPaKTEPUCTUK JIIOAMHU MPAKTUYHO YHEMOXK-
NUBJIOE IX BUKOPUCTAHHS 3/T0BMUCHUKAMMN.

HeponikaMu cuctemM 3 6ioMETPUYHUM KOHTPONIEM OOCTYNYy € MMOBI-
PHICTb BUHWKHEHHA MOMWIOK PO3Mi3HaBaHHSA, HeEObXigHICTb BUKOpPUC-
TaHHA cneuianizoBaHoro obnagHaHHSA, npobieMa o6¢cnyroByBaHHS Ta cy-
npoBoay i, K HAacNigoK, AOBOMI BUCOKA BAPTICTh.

®yHKUIOHYBaHHSA cuctemu 6iomeTpuyHoi ayteHTugikauii. B ocHoBi
pob0oTH CUCTEM 3 KEPOBAHMM LOCTYNOM Ha OCHOBIi BUKOPUCTaHHSA BiomeT-
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PUYHUX XaPaKTEPUCTUK MAlOTb Micue ABa MexaHi3mMu: Bepudikauia Ta
ineHTMdikauia. Bepuoikauia, SK NOpPiBHAHHS «OAWH A0 OAHOro», € 3aco-
6oM nigTBEPAXKEHHA KOHKPETHOI 0COBM Ha OCHOBI BM3HAYEHHSA CTYMeEHSA
CXOXKOCTi 3aABNEHUX ONS HEl XapaKTEPUCTUK.

lpeHTndIKauia nepenbavyae NOPiBHAHHA TUNY «OAWH A0 GaraTbox».
B naHoMy BMNagKy NOKa3HWKK BigNOBiAHOT HiOMETPUYHOT XapaKTepUCTUu-
KW CNiBCTaBNSATLCA 3 yCiMa HassBHUMM B Basi AaHMX 3pa3Kkamu, a B SIKO-
CTi pe3ynbTaTy 6epyTbCa Ti AaHi, NS AKMX CTYMNiHb CXOXOCTi € HANBULLUM
(Npu LbOMY BiH HEe € HMXXKUYUM BifO AEAKOro BU3HAYEHOro rPaHNYHOro no-
pory).

He3anexHo Big BMKOPWUCTOBYBAHOr0 MeXaHi3My i onpauboBYBaHWUX
H6iOMEeTPUUYHMX XapaKTEPUCTUK Y CUCTEMAX KepyBaHHS OOCTynoM BigbyBa-
I0TbCA HACTYMHI MPOLLeCH: peecTpaulisa i aBTeHTUdIKauia (puc. 2).

[aHi HagxopaTb y cucTeMy i3 BiIOMETPUYHUX AATUMKIB | NpoxoaaTb
nepBUHHY 06pobKy n oundpoByBaHHSA. lNicns uboro Ha eTani peecTpauil
3a AOMNOMOrol BeMBNET-NEPETBOPEHb CTBOPIETLCA WabnoH abo BeKTOp
03HaK, IKUW 3anucyeTbecs y 6a3y AaHux wabnoHie. Ha etani aBTeHTUI-
Kauil pOpMyeETbCA BEKTOP O3HAK OTPMMAHOM0 3pa3Ka, SKUN NOPIBHIOETb-
€A 3 OQHWM 4M yciMa wabnoHaMn, HaaBHUMMK Y Basi [aHUX, 0BUYNCNIOETL-
ca Mipa noaibHocTi (BianosigHoOCTI WabnoHy) i, Ha OCHOBI aHanisy pe-
3yNbTaTiB NOPIBHAHHSA L€l MipX 3 O€AKUM rPAHUYHUM 3HAYEHHAM po3ni-
3HABAHHS, YXBAJTIOETLCS PilEHHSA NPO HaAaHHA YM 3ab6OpPOHY JoCTYNy A0
AesKoro 06'ekra.

Peectpauis AsTeHTuiKaLia
OTPUMaHHS OTPUMaHHS
[aHuX 3 gat- [aHuX 3 gat-
yuKiB yuKiB
J pilleHHs Npo fgo- I
nycK o 06'ekTa
o6pobka aa- 06po6ka
[aHux
—— i
J MOPIBHAHHSA OTPU- a
B wabnoHiB| ——>
CTBOpEHHS —> —| Maworo3paska ¢=|cTBOPEHHS 3pa-
3 HasiBHUMM B B[] 3Ka A5 nopis-
wabnony

HAHHS

Puc. 2. CxeMa ¢pyHKLIOHYBaHHA BioMeTPUYHOI CUCTEMMU

MarteMaTuyHi xapakTtepucTtuku GiomeTpuuHux cucrem. [Ina mare-
MATUYHOro Oonucy npouecy aBTeHTUdIKaLil MOXe BUKOPUCTOBYBATUCH Bi-
AcTaHb EBKNiga, yepes saKy BMPaXKaeTbCa Mipa BiAMIHHOCTEN MiX ABOMA
BEKTOpaMu 03HaK [4]:
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D:\/i(FVi,k—FVJ.,k)Z. (1)

k=1
ne FVixi FV;x — BEKTOpM 03HaK OesKOl OOBXUHU m. AKLWO0 3Ha4YeHHS Bia-
cTaHi EBkniga piBHe Hynw um HabnumxeHe o 0, To obuaBa BekTOpMU
O3HaK HanexaTb ofHiINn ocobi. BignoBigHicTb BEKTOPIB 03HaK, a, OTXe,
BiAMOBIAHICTb 3pa3Ka eTasioHy BU3HAYAETLCA HAa OCHOBIi 06paHOro 3Ha-
YeHHA rpaHuyHoro nopory R (gonyck Mae 6yTM HapgaHo 3a YMOBW, LLO
D<R).

OcobnueicTio BiomeTpMyHOI ineHTUdiKaLil € Te, WO BOHA ABNSE CO-
6010 CTAaTUCTUYHMW npouec. BnaveB neBHUX YMOB, TaKUX K 3allymie-
HICTb, OCBITNIE€HICTb, 3MiHa ¢i3MYHOro cTaHy ocobu, € NpnuYMHaMm TOro,
WO He MoXe OyTW [OoCArHyTa CTOBIOCOTKOBA TOYHICTb PO3Mi3HaBaHHS.
B Toin yac sk B cucTteMax, Aki 6a3yroTbCA Ha TOYHMX MeTodax (mocTyn no
naposio, 3a CKeTY-KapTok Towwo), Tinbkn 100% BianoBigHicTL € 3anopy-
KO HafaHHS Oonycky. B 6ioMeTpnyHMX cucTeMax Mexa MidXK AOMYCKOM i
He AOMYCKOM He € YiTKO BMPAXEHO, OCKINbKU CNiBNagiHHA 3pa3ka 3
eTaNoHoM Hikonu He € 100%.

3 ornsay Ha ue BaXKJIMBUM 3aBAAHHAM € BUOIp 3HAYE€HHS FpaHny-
HOMO NMOpPOTY, OCKIIbKW B pa3i HEMPABUIBHOIO NOro 3aBAaHHS B CUCTEMI
MOXYTb BUHMKATK NMOMUIIKU XMBHOro gonycky abo xvMbHoI BiAMOBM, aKi
3HUXKYIOTb ePEKTMBHICTb BioMeTpuyHol ineHTUdiKauii. Tomy MaTemMaTuy-
HUM anapaT, SKNWN BU3Ha4Ya€ ePeKTMBHICTb BiIOMETPUYHOI CUCTEMU Kepy-
BaHHS AOCTYMNOM, FPYHTYETLCSA HA OUiHLI ABOX MMOBIPHICHUX XapaKTepu-
cTuk (napametpiB): FAR (False Accept Rate), wo Bignosigae noMuakam
xnbHoro monycky, i FRR (False Reject Rate), wo Bianosigae nomMunkam
XMBHOT BioMOBM.

Momunka xnbHOT BiGMOBM BUHWUKAE, KOJIM CUCTEMA He 3MOrNa igeH-
TMPiKyBaTN BIOMETPUYHMIM 3Pa30K, XO4a BigNOBIAHWN Wa6N0OH HASIBHUN Y
6a3i wabnoHie, TOOGTO KOPUCTYBAY, AaHI AKOro 3apPEECTPOBAHI Y CUCTEMI,
He oTpMMaB Aonycky. BignosigHa BennunHa FRR o6uuncnoeTbea 3a ¢op-
MYJ1010

KLIbKICMb NOMUNLOK He0ONYCKy 0coou

FRR = (2)

3a2anbHa KIIbKICMb NPABGUNbHUX DO3NIZHABAHb '
NMoMunnka xMbHOro QONycKy, ika BUHUKAE y BUNaaKy, Konu bGiomer-
pUYHMI 3pa3ok byno ineHTMdiKoBaHO HEBIpHO, TO6TO MOMY Byno NocTaBs-
NIeHO Yy BiAMNOBIOHICTb HE TOW WabNoH, BU3HAYAETbCA 3riAHO CniBBigHO-
LEHHSA

KLIbKICMb NOMULOK OONYCKY 0COOU

FAR = (3)

3a2a1bHa KiIbKiCmb HenpasujibHux pOS’I’liSHCZ@CZHb
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3 ToukM 30py 6e3neKkun, Taka NOMUIKA € BiNbLL CYTTEBO, HiXK NOMU-
NIKa XMOHOI BiAMOBMW, SIKa BMJIMBAE JINLLE HA 3PYYHICTb KOPUCTYBAHHSA CU-
CTEMOIO.

B KoMepuUinHMX peanizauisx cuctem 3 6GioMeTpuyHoto igeHTUdiKaui-
€10, TPAaHNYHO JoNycTUMe 3Ha4vyeHHS FAR KONMBA€ETbCSA B MeXKax 107 po
107, a cucTeMax i3 BEMKOK KiSbKICTIO KOPUCTYBa4iB i BUCOKUM CTyne-
HeM 3axuieHocTi — 4o 107 BogHouac 3HaueHHs FRR Moxe KonmBatuch
y Mexax 0,025-0,01, a pna cuctem 3 BEJIMKOK KiJIbKICTIO KOPUCTYBauiB
LleV NoKa3HMK He NoBuHeH nepesuwysaTtn 0,001-0,0001 [3].

FAR i FRR noB’a3aHi Mixk cob6oto 06epHEHO-NPONOPLIMHOK 3aNeXHi-
cTi. K Npuknag HaBegeMmo cTatucTuyHi aaHi VeriFinger SDK, oTpumMaHi
3a AonoMorot ckaHepa BiabuTkie nanbuis DP U.are.U. [3]:

Tabnuus 2
3B'a30k Mix FAR i FRR

FAR,% FRR,%
0,10 0,30
0,01 0,40
0,001 0,60
0,0001 0,90

Po3rnsiHeMo 0co6/MBOCTI po3paxyHKY Ta NPaKTUYHOI 3HAYMMOCTI
OCHOBHUX XapaKTepuUcTuK BioMeTpmuyHux cucteM. Posnoginu gonyckis i
BiAMOB B CMCTEMAX NPeAcTaBnsATbLCA KpuBMMM [ayca. 3Miwyoumn nopo-
rope 3HauyeHHs B340BX OX, MOXXeMO BiACNiAKOBYBATM MOro BMJIMB Ha
epeKTUBHICTL po6oTH GioMeTpnUHOI cucTemu [4].

[

AORYCK HE HOALHD

1

1

1

”

..I

Aonyck HaaaHo .
1

1

1

]

A 4

XubHa eipmoea R'" EER R" XHMBHHIA AonycK
Puc. 3. BzaeMo3anexHicTb noka3sHukis FAR Ta FRR

Ak BUAHO 3 puc. 3, 3MEHLLEHHA 3HaYeHHsA rpaHuMyHoro nopory (R))
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NPU3BOAUTbL A0 TOro, Wo ocoba, sika paHiwe oTpMMyBana AONYyCK, OTPU-
MYE€ BiAMOBY Yy [OCTYnMi Npu TOMY, WO ii WwabnoH 3apeecTpoBaHmi y 6asi —
nokasHukK FRR 36inbwyeTtbcsa. BipnoBigHo 36inblWEeHHS 3HAYEHHSA FPaHu-
yHoro nopory (R”) cNnpusie 3MeHLWEHHIO KiNIbKOCTi MOMUNOK XUBHOT BigMo-
B FRR, ane 36inbly€e NMOBIPHICTb NOMUIOK HECAHKLIOHOBAHOIO AoNycC-
Ky.

Touka nepetuHy kpusux EER (Equal Error Rates) Bu3Hauae skicTb
TOrO YM iHWoro 6ioMeTpuyHOro Metody (4n NPUCTPOIO) | HA3UBAETLCA KO-
edilieHTOM piBHOI MMOBIPHOCTI NOMUIIOK. TOYHICTb CUCTEMU ayTEHTUI-
Kauil T BM3HauvaeTbcsa 3a opmynoto [4]

T(%)=(100 - (FAR(%)+FRR(%)/2)). (4)

[HTepec TakoX CTaHOBNATb O0AATKOBI NnokasHuku: FER (Failture to
Entroll Rate) — Buparkae NMOBIpHICTb TOrO, LLO CUCTEMA HE 3MOXKE 3apee-
cTpyBaTu ocoby, i ATV (Ability To Verify) — iMoBipHicTb ycniwHoi nepes.i-
PKK 0cobMU, Lo 064YMCNIOETLCA 3a dopmyrioto [2]

ATV(%)= (1 - FAR)*(1 - FRR)*100%. (5)

Ba>knMBOO XapaKTePUCTUKOLO, LLLO BU3HAYAE BNacHe BMbip Tuny cu-
cTeMMU, € il NponycKHa 3aaTHicTb. [ig nponycKkHo 3paTHicTio 6yaemMo po-
3yMIiTM TaKy YMCENbLHICTb 0Cib, Wo NoTpedbyTb aBTEHTUdIKALUIl, 33 KOl
poboTa cuctemMu i3 3afaHUM NokasHMkoMm FAR 6yne cTabinbHow npoTs-
roM OesIKOoro NpoMIXKKY 4vacy.

Hexan uyepe3 BiomeTpuuyHy cucTemy npoTtarom obu npoxopate N
ocib. AKLo BBaXXaTn AONYCTUMOK OAHY MOMWUJIKY CUCTEMU NPOTArOM A0-
61, TO NPONYCKHY 34aTHICTb MOXHa 064ncnnTK 3a popmynoto [2]:

N=~ | (6)
FAR

OyeBMOHO, WO oONTMUMI3auia GioMeTpuyHoOI cuctemMn nepepbayae
3MeHWeHHA AK FAR, Tak i FRR. € KinbKa OCHOBHUX YMHHWKIB, AKi BNIU-
BAlOTb HA 3a3HAYEHI XapaKTEPUCTUKN cucTeM BioMeTpuUHOI igeHTUdIKa-
uii [4] (Tabn. 3).

Tabnuusa 3
Ontumizauia FAR i FRR

YUHHUKM OnTuMisauis

Bnnue Ha FAR | Bnaume Ha FRR
Bnbip 6ioMeTpuyHOi GyHK- | YHiKanbHicTb | CTanicTb i BUMiptoBa-
il 4 6ioMeTpuyHoOi xapa- | 6ioMeTpuKM HICTb
KTEPUCTUKM
AKicTb gaTumkis (ceHcopis) Bucoka siKicTb oTpuMa-
HOro 306pakeHHs 3Mme-
Hwye FRR
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NPOAOBXeHHA Tabn. 3

MNoBepiHKa KOpUCTyBa4a 3Huxkye FAR 3Huxye FRR

3MeHWeHHA  rpaHu4yHoro | 3Huxye FAR 36inbwye FRR
nopory po3ni3HaBaHHSA

MokasHMKN e¢peKTUBHOCTI Pi3HUX TUNIB GiIOMETPUYHMX CUCTEM.
[Ona 6iomeTpuyHoOI igeHTUdIKaLil BUKOPUCTOBYOTbLCA ABa Tunu biomeT-
PUYHUX XapaKTePUCTUK: CTaTUYHI (MoB'a3aHi 3 Gpi3nyHMMK YK ¢isionoriu-
HUMK NapaMeTpamu) i AUHaMIYHI (NOB’'A3aHi i3 0CO6NMBOCTAMU BUKOHAH-
HS NEBHUX AiN 4n 3 BiopMTMaMU NIOACHKOro OpraHiamy).
Y cucteMax KepyBaHHS OOCTYNOM, WO NPaLTh i3 CTaTUYHUMM Bi-
OJIOMiYHMMM XapaKTEPUCTUKAMN, ineHTUPIKaLiA MOXKe 34iMCHIOBATUCS:
1) 3a Big6bUTKaMu nanbUiB (KaniNAPHUM PUCYHKOM LWLKipW);
2) 3areoMertpieto 06nmyus (2D i 3D mogeni, TepMorpama);
3) 3a reomMeTpiclo pyku (napaMeTpamu [ONOHI, PUCYHKOM BEH,
$opMoIo JONOHI);

4) 3a panay»xHoto 060/10HKOI Ta/abo CiTKIBKOIO OKa;
5) 3a $OopMOI0 BYLLUHOI PAKOBUHMU;

6) 3a peHTreHorpamoto 3y6is;

7) 3a aHTPOMOMETPUYHUMM NOKA3HUKAMU;

8) 3a xiMiuHuM cknagom OHK.

[0 AMHaMiYHMX BIOMETPUYHUX XapPaKTEPUCTUK, NPUAATHUX OO0 BU-
KOPUCTaHHS B CUCTEMAaX KepPyBaHHA [OCTYNOM HanexarTb:

1) ronoc (cneKkTpanbHUIA CKNad, OKPeMi 4acToTn);

2) noyepk (AnHamika, ocobnMBOCTI HaNMMcaHHA, ocobucTU nia-
nuc);

3) AvHaMika po60Ty 3 KNaBiaTypolo Ta MaHiNyIaATOPOM MULLI;

4) xopa (anHamika pyxis);

5) pMHaMiKa cepAeyHoro pUTMy, AMHAMiKa MO3KOBOIO pPUTMY TO-
Lo.

Taki xapaKTepuUCTUKM 3a3HaOTb BNJINBY KEPOBAHUX | HEKEPOBAHMX
MCUXIYHUX ¢PaKTOPIB, WO 3yMOB/OE NoTpeby B iX NepioAnYHOMY OHOB-
neHHi. Lle € ogHiel0 3 NpUYNH HE3HAYHOrO PO3MNOBCIOAXKEHHS CUCTEM, Y
AKMX [OCTYN BU3HAYAETLCS 33 AMHAMIYHMM NOKA3HUKaMM.

MNpu Bubopi cuctemm BGiomeTpu4yHO! igeHTMdIKaUil 3a3BMyan be-
PYTbCS A0 yBaru Taki MOKA3HWKMK, K NPOMYCKHA 34aTHICTb; HaAINHICTb;
BapTICTb; 3PYYHICTb KOPUCTYBAHHSA; 3axXMULEHICTb [AHWUX, TOYHICTb Ta
NPOAYKTUBHICTb CUCTEMM.

AHani3s nokasye, Wo Hambinbw MNOWWMPEHUMWN € CUCTEMU, Y SKUX
po3ni3HaBaHHA 3AiNCHIOETLCA 3a BiAOUTKaAMWM NanbLiB, reoMeTpieto 00-
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NNYYA Ta panay>KHo 060/10HKOK OKa. 3a AaHUMU gocnigxkeHb [2], TxHA
YyacTKa cTaHoBUTb NoHan 80% Bif 3aranbHOI KinbKoCTi cucteM bioMeTpu-
YHOI igeHTndiKauil. B Tabnuui 4 HaBeaeHo pe3ynbTaTU PO3paxyHKy na-
paMeTpiB CUCTEM Ha OCHOBI cepeiHix NokasHuKiB FAR i FRR [2]:

Tabnuusa 4
XapaKTepUCTUKKN BIOMETPUYHUX CUCTEM
XapakTepucTuku biometpum- . 2D po3- 3D po3ni-| PaiiaysHa
YHUX CUCTEM Binbutkn| nis-
) 3HaBaHHSA| 06010H-
nanbLiB | HABaHHSA
obnnyua | Ka oKa
061mnyus

MOMUIIKM XMBHOro AONYCKY 0 0 0 0,00001
(FAR. %) 0,001% 0,1% 0,005% %
MOMWUNKKN XMBHOT BiAMOBHU 0 0 0 0
(FRR. %) 0,6% 7% 0,1% 0,1%
MMOBIPHICTb yCNiLWHOI nepe- 0 0 0 0
BipKM 0CO6Y (ATV, %) 99,39% | 92,91% | 99,895% | 99,899%
TouHicTb (T, %) 99,69% | 96,45% | 99,948% | 99,949%
ONTMMasbHA MPOMYCKHa 316 35 141 3142
3paTHicTb (N, yon.)
3aXULLEHICTb (3a penTuHro- 6 4 9 10
Boto Wwkasnow 1-10)
CTIMKICTb A0 30BHILHIX YMOB
(3a peNTUHroBOIO LLKaNow 10 6 8 9
1-10)
npocToTa (3py4YHicTb) BUKO-
pUCTaHHA (38 peNTUHIOBO 9 6 10 8
wkanow 1-10)
BapTicTb (3a peTUHIrOBOIO 10 10 5 7
wkanow 1-10)
weunaKogisa (3a penTmHro- 10 10 7 10
BOto Wwkasnow 1-10)
CTabiNbHICTb 03HAKM B Yaci
(3a peNTUHIroBO LWKaNoto 9 8 10 10
1-10)

MNpencTaBneHi gaHi gawTb NiACTaBU CTBEPOAXKYBATH, WO A5 cepea-
HiX | BENIMKNX BUPOOHMYMX 06’'EKTIB, @ TAKOXK AN 06'€KTIB CTpaTeriyHoro
3HAYeHHS, AKi BUMaraiTb NigBULLEHOrO piBHSA 6e3neKu, OOouUiIbHO BUKO-
pUCTOBYBAaTM CMCTEMU BiOMETPUYHOMO AOCTYMNYy HA OCHOBI igeHTUdIKauil
3a panay»Hotw 06010HKOKW OKa. [1n15 06'€EKTIB 3 KiNbKICTO NepcoHany Ao
OEKINIbKOX COTEHb YOJIOBIK ONTUManbHMM Byae OocTyn 3a BiabuTkamm
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nanbuie. CucteMn posnisHaBaHHSA 3a reoMeTpield 06/IMYYS MOXKYTb BU-
KOPUCTOBYBAaTUCb Y BMMNAAKaX, KOJIM po3ni3HaBaHHSA BMMAarae BigCYTHOCTI
}i3NYHOro KOHTAKTY, afie NOCTaBUTU CUCTEMY KOHTPOJIIO 3@ pPanpy»KHOH
060110HKO HeMoXxnunBo. Hanpwuknap, npu HeobxigHOCTI igeHTUdIKauil
NIOOVHU NMPUXOBAHOK KaMepok abo KaMepok 30BHILLHbOIMO CTEXEHHS.
Ane Taki cucteMun € epeKTUBHUMM NKLLE MPU Manin KiNnbKoOCTi Cy6'eKTIB B
6a3i i HeBeNMKOMY NOTOLI NOAEN, WO 3HIMATLCA KaMepolo.

BucHoBKKU. Tak1MM YMHOM, aHani3 0cobaMBOCTEN Ta OCHOBHUX Xapa-
KTEPUCTUK BioMeTpuUUYHMX cucteM igeHTUdikauil nokasye, WO 3acTocy-
BaHHS TAaKOro TUMNy CUCTEM sIK 3acoby 3axucTty iHdopMauil B cucteMax 3
KepoBaHMM O0CTYNOM € NEPCNEKTUBHUM, HE 3BaXKalumM Ha TOM aKT, WO
OaHi CUCTEMM He TFapaHTYHTb CTOBIACOTKOBOI TOYHOCTI PO3Mi3HaBaHHS.
MigpBMLWEHHSA AOCTOBIPHOCTI ayTeHTMdIiKaLil KOPMCTYBayiB MOXe gocsra-
TMCS 33 PaxyHOK Nigbopy oNTUManbHUX 3HAYEHb PO3MNIAHYTUX XapaKTe-
PUCTMK cucTeM BioMeTpuyHoI ineHTUdiKauil ocobw.
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ANALYSIS OF METHODS OF BIOMETRICAL USER IDENTIFICATION IN
SYSTEMS WITH THE GUIDED ACCESS

In the conditions of present time in the systems related to providing of
the guided access to information and material objects on the basis of
unique authentication of person biometrical technologies are actively
used. That’'s why there is a necessity of analysis of methods and
technologies of biometrical authentication with an aim them optimal
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practical introduction. In the article the basic methods of biometrical
user identification are considered and analyzed; basic descriptions of
the systems and their influence on efficiency of work of the system
are considered; the features of the use of the biometrical systems for
defence and control of productive objects are certain.

Keywords: biometric system, authentication, descriptions of the
biometric systems.

lUux H. B., K.nea.H., poueHTt, LlaknenHa U. A., K.d.-M.H., AOLEHT
(OporobblyecKnin rocyaapCTBEHHbIN NeAarorMyecknini yHmuBepcuTeT
nmeHn MBaHa PpaHka)

AHANU3 METOA10B BUOMETPUYECKON UOEHTUOUKALIUU
NOoJIb30BATEJ1A B CUCTEMAX C YNIPABJIAEMbIM OCTYNOM

B ceropgHsAWHNX ycnoBuAX GuoMeTpuyecKkue TEXHOIOrMU aKTUBHO Npu-
MEHSAIIOTCA B CUCTEMAX, CBA3aHHbIX C 06ecneyeHneM ynpaBnsaemMoro go-
cTyna K MHpopMauum u MaTepuanbHbiX 06bEKTOB HAa OCHOBE YHUKaJlb-
HOM naeHTUPUKaLUMmM NMYHOCTU. B cBA3KM C 3TUM BO3HUKaeT noTpe6-
HOCTb aHaJIn3a METOAO0B M TeXHOJNIOrMin 6MomMeTpuyecKon naeHTUPuKa-
UMM C LeNbIo UX ONTUMANbHOMO NPAKTUYECKOro BHeapeHus. B ctatbe
pPaccMOTpeHbl M NPOAHANIN3NPOBaHbl OCHOBHbIe MeTOAbl GBuoMeTpuyec-
KoM naeHTudpMKaumm nosb3oBaTesisl; paCCMOTPEHbl OCHOBHbIE XapaK-
TEPUCTUKMN CUCTEM U UX BIMSAAHNE HA 3P PEKTUBHOCTb PaboTbl cUCTEMbI;
onpepeneHbl 0CO6EHHOCTU UCNOJIb30BaHUA GMOMETPUUYECKUX CUCTEM
ANA 3alKUTbhl NPOU3BOACTBEHHbIX 00bEKTOB.

Knroyespie cnioBa. GuomeTpnyeckas cuctema, MaeHTUGUKaLmsa, xapak-
TEPUCTUKN BUOMETPUUYECKUX CUCTEM.
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